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1. Introduction

yber security, or information security, has become

one of the major concerns of organizations, com-

munities, and even individuals. Cyber-crime has
increased steadily as technology advanced varying from
robbery, identity theft, ransom, spying, and deception.
That definitely confronts us with new challenges. Hence,
it is mandatory for users to fully be aware of privacy and
security risks and also have the sufficient awareness to
protect themselves from cyber-attacks; as users represent
the weakest part of the chain .
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In the last few years, cyber security has been an essential prerequisite
for almost every organization to handle the massive number of emerging
cyber attacks worldwide. A critical factor in reducing the possibility of
being exploited is cyber security awareness. Not only having the adequate
knowledge but how to utilize this knowledge to prevent cyber attacks. In
this paper we conducted a survey that focuses on three vital security param-
eters, which are trust, passwords and defensive attitude respectively. The
survey mainly aimed at assessing cyber security knowledge of 200 students
and 100 faculty members in a Sudanese college and how secure these par-
ticipants think they are according to their current cyber behaviour. 56% of
the participants are males and 44% are females. The results revealed that
all participants were having fairly-low level of security awareness and their
defensive attitude is considerably weak and doesn’t protect them either
individually or at institutional-level. Nevertheless, faculty member showed
better cyber security knowledge and skills by 8% higher than students. This
study can be used to develop training approaches that bridge the security
gaps depicted by the respondents of the survey questions manipulated in
this study.

Cyber-attacks have been a trend in the few past years
as companies and large organizations encountered cata-
strophic impact from such attacks including the loss of
information assets, business disruption, equipment dam-
age and revenue loss . As it is expected that the number
of cyber-attacks will grow in the near future, the notion
that organizations need to be cyber resilient is becoming
increasingly popular .

On almost a daily-basis cyber-attacks and exploits are
conducted, exploiting miscellaneous vulnerabilities *!. In
contrast, defensive mechanisms are also being innovated
to cope up with such a rapid pace to guarantee optimum
levels of Information security; which is turning out to be a
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tough task as technology keeps advancing .

However, developing a defensive strategy needs a
comprehensive study from different points of reference .
Firstly and foremost, it is essential to fully understand the
available approaches for designing an optimum defensive
strategy, then it is also mandatory to be fully aware of
and even predict the strategies been adopted by attack-
ers. Eventually, understanding that every technological
approach in one way or another can be compromised by
human behaviour . In the other hand, attackers exploit
vulnerabilities that most probably emerge from users not
aware of cyber security practices; which in return facili-
tate the process of systems compromise for attackers'.

Security awareness plays a pivotal role in our daily life
nowadays, as users are expected to have, at least a clue
about basic security risks and privacy policies, also their
attitude towards how they can protect themselves from
cyber-attacks is a critical factor when it comes to main-
taining a robust cyber security approach ",

In African countries, college students and faculty
members are expected to have more computer-related
technological literacy compared to other categories of the
society, which also include having the adequate cyber se-
curity awareness to govern and utilize that literacy. Hence,
carrying on a thorough study to validate this assumption is
one of the major aims of this paper.

The rest of this paper is organized as follows:

Section II discusses some related work to the stud-
ies conducted on students regarding their cyber security
awareness. The survey questions and the methodology fol-
lowed in conducting the survey is highlighted in section
III. Section IV and IIV preview the results and discussion
correspondingly. Eventually, recommendations and con-
clusion are detailed in section V.

2. Literature Review

Several studies have been carried out in recent years to
assess cyber security awareness level among college stu-
dents and faculty members. Most of these studies aimed at
conducting surveys encompassing elementary cyber secu-
rity practices that form the first line of defence from trivial
to massive cyber-attacks """,

In", a study was conducted to understand how stu-
dents of a Malaysian university were aware of the risks
imposed by social networking sites, which revealed that
about 33.3% of the students had been victims to some sort
of social networking scams. Another study in the realm of
social networking was conducted in"*) among 377 users
of Facebook, Twitter and LinkedIn, where 41% showed a
concern about online privacy and 44% were lacking the
mechanisms of social networking privacy policy.

Distributed under creative commons license 4.0

Senthilkumar et al. " performed an online survey for
500 Tamil Nadu college students regarding miscellaneous
cyber security threats. The results revealed that 70% of
the participants were fully aware of security practices to
prevent virus attacks and they had been using up-to-date
antivirus software. In the other hand, the remaining 30%
of participants were reported to using antivirus software
that is obsolete and 11% of them were not even using an-
tivirus at all.

It might be observed that most of the studies managed
to highlight that most participants don’t have the suffi-
cient awareness of cyber security practices and principles,
also revealing much personal information that expose
their privacy to considerable security risks without having
them noticing. Moreover, the issue doesn’t emerge from
not having enough security awareness and knowledge but
from applying that knowledge when it comes to cyber-re-
lated routine; which is tremendously challenging.

3. Methods

In order to assess cyber security awareness and practical
applications among students and faculty member effec-
tively, a survey was designed in a way that proactively
consider three main factors: Level of knowledge, attitude
and habits. The survey questions were designed to be brief
and simplified to guarantee that participants don’t get
confused with advanced technological terms that might
be disrupting, thus reduce the expected outcome but yet
effective in assessing cyber security awareness and prac-
tices. There were 8 questions as follows:

(1) Do you use an up-to-date antivirus program?

(2) Do you access links sent to you by friends of a
friend or even a friend without even observing the URL i.e.
the link?

(3) If you are asked by an employee from the IT de-
partment at your college to provide him with your account
password for any reason, would you do it?

(4) Have you ever used your phone number, birth date
or even year of birth or a combination of your first name
and birthday as your password?

(5) Does your password contain a combination of Al-
pha-numeric (A-Z or a-z or 0-9) and special characters (@,
#,$ ..etc.)?

(6) Do you use the same password for all your accounts
i.e. Email, Facebook account ...etc.?

(7) Would you use password unprotected Wi-Fi net-
works in public?

(8) Do you always sign-out from your personal or work
accounts after you finish using it, even if you are using
your own device?

The previously-mentioned survey questions evolved
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around three main scopes: Trust, passwords and defensive
attitude. These scopes will be discussed below.

3.1 Trust

It is an undeniable fact that human-factors have been a
topic of debate in Information security, as non-secure hu-
man behaviour can be easily exploited the less they lack
awareness about Information security principles and prac-
tices'"”. Researches in the field of behavioural science and
personality traits highlighted the matter of trust and how
it exposes security breaches and they have been trying to
design some methods to predict and analyse the behaviour
of the attacker as well as the victim "', A consideration for
gender psychology should also be maintained to under-
stand how such factors affect the realm of cyber security
% Therefore, it was essential to consider trust as a main
factor for keeping you safe or confront you to catastrophic
impacts.

3.2 Passwords

In order to authenticate a user, both account identification
and password are required. The process aims at indicating
a specified resource to be fetched along with an authoriza-
tion string associated with that identifier to guarantee an
authorized access"”. Many studies revealed that a lot of
users tend to use easy-to-guess passwords, which almost
incorporate part of their first name, the year of their birth
or even their phone number, which is a common habit in
Sudan. The issue lies in having the users using these pass-
words for multiple accounts, which might be disastrous
if a hacker got a hand on the password ""*. Noting that
account identifiers i.e. usernames didn’t receive a consid-
erable attention although they represent the first line of
defence when it comes to security principles. This was es-
sential to evaluate how our participants are ranking when
it comes to passwords.

3.3 Defensive Attitude

The term attitude stands for (what you think) ", In cyber

security, adopting a defensive attitude isn’t always effi-
cient because you might think you are safe and satisfied
with the security practices that you follow; not knowing
that you are putting yourself at the verge of being exploit-
ed as hackers are developing their strategies much rapidly
than you can ever expect, which makes cyber security a
major concern nowadays. Hence, it was essential to esti-
mate how secure our participants think they are.

Taking into consideration the previously mentioned
scopes, an overall of 300 participants were segmented
into two categories; students and faculty members respec-
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tively. The two categories have been further categorized
according to gender as shown in figure 1 below. Another
factor that had been considered in this study is the average
age of participants in the two categories, which was 22
years for students and 37.5 years for the faculty members.

Students Faculty members

= Male % u Male %

Female % 58% Female %

Figure 1. Pie charts that illustrate the percentage of par-
ticipants from the two categories according to gender

The results of the survey will be discussed thoroughly
in the next section.

4. Result

This section describes the results revealed from the survey
conducted in this study, where the questions aimed at as-
sessing the cyber security awareness among students and
faculty members from specific perspectives, like how they
might unconsciously forget to apply cyber security prin-
ciples they know as being affected by their level of trust,
how they manage their passwords and how secure they
think.

Numerical Results

The response to the first question whether our participants
use an antivirus program or not showed that a majority of
77.75% consent to use an up-to-date antivirus program
while 22.25% didn’t use or even know if they have an
antivirus program installed on their devices or not. 78.5%
of the students answered “Yes”. On the other hand, 21.5%
answered “No”. Similarly, 77% of faculty members an-
swered “Yes”. While 23% answered “No”, the majority
were females 69.6% and a minority of 30.4% females.
The second question proactively measures the degree
of trust in friends or acquaintance, where an overall of
74.75% answered “No”. In contrast to 25.25% who an-
swered “Yes” among both students and faculty members
evenly. Again, the third question was intended to measure
the level of trust in IT employees for both categories of
participants. The results were as follows: 86% of students
and 95% of faculty members agreed to provide IT em-
ployees with their personal identifier i.e. password. It was
noticed that most of the responders who disagreed were
hesitant at first and it was also obvious that they didn’t
answer confidently and took longer time than they did to
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answer other questions.

Then the questions ranging from four to six adopted
the scope of how our participants manage to think re-
garding passwords, we were actually expecting them to
use easy-to-remember yet easy-to-guess passwords that
might expose their entire cyber experience to hazardous
risks. Typically, as our fourth question highlighted, 97%
of overall participants have used their phone number,
birth date, year of birth or a combination of first name
and birthday as their password, which makes it an easy
task for hackers to guess their victim’s credentials. How-
ever, three quarters of them managed to use a combina-
tion of Uppercase, lowercase, figures and special charac-
ters sometimes.

The most terrifying fact actually emerged from the
response to question six, which indicated that 85% of our
participants use the same password for multiple accounts.
This “as a personal opinion” clearly depicts that the par-
ticipants put their personal privacy in cyber security at
risk as well as in a critical situation.

Question seven also retained a considerable agreement
among both categories by 86% who might use an open
public Wi-Fi. The rest 14% who disagreed were further
asked about “why not?” and their answers were not relat-
ed for security concerns as we expected but most of them
reflected that they were satisfied with the cellular data
connection either in their laptops via modems or via their
phones.

Lastly, answers to question eight disclosed that a ma-
jority of 73.5% of students don’t sign-out of their accounts
but just close the page or window. Contradictorily, 81%
of faculty members ensured that they got accustomed to
sign-out of their accounts according to their work routine.
Figure 2 below illustrates the level of security awareness
among students and faculty members by evaluating the
parameters discussed earlier in the preceding section.

Level of cyber security awareness results

Faculty members 45%
39%
Students 32%

42%

58%

Assesment scopes

0% 10% 20% 30% 40% 50% 60% 70%

Level of awareness in percent

W Trust M Passwords Defensive attitude

Figure 2. A bar chart that represents the level of cyber
security awareness revealed by students and faculty mem-
bers
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5. Discussion

The levels of cyber security awareness for both categories
of our study indicate that the mechanism of defensive
attitude maintained by our participants is significantly un-
secure and exposes them to cyber security risks. Most of
the participants were aware of the importance of keeping
themselves secure when it comes to information security
but they were tremendously lacking the sufficient knowl-
edge to keep them complying with the basic principles of
such a challenging aspect. By considering figure 2, it is
obvious that the average of cyber security awareness level
is quite low. Yet faculty members exhibited better skill set
and knowledge compared to students by 54% and 46%
respectively as represented in figure 3 below.

Average of cyber security knowledge

54%

= Students Faculty members

Figure 3. Average cyber security knowledge for students
and faculty members

6. Conclusion

In this paper, a thorough study was conducted, aiming to
assess the cyber security awareness among students and
faculty members in a Sudanese college. As the technology
is advancing rapidly, threats also increase; confronting
organizations and educational facilities to miscellaneous
attacks if cyber security knowledge and practices haven’t
been well considered. The results of the survey conduct-
ed were highlighting a severe lack of awareness when it
comes to Information security. This might be reasonable
because most of the participants are related to the medical
field, which is “far away” from the realm of computer or
information technology as they indicated but that’s not
reasonable if we consider that cyber security is turning out
to be as serious as personal or even national security. Nev-
ertheless, it is mandatory to amend our behaviour to cope
up with such a high priority line of defence.

It is highly recommended to educate users i.e. students
and faculty members about how to securely use their de-
vices (including PCs, laptops, PDAs and mobile phones)
safely from anywhere. One way to do this is by creating
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policies and regulations that govern the usage of infor-
mation and devices in a simple way that can be easily
understood. Another way is to include basic cyber secu-
rity knowledge in the first year of the college or for early
education levels such as primary or secondary school.
It should also be extensible to include security at home,
such as securing home Wi-Fi to securing loT (Internet of
Things) items; which are getting popular nowadays.

It is also essential to train users by implementing re-
al-life scenarios to guarantee the effective practicing of
the knowledge attained when confronted to a situation
that might put their cyber security at the edge of exploita-
tion. This paper can be considered to mainly focus on the
points of weaknesses indicated by the individuals who had
been questioned and designing an effective cyber security
curriculum or at least, training sessions that fit all ages
and consider the difference in students’ specializations.
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