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Article history Online ballot box system has the advantages of high efficiency and en-
vironmental protection, but the existing network voting technology still
has a lot of matter. Almost all electronic voting system could be proved
to be intrusion. The administrator of the system could tamper with the
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and fairness of the existing network voting system depend entirely on the
Keywords: safety and credibility of the website itself, but these cannot guarantee the
Blockchain fairness of voting. Make full use of blockchain technology, so that voting,

even if there are malicious participants, but also to ensure the correct-

ness and safety of the vote. The introduction of block chain technology,

Decentralization block chain has decentralized, data tampering and other characteristics.

Data cannot be tampered with P2P network is applied in the block chain layer to construct a distributed
database, digital signature algorithm and encryption technology are used
to ensure that the data cannot be tampered with, consensus network al-
gorithm is used to ensure the consistency of the data in the network, and
timestamp technology is applied to save the data blocks in a chain struc-
ture connected end to end. It paper focuses on the implementation of P2P
network networking mode, node block synchronization, data and block
verification mechanism and consensus mechanism to ensure data consis-
tency in the network layer of block chain layer. Using time stamp, Merkle
tree, asymmetric encryption and other technologies to design data blocks
and use chain structure to store data blocks. Combined with the character-
istics of blockchain, a fair and transparent voting system is constructed.
Model aims to apply the block chain technology to the voting scenario
and design a secure block chain voting architecture. It system is designed
and developed based on the block chain system. It makes full use of its
decentralization, removes the dependence of electronic voting on trust-
ed third parties, and protects the privacy of voters and candidates. Data
cannot be tampered with. Once the data are stored in the block chain, it
cannot be tampered with. It provides a real and credible database.

Voting system

1. Introduction 1.1 Discussion of Voting Issues

On the surface a lot of people might think voting is an

In order to indicate the origin of voting with blockchain . .
g J casy thing to do, just cast your vote, count up the results

matter, the following background is worth mentioning. and publish it. But it is not as simple as you think. Voters
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must cast only one vote. We must prevent people from
voting twice. With the rapid development of network
technology, the traditional questionnaire survey method
has fallen behind. It has a complicated voting procedure
and takes a long time to complete the user's vote. The task
of counting votes is very heavy, and it is easy to make
statistical mistakes and is easy to be manipulated. Modern
society is the network information age, and the use of net-
work technology could improve people's work efficiency,
save the cost of human and material resources, promote
the development of society .

1.2 The Dilemma of Voting in the United States

With a crucial election looming in the United States,
little progress has been made in ensuring the integrity of
the voting system. Existing voting systems leave plenty of
room for doubt: it is possible to mimic voters in the first
place (though surveys have found this to be a negligible
proportion in the us);Postal ballots could be changed or
stolen; Election officials may miscount; And almost all
electronic voting machines have proven to be breakable.

1.3 Blockchain Technology Solve the Matter

However, the booming blockchain technology in recent
years may well resist the corruption of the authorities and
hackers . Blockchain is a new distributed infrastructure
and computing paradigm, which USES ordered chain
data structure to store data, USES consensus algorithm to
update data, and USES cryptography technology to guar-
antee data safety !'"'>'"*' Came up with the block chain
to provide the basis for the emergence of a new electronic
voting system, voting system based on block chain could
be ruled out the possibility of manipulation, the decen-
tralized, distributed network structure is suitable for the
voting system, voting centers do not need special main-
tenance and management of sorting system and network,
to ensure the transparency of the network, also to prevent
the malicious vote or tamper with the vote fraud, cheat
cheating, its anonymity, some voters' personal information
could be hidden, protect personal privacy . Voters could
also verify and track their votes.

1.4 The Matter Requirements

1) How to use block chain technology to construct an
underlying design or a set of algorithms to solve the mat-
ter of online voting?

2) Evaluate the possible matter of blockchain technolo-
gy in solving voting matter and try to improve.

3) Cybersafe and voting experts agree that blockchain
is unnecessarily complex and no more secure than other
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network voting. Can blockchain technologies be com-
bined with other technologies to reduce complexity and
improve safety?

2. The Description of the Matter

2.1 For the Use of Blockchain Technology to
Construct an Underlying Design or a set of Algo-
rithms to Solve the Matter of Online Voting

To meet the requirements of individuals, enterprises,
institutions and governments, design a fair, fair and trans-
parent voting system. The voting system has the following
three sub-indicators:

1)Ensure that voting data cannot be usurped;

2) The voting data could be traced and verified;

3)Vote anonymously to ensure the privacy of voters;

Blockchain is decentralized. Data cannot be tampered
with, and it is safe and reliable. Once the data is stored in
the blockchain, it cannot be tampered with. Blockchain is
a real and reliable database that cannot be tampered with.
Therefore, blockchain technology is the best solution to
guarantee the fairness and safety of the voting system.

2.2 Analysis of Blockchain Technology in Solving
Voting Matter

Blockchain technology is communal in many fields
because it is distributed and untamable. Despite the advan-
tages of the technical principle, it still requirements to be
developed by human beings. Since it is a human software
product, it is inevitable that there will be safety holes,
which may ultimately make products using blockchain
technology vulnerable. From a legal perspective, identifi-
cation verification is difficult, time-consuming and often
inaccurate, voters are sometimes wrongly singled out as
ineligible to vote, and unqualified people are sometimes
allowed to vote and repeat votes occur. Recounts (and re-
count requests) are common because ballots are counted
inefficiently and conflicting agreements make auditing slow
and difficult. Lawsuits proliferate when candidates seek an
advantage. Whenever this happens, public confidence in
the electoral system and results will lead over time to a lack
of confidence in elected officials and governments, which
may lead to lower voter turnout in the future. Voters' feel-
ings, prejudices, confusion, misunderstandings and fears
about the new voting technology are likely to be inflamed
and used for political gain. It will create more confusion
and mistrust, slowing the procedure needed to construct
the necessary legal support around the newer voting forms.
It runs counter to the direction we need to move towards a
safe and more accurate electoral system.

In addition, other challenges, such as the current block-
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chain technology does not well support the required speed
and breadth, are also a question of whether a national
blockchain election could be held. Also, blockchain is only
as good or bad as its ecosystem, inputting wrong informa-
tion and blockchain will do a great job storing it! While
blockchains are immutable, the voting tools voters might
use may not be. Voting from smartphones sounds great, but
smartphones are one of the least secure electronic devices
on the market. Someone could change your vote before
the phone is sent to the blockchain. Therefore, there are
still many matters and drawbacks in applying blockchain
technology to solve the voting matter, and we could only
construct the model under some ideal conditions .

2.3 How to Reduce the Complexity of Blockchain
Technology and Improve the Safety through the
Combination of Other Technologies

The electronic voting procedure includes: the voting ini-
tiator initiates the voting, the voting certification registration
center completes the distribution and screening of the votes,
the voters who are distributed the votes conduct the voting,
after the voting is completed, the counting center completes
the counting of the votes and the publication of the results.
As voting results often affect personal interests, participants
in online electronic voting may become dishonest due to
the matter of being falsely recognized, coerce, bribe-taking,
and existence of internal ghosts, etc. These dishonest par-
ticipants may tamper, falsify, replay and deny voting data,
thus affecting the correctness of voting results. In particu-
lar, the third party may have a ghost, so that its credibility
is difficult to be guaranteed. In the whole voting system,
only the voting initiator is credible and honest when he/she
initiates the voting. However, through the introduction of
blockchain technology, the decentralized registration and
certification center is realized, the dependence of electronic
voting on trusted third parties is removed, and the privacy
of voters and candidates is protected. At the same time, the
project provides an electronic voting system scheme based
on verifiable secret sharing and other technologies, which
could effectively guarantee the safety of electronic voting.
Blockchain technology is one of the research hotspots in
the field of network safety and fintech. It is a kind of point-
to-point decentralized data sharing technology, and the data
stored in it do not need to rely on a trusted third party. In
other words, the data stored in it cannot be tampered with,
forged, refuted, impersonated, and reproduced, so as to ef-
fectively guarantee the data safety and automatically form a
credit relationship between nodes . Up to now, blockchain
technology has successfully protected the safety of more
than $100 billion of digital assets such as bitcoin, and its
safety has been fully verified """, If the blockchain technol-
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ogy could be effectively utilized, it may not need to rely
on trusted third parties to complete safety authentication
“l Based on the advantages of blockchain technology, if
blockchain technology could be combined with artificial in-
telligence, big data and other technologies, the complexity
of blockchain technology could be greatly reduced.

3. Models

In order to achieve the decentralization of the block-
chain, the data cannot be tamper-proof, safety and credi-
bility requirements, the blockchain layer will use the P2P
network to construct a distributed database, using digital
signature algorithms and encryption technology to en-
sure data non-tamperable, consensus algorithm to ensure
the network The consistency of the data, and the use of
timestamp technology to save the data block in a chain
structure connected end to end As shown in Figure 1, the
blockchain layer is divided into a network layer and a
storage layer !'"'>'"*'*l. The network layer realizes the con-
struction of the network, and the verification mechanism
and the consensus mechanism ensure the safety and con-
sistency of the data. The design focus is on constructing
the P2P network, realizing the verification mechanism and
the consensus mechanism. The storage layer encapsulates
the data block, and the data block is stored in a chain of
end to end. The design focus is to construct the data block
structure and the chain of the block by using timestamp,
hash function, Merkle tree, asymmetric encryption and
other techniques to storage. The blockchain layer will be
based on maven, with Java as the development language.

Block chain layer

The network layer

futhentication Consensus
nechanisn

Peer—to-peer
(p2p) network

Storage layer

The chain

The data block
structure

The time stanp

Asymmetric

The hash
encryption

function

Merkle tree ‘

Figure 1. Block chain

3.1 Block Chain Layer Design
3.1.1 Node P2P Network Construction

The blockchain system is a distributed, decentralized
system with nodes that are peer-to-peer, autonomous, and
free to join. Therefore, this design uses a peer-to-peer net-
work as the networking mode. P2P networks have the ad-
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vantages of decentralization, scalability, decentralization,
and robustness. They could organize nodes participating
in data check and accounting, so that the system could run
stably under decentralization. There is no central node in
the P2P network, and the nodes are interconnected through
a flat topology. Each node has the same functionality and
provides network services. Each node has the functions of
discovering new nodes, synchronizing blocks, applying
layer network routing, verifying block data, and propagat-
ing block data.

Constructing a P2P network is the initialization proce-
dure of the blockchain layer. If a new node joins the P2P
network for the first time, the IP addresses of other nodes
in the network are required. DNS seed A DNS server that
provides the IP address of a node on a P2P network to
help discover nodes. Therefore, the DNS seed method
is used to join the P2P network, and the TCP protocol is
used, and the port 8333 is used. The joining procedure is
as follows.

1) Connection seed node

2) Receive node IP address list

3) The nodes in the connection list

4) When one or more connections are established, the
node sends its own IP address to its neighbors. Neighboring
nodes will forward IP addresses, allowing more nodes to
receive IP addresses, ensuring a more stable connection.

The specific flow chart of constructing a P2P network
is as follows.

| Start ]

Connect zeed node

l

To obtain a list of

l

Connect the nodes

l

To join the network

,. End )
N /

P
f

Figure 2. P2P Network flow chart
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3.1.2 Block Synchronization

When a node joins a P2P network, there is no blockchain
data or the data is incomplete. You need to request data
blocks from other nodes. It procedure is called block syn-
chronization and is the initialization procedure of the block-
chain layer. The node will first load and verify the local data
block first, which is divided into block verification and Block
data verification. First verify whether the previous block is on
the main chain, and after completing the block verification,
perform block data verification. After verifying the local data
block, the node performs block synchronization.

The block synchronization procedure is as follows:

1) Request data block information from the node that
has established the connection, determine whether the
node times out when it is timed, and request other nodes if
it times out;

2) The requested node will first send the block height,
and the requesting node compares the received block
height with the local block, such as the height of the
block, and issues a request to acquire the data block;

3) Verify the validity of the data block;

4) Continue to send the synchronization request until
the node with the highest block height is found, and the
procedure of requesting the data block synchronization is
as shown in the figure.
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Figure 3. Block synchronization flow chart
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3.1.3 Data Verification Mechanism

The verification mechanism guarantees that the data
cannot be tampered with. Each node in the P2P network
continuously receives data. After receiving the data, the
node will verify the validity of the data at the first time.
The node verifies the data structure and digital signature,
and only the data that meets all the conditions is valid. If
the data is invalid, it is discarded. If the data is valid, the
valid data is stored in the data pool. The node that ob-
tains the billing rights broadcasts the block to the entire
network, and other nodes verify the validity of the block,
including the random number in the block header, the
timestamp, and the data in the block body. If the block is
valid, it is stored in the blockchain. Otherwise, discard.

It design uses an elliptic curve digital signature algo-
rithm (ECDSA)"*. The private key is d and the public
key is (E, P, n, Q).

1) Choose a random integer k, between [1, n-1]

2) Calculate kP = (x1, yl) and r = x1 mod n. If r = O,
skip to step 1. Otherwise, continue to the next step.

3) Calculate s = k-1 {h(m) + dr} mod n (h is the hash
algorithm). If s = O, skip to step 1. Otherwise, continue to
the next step.

4) Signature information m is Cr, s)

/ "\
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¥

Generate the k r

Y
H
Il
[
=2
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( End |
Figure 4. Generate signature flow chart
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1) Get the public key (E, P, n, Q)

2) Verify that r and s are integers and are in the interval
[1,n-1]

3) Calculate w = s-1 mod n and h(m)

4) Calculate ul = h(m)w mod n and u2 = rw mod n

5) Calculate ulP + u2Q = (x,, y,) and v=x0 mod n

6) Signature verification if and only if V=1

e ™
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——

To obtain the public key

|

Verify r and =
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Generate w

1

Generate v

Iy !

Terify the
correct

Walidation
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Figure 5. Verify signature flow chart

The core code verification core code is as follows:

public static Boolean verify (byte [] data, ECDSA Sig-
nature, byte [] pub) {// Digital signature verification

if (FAKE_SIGNATURES)

return true;

if (Secp256kl Context.is Enabled ()) {

try {return NativeSecp256kl.verify(data, signature.en-
codeToDER(), pub);}

catch (NativeSecp256klUtil. AssertFailException e) {

return false;} }

ECDSASigner signer= new ECDSASigner ();

ECPublicKeyParameters params = new

ECPublicKeyParameters (CURVE.getCurve().decode-
Point(pub), CURVE);

signer.init (false, params);

try {return signer.verifySignature(data, signature.r, sig-
nature.s); }
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catch (NullPointerException ¢) {

signatures. Those signaturesthread. log.error("Caught
NPE inside bouncy castle", ¢);

return false;} }

3.1.4 Consensus Mechanism

The consensus mechanism provides guarantees for the
consistency of data in the blockchain and is the key to
maintaining the blockchain's operation. The general mod-
el of the consensus mechanism in the computer field is:
in a reliable distributed system with channels, how could
the system ensure that other nodes are not affected by
malicious nodes and could reach a correct consensus on a
certain matter in the case of a malicious node? The entire
system operates reliably and reliably.

The consensus mechanism in the blockchain is em-
bodied in that when a node collects a certain amount of
valid data, multiple nodes package the data into blocks,
and how the system assigns the accounting rights in the
case that the node may be attacked. Which node reaches
a consensus and allows the blockchain to run reliably and
reliably. A well-behaved consensus algorithm could select
the appropriate node. The node broadcasts its packaged
block data to the whole network. After other nodes verify
the validity, the block could be stored in the blockchain.

The workload proof mechanism (Proof Of Work, Pow)
is simple, easy to implement, and fault tolerant (Allow
50% of nodes in the network to be attacked). It design
uses the workload proof mechanism (Proof of Work,
Pow). Before the node packs the data into blocks, it re-
quirements to find a random number so that the hash value
of each element of the block header is not greater than the
target hash (the target hash is generated by a specific al-
gorithm), this raises the threshold for packing blocks. The
first node that finds the conditional random number will
obtain the accounting rights of the block and broadcast it
to the whole network. After most nodes verify the validity,
it will be stored in the blockchain. The stronger the com-
puting power, the greater the probability of finding the
first random number.

The random number search procedure of the Pow con-
sensus mechanism is as follows:

1) Node verifies data finiteness and stores valid data in
the data pool;

2) Calculate the Merkle root of the block data pool, and
replenish the block header data, set the random number to
zero Add a random number to 1;

3) Calculate the double SHA256 hash of the current
block header. If the hash value is not large, find a random
number that satisfies the condition, package the data into
blocks, and broadcast to the entire network; otherwise,
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repeat this step. Until you find a random number that sat-
isfies the condition;

4) If a random number that satisfies the condition is not
found for a period of time, update the data pool and time-
stamp, and then calculate the Merkle root and continue to
find the random number.
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Figure 6. Random number search flow chart

-
H'\.
-,
.

3.2 Blockchain Storage Layer Design
3.2.1 Data Blocks

In order to realize the chain structure storage of the data
base time stamp and to quickly verify the validity of the
data, the data block adopts the structure as shown in the
figure, and each data block is divided into a block header
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and a block body. The version number is included in the
block header, the previous block hash value, timestamp,
random number, this block target hash value (Bits) and
Merkle root. The valid data and corresponding quantities
generated during the block creation procedure is saved
in the block body. Valid data is generated by the hash of
the Merkle tree to produce a unique Merkle root, which is
stored in the block header.

Block
Hash value of the The tine The random Objective the
previous block stanp nunbex hash
‘ The wersion ‘ Herkile oot |
mumber
Habed
Tunber of data Hash (ab+Hed)
V—‘—\
Hab Hed
Hash (Ha+Hb) Hash (He+Hd)
I : 1 I : 1
Ha Hb He Hd
Hash (Da) Hash (Db) Hash (Dc) Hash (Dd)
I I I I
‘ s ‘ ‘ o ‘ ‘ e ‘ ‘ 24 ‘

Figure 7. Block structure diagram

The data block corresponding class should contain rel-
evant information, and could implement functions such as
creating new blocks, adding valid data, verifying data, and
verifying the Merkle root.

3.2.2 Timestamp

Using time stamping techniques in digital information,
you could verify the exact time at which digital infor-
mation is generated. Time stamping techniques provide
reliable verification of the integrity and presence of digital
information over a certain period of time or before a cer-
tain point in time.

In order to prove the existence of data in the block-
chain, it is necessary to know the exact time of data block
generation. Therefore, the node that first finds the random
number and obtains the accounting right must add the
timestamp to the block header, and record the data block
write. The exact time of the blockchain. By using the
timestamp technique, data blocks arranged in chronolog-
ical order are formed in the blockchain. The time stamp
technology itself is not a new technology, but its applica-
tion in the blockchain technology could be used as a proof
of the existence of data blocks, forming a basis for realiz-
ing the irreversible change of blockchain data.

3.2.3 Hash Function

Hash functions are characterized by unidirectionality,
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timing, fixed length, and randomness, making them ideal
for validating data. The system will use digital signa-
ture algorithm and encryption technology to ensure that
the data cannot be tampered. The selection of the hash
function will affect the safety of the system. SHA256
and RIPEMD160 are based on MD4's improved hash
function, which is more complex than the MD4 and MD5
algorithms and therefore more secure. It design will use
two hash functions, SHA256 and RIPEMD160. Among
them, SHA256 is used more, with thousands of block
header hash values, block data, blockchain address gener-
ation, etc., while RIPEMD160 uses only 1000 to generate
blockchain addresses. The blockchain layer will use the
SHA256 hash function to procedure the data, that is, the
SHA256 hash function is used twice to generate a 256-bit
(32-byte binary value).

3.2.4 Merkle Tree

When performing block verification, if the data in the
current block are verified one by one, the efficiency is
very low. To do this, you could use Merkle Tree to quick-
ly verify the block data. The Merkle Tree is a Hash Tree
that verifies the integrity of block data in a short period
of time, ensuring that data in the blockchain network are
not lost and modified, and that nodes are not sending fake
blocks. The Merkle tree usually consists of block data, the
Merkle root, and all subtrees from the block data to the
Merkle root. The procedure of generating a Merkle Tree is
as follows:

1) Block data generates a hash value under the action
of a hash function;

2) Combine two adjacent hashes into one string and
generate a hash value under the hash function;

3) It recursion until only the last Merkle root remains.

Merkle Tree is mainly used to verify the integrity of
block data in a short time. The Merkle root is the only
feature of all leaf node values (block data). As long as you
verify that the Merkle roots are equal, you could know
if the block data have changed. If the block has N block
data, the algorithm complexity of locating the tamper data
is only logN.

The core code for generating the Merkle Tree is as fol-
lows:

private List<byte []> constructMerkleTree()

{ArrayList<byte[]> tree = new ArrayList<>O;
for (Transaction t: transactions)
{tree.add(t.getHash().getBytes());}
int levelOffset = O; // Offset
for (int levelSize = transactions.size(); levelSize >
1; levelSize = (levelSize + 1) / 2)
{for (int left= O; left< levelSize; left+= 2)}//
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When it is singular, the left child and the right child are
the same
int right= Math.min(left + 1, levelSize - 1);
byte[] leftBytes = Utils.reverseBytes(tree.
get(levelOffset + left));
byte[] rightBytes = Utils.reverseBytes(tree.
get(levelOffset + right));
tree.add(Utils.reverseBytes(hashTwice(leftBytes,
0, 32, rightBytes, 0, 32))); }
levelOffset+= levelSize;}
return tree;}

3.2.5 Chain Structure

In order to provide traceability and verification of
blockchain data, blocks could be stored in a chained
structure of Figure 8. The current block contains the hash
value of the previous block. If the node does not know
the hash value of the previous block, it cannot generate a
new block. All data blocks in the blockchain are chained
into a chain by block hash values, and the longest chain
(main chain) is always stored in the blockchain, from the
creation block to the newly generated block. When a new
block is stored in the blockchain, it will be linked behind
the main chain.

The previous The previous The previous
hash hash hash

Figure 8. Chain structure diagram

The blockchain stores the data blocks in a chain struc-
ture on a blockchain with timestamps in the data blocks. It
increases the time dimension of the data and makes it easy
to trace and validate the data. With the previous block
hash value, you could locate the previous block and verify
that the previous block was modified. Through the "block
ten chain structure", the blockchain could detect the tam-
pering of any data in time. The blockchain provides a
time-series, recordable record that could be viewed as a
database that is not tamper-proof and authentic.

3.2.6 Asymmetric Encryption

For data safety and ownership verification, the system
uses asymmetric encryption. Asymmetric encryption tech-
nology will play an important role in application scenarios
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such as digital signature and information encryption at
the blockchain layer. In the digital signature scenario, the
sender in the blockchain encrypts the information with
its own private key, and sends the public key together
with the private key to the blockchain network. The node
decrypts the information with the public key, thereby
verifying the information. ownership. In an information
encryption scenario, the sender in the blockchain will en-
crypt the information with the recipient's public key, and
the recipient decrypts the information with the private key.
RSA relies on thousands of prime factorizations, so it is
impossible to theoretically measure the confidentiality of
RSA. The RSA key is too long, and the large number op-
eration causes the encryption and decryption procedure to
be slow. The elliptic curve encryption algorithm provides
a shorter key than RSA, which is characterized by higher
safety and faster procedureing. Therefore, this design will
use an elliptic curve encryption algorithm, and the mecha-
nism for generating asymmetric cryptographic public and
private keys is shown in the figure.

Private key
(50 characters)

Sha256
Bashsg

Private key
(266 bits)

SecpBki
elliptic

algorithn
Sha2se
RIPEID160

Public key Public key ShA256 address
(65 bytes) (20 bytes) ST

Figure 9. Asymmetric encryption

The procedure of generating the public and private key
and the blockchain address is as follows:

1) Generate a 256-bit binary-shaped random number
as the private key. The number of private keys will be as
high as 2%°°, making it impossible to traverse the private
key. It could be generated by calling the random number
generator of the base operating system.

2) For ease of memory, use the SHA256 hash function
and Base58 encoding to convert a 256-bit binary private
key into a private key of 50 characters, such as 6KXI
j299sB bbwGnAbz3FPUDJ47r5 z22SCC Td7ytuX2QN-
PyrnWjss

3) A public key of 65 bytes in length is gener-
ated by a private key of 256-bit binary form by
the Secp256kl elliptic curve algorithm. Such as
075ab939e3aa7a4a%9aa03c5bdf22ca2dea249366c0fa-
88dec78aclcc2¢335a72245a306218bee3c692fc540b-
5277¢02552b8b5626db790526e4109c4e5934b

4) Use the SHA25 hash function and the RIPEMD 160
hash function to compress a 65-byte public key into a 20-
byte hash.

5) For ease of memory, a hash value of 20 bytes is
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converted to a 33-character blockchain address using the
SHA256 hash function and Base58 encoding. Such as
1HwgZoSa4ffzDijkSeaExNo6aKkZJ xpkw.

It is important to note that the procedure of generat-
ing a public key from a private key is irreversible, that
is, the private key cannot be reversed by the public key.
The procedure of generating a blockchain address by a
public key is also irreversible. The role of the blockchain
address is that the blockchain address could be used for
reception when the user does not want to expose their
public key.

4. Conclusions

4.1 Conclusions of the Matter

Blockchain has the advantages of decentralized, se-
cure and reliable, and data cannot be tampered with. It
paper studies the principle of block chain and use of P2P
network technology, the consensus algorithm, timestamp
technique, the chain structure, the digital signature algo-
rithm and the encryption technology to construct the un-
derlying block chain, on the basis of general block chain
technique is applied to voting scenario, implements a
data safety of the voting system, to ensure its vote fair,
fair and credible .

4.2 Methods Used in Our Models

1) Hash function

Hash function is a kind of mathematical function,
which is widely used in computer science and cryptog-
raphy. In the field of cryptography, Hash functions could
compress any length of input into a short, fixed output,
known as a Hash value. Hash function has the character-
istics of underactivity, timing, length and randomness.
Cryptography has a wide range of applications, through
a single hash function to compress arbitrary length of
digital information into a fixed length digital digest.
Digital digest is also known as digital fingerprint. Digi-
tal abstract has the characteristics of fixed length, same
information abstract and different information abstract.
Therefore, the digital digest could be used to verify
whether the data have changed, that is, data integrity.

2) Asymmetric encryption

Encryption and decryption use the same secret key.
Encryption method is called symmetric encryption. The
encryption method is called asymmetric encryption. The
secret keys of asymmetric encryption are produced in
pairs. The public secret key is called public key, while
the private key is called private key. If you encrypt the
information with a private key, you could only decrypt
the information using a public key. If the message is en-
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crypted with a public key, only the private key could be
used to decrypt the message. The safety of asymmetric
encryption is guaranteed by the algorithm and the secret
key. The strength of the algorithm is high and the secret
key is highly confidential (unlike symmetric encryp-
tion, which requires the exchange of secret keys), so
the safety of asymmetric encryption algorithm is more
guaranteed. However, the speed of asymmetric encryp-
tion algorithm is relatively slow, which is not suitable
for scenarios that need to encrypt halo data, including
digital signature or secret key negotiation. Common
asymmetric encryption algorithm RSA, ECC (elliptic
curve encryption algorithm) knapsack algorithm, Ella-
mae, Rabin, Diffie - Hellman [. RSA is dependent on the
quality of large number factorization, how to measure
the confidentiality of the RSA in theory. The RSA key is
too long, a large operation and lead to the encrypted the
decryption procedure is slow. Elliptic curve encryption
algorithm, and secret key provided by the shorter than
RSA, has the characteristics of higher safety and faster
procuring speed.

3) Digital signature

Digital signature is a combination of digital digest
technology and asymmetric encryption technology,
which provides a strong guarantee for the integrity of
digital information and the authenticity of sender's iden-
tity.

4) Timestamp technology

Timestamp technology is the application of authorita-
tive time source and digital signature technology. Using
the timestamp technique in digital information could veri-
fy the exact time when the digital information was gener-
ated. Timestamp technology could provide reliable verifi-
cation of the integrity and existence of digital information
in a certain time period or before a certain time point.

5) Merkle tree

Merkle tree is a Hash tree, usually a binary tree.
The hash value of Merkle tree leaf node data, the non-
leaf node is the hash value of two adjacent hash values
merged into a string, and the Merkle root is finally gen-
erated. Merkle tree could verify the integrity of the data
in a short time, that is, if the data have been changed.
The Merkle root is the unique characteristic of all leaf
nodes. By verifying that the Merkle root is equal, you
could know whether the data of the leaf node has been
changed. In a distributed system, Merkle tree could
quickly verify whether the data changes during transmis-
sion, greatly reducing the computational complexity.

6) P2P network

Peer-to- Peer (P2P) [25], is a network formed in the
application layer.
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P2P network is different from client/server model.
There is no concept of client or server in P2P network.
There is no central node, only peer nodes. Each node
seeks both the service and the provider of the service. A
node in a P2P network acts as both a client and a server.
There are no limits on the number, scope, time, or space
of nodes in a P2P network, and each node is free to join
or leave.

All nodes in P2P network share the pressure of server
in traditional way. The more nodes join the network, the
more stable the whole network will be, providing higher
quality services. P2P networks return power to users and
decentralization.

7) Distributed storage

Traditional storage systems generally store data
centrally in centralized storage servers, but the storage
resources of centralized storage servers are very limited
and cannot meet the requirements of storing large-scale
data. But the distributed storage system adopts the ex-
pandable system structure, and stores the data in several
nodes, so that the capacity, stability and expansibility of
the system are greatly improved.

8) Consensus mechanism

In any decentralized distributed system, the nodes of
the participating system are equal in status and lack of
trusted central nodes. When decisions are divided, the
matter of how the nodes could reach consensus arises.
Consensus on transactions is one of the core challenges
of distributed systems.

9) Blockchain

There are many definitions of blockchain. It is dif-
ficult to intuitively understand the real meaning of
blockchain from the definition alone. We could first
understand the general meaning of blockchain from the
perspective of application.

Traditional network storage system could adopt cen-
tralized storage or distributed storage to store data. Dis-
tributed storage system could solve the matter of limited
space of centralized storage system. However, no matter
centralized storage or distributed storage system, such
as the storage system is attacked by hackers or improper
right management, it will cause the modification or loss
of data. Blockchain is a real and reliable database that
cannot be tampered with. Once the data are stored in the
database, it cannot be tampered with. Blockchain is a
distributed database based on P2P network. There is no
central node, and each node in the P2P network stores
exactly the same data. Any malicious modification of
data by any node will not affect the correctness of the
entire network data. One of the important features of
blockchain is that data cannot be tampered with.
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Figure 10. Blockchain data storage flow chart

4.3 Application of Our Models

On the basis of completing the design of the underlying
blockchain, the application layer adopts the BIS architec-
ture, and the web application layer mainly implements the
system functions. According to the analysis of the system
function, the registration module, the homepage module,
the voting module, the new voting module, the voting
result query module, and the voting history query module
are designed. The web application layer will be developed
using the framework of Spring + Spring Boot + My bits,
and the database is MySQL.

The application layer adopts the MVC (Model View
Controller) design pattern and is divided into a view layer,
a business logic layer, and a data access layer. As shown.

The view laver

User exchange

Business logic laver

The response

Data access layer

Block chain The database

Figure 11. Web application layer architecture
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1) View layer: The view layer provides the ability
to interact with the user. A good user experience is an
important indicator of system design. It design uses the
Free Marker template engine, which uses a "template +
data = output" model with no business logic. The tem-
plate is only responsible for populating the data in the
page, and finally the combination of the template and the
data is presented in front of the user. Separate the view
layer from the business logic to improve development ef-
ficiency. The front-end framework uses bootstrap, which
provides comprehensive documentation, rich compo-
nents, and ease of use to quickly and easily customize
the pages you need.

2) Business logic layer: The business logic layer is
the key to implementing system functions, procuring re-
quests from the view layer and returning responses. For
example, store the information entered by the user into
the database. The ajax technology enables the view layer
and business logic to asynchronously interact with data,
providing a better user experience.

3) Data access layer: The data access layer is respon-
sible for data access. Normal data (such as user name,
password, etc.) are directly stored in the database, and
blockchain data (voting records) are stored in the block-
chain. When accessing normal data, you need to design
the database and write sq. statements. When accessing
the blockchain data, the underlying blockchain interface
requirements to be called to implement access in the
blockchain of data.

5. Future Work

5.1 Model Advantage

Voting is the preferred democratic expression in any
situation where multiple people are required to make de-
cisions. But when the voting system rises to the national
level, its disadvantages gradually appear. Where power
struggles exist, fraud and corruption are hard to root out.
In addition, in the United States and other western coun-
tries with a large population and a large number of votes,
the existing paper voting method has disadvantages such
as low efficiency, high cost and low transparency. Block-
chain offers voters an updated system to address these
issues.

Since the emergence of blockchain technology,
many people believe that it has the potential to re-
form the voting system because of its features such as
non-tampering and high transparency. Citizens could
vote through smart devices and record the data on the
blockchain, which cannot be tampered with, so as to
ensure safety and save time and capital cost. The char-
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acteristics of distributed and distrust could guarantee
the personal privacy of voters and the full realization of
public opinion ",

5.2 Limitations of the Model in the Voting Do-
main

First, safety. Skepticism about the nascent blockchain
technology is also based on distrust of electronic voting
systems. Voting through blockchain still requires elec-
tronic devices, which poses the risk of hacking and af-
fects confidentiality and fairness.

Second, unnecessary. Blockchain technology does
have big advantages in voting, but these advantages are
not irreplaceable. Opponents of blockchain voting still
insist that paper ballots have irreplaceable advantages,
and that blockchain technology's advantages in voting
could be replaced by other ways.

Third, high costs. Blockchain technology is still in the
early stage of implementation. If blockchain technology
really wants to completely overturn the voting method, it
will need a lot of promotion costs.
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Technical Report

We focus on the design of P2P network design, node
block synchronization, data and block verification mech-
anism and ensure the consistency of data consensus
mechanism. Then the time stamp, Merkle tree and asym-
metric encryption are used to design the data block.
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Figure 12. Blockchain layer

In order to satisfy the system centralization, the infor-
mation cannot be tampered. Open and transparent require-
ments, combined with the underlying block chain to store
data characteristics. We divide the system into view lay-
ers. Business logic layer and data access layer. Combined
with the block chain characteristics of the business layer
architecture design.

Figure 13. Application layer architecture design

A data secure voting system is designed by taking full
advantage of the decentralized blockchain, untamable
data, and secure and reliable data.
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