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1. Introduction

Wireless Body Area Networks (WBAN) comprise of
interconnected nano-sensors that are deployed to collect
biomedical data from the patients. Thereafter, the sensed
data are forwarded to the remote medical servers for anal-
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relating to patients’ health status. Obviously, any leakages of the sensed
data can have serious consequences which can endanger the lives of
patients. As such, there is need for strong security and privacy protection
of the data in storage as well as the data in transit. Over the recent past,
researchers have developed numerous security protocols based on digital
signatures, advanced encryption standard, digital certificates and elliptic
curve cryptography among other approaches. However, previous studies
have shown the existence of many security and privacy gaps that can
be exploited by attackers to cause some harm in these networks. In
addition, some techniques such as digital certificates have high storage
and computation complexities occasioned by certificate and public key
management issues. In this paper, a certificateless algorithm is developed
for authenticating the body sensors and remote medical server units.
Security analysis has shown that it offers data privacy, secure session key
agreement, untraceability and anonymity. It can also withstand typical
wireless sensor networks attacks such as impersonation, packet replay and
man-in-the-middle. On the other hand, it is demonstrated to have the least
execution time and bandwidth requirements.

ysis and appropriate action ). Some of the collected data
may include body temperatures, blood pressure and sugar
levels . As described by Faroog, S. et al. ¥/, WBAN is a
form of Wireless Sensor Network (WSN). The sensors in
WBAN may be placed on the skin, in the vicinity of the
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patient or implanted in the patient’s body Y. During the
transmissions from the patient side towards the hospital
medical servers, wireless public channels ' are utilized.
This two-way communication allows remote monitoring
and surveillance of the patients, elderly as well as the
disabled population. In so doing, this technology boosts
efficiency and safety, as well the reduction of associated
healthcare costs. There is also some element of automat-
ed control of important healthcare parameters as well as
movements, which are then forwarded to hospital servers
for appropriate action °. In addition, this technology en-
hances pervasiveness, query handling as well as emergen-
cy healthcare services in a multi-hop topology. Moreover,
timely intervention may serve to improve the patient’s
quality of life "' The increased demand for WBAN has
led to the development of IEEE 802.15.6 communication
standard. This allows for seamless connections among low
power sensor devices and in so doing, expands the range
of applications.

In spite of the many benefits that accrue from the de-
ployment of WBANSs, many security and privacy issues
surround the deployment and usage of these networks.
This is because of the sensitive and private nature of the
data transmitted in open wireless channels. As such, any
successful data compromise violates patient privacy, can
inadvertently lead to misdiagnosis and erroneous treat-
ment, as well as the endangering of patient life ", As dis-
cussed by Nyangaresi, V.O. et al. ®), WBAN is a special
type of WSN and therefore inherits all security risks in
these networks. The various attacks that can be launched
in WBAN can be classified as internal, confidentiality
breaches, external, active and passive "”. Another signif-
icant requirement in WBAN is trust building among the
participants such as medical staff, patients and healthcare
providers. As such, high levels of trust are one of the
critical success factors that serve to boost reliable data ex-
change among the communicating entities '*/.

Based on the discussions above, it is evident that at-
tackers can leak, misuse and corrupt the mission-critical
WBAN data. This may lead to wrong medication, job loss
or even humiliation """’ Therefore, WBANS have serious
privacy, security and trust threats that may hinder their
full potential in the healthcare industry. As such, the se-
cure exchange of medical data in the face of active and
passive attacks is necessary but quite challenging. All
these issues point to the necessity of protecting WBANSs
against unauthorized access as well as data compromise.
In light of this, proper authentication among all the com-
municating entities serves as the first step towards security
and privacy protection "' Any weak authentication facil-
itates illegal access to healthcare data including malicious

modifications, deletion and insertion of bogus data. As ex-
plained above, all this can have devastating effects on the
side of the patients. Although many authentication proto-
cols " have been developed to offer security and privacy
in communication networks, their deployment in WBANSs
is problematic due to the resource constrained nature of
body sensors "*'*. These limitations manifest themselves
in form of computation abilities, battery power and mem-
ory. There is therefore need to encipher all the data before
its transmission over insecure public channels. Since most
of the body sensors may be implanted in the patient body,
battery replacement presents some challenges. As such, it
is critical for the authentication schemes to be energy-effi-
cient. Therefore, this paper makes the following contribu-
tions:

» Temporary identifiers are deployed during informa-
tion exchange to offer anonymity and prevent traceability
attacks.

* Random numbers are incorporated in the trans-
mitted data to offer freshness checks and hence protect
against packet replays.

* Lightweight bitwise XOR and one-way hashing
operations are utilized to enhance the efficiency of the de-
veloped algorithm. As such, it is shown that our algorithm
has the least execution time and bandwidth requirements.

* Informal security analysis is carried out, which
demonstrate that this algorithm can withstand numerous
WBAN attacks.

The rest of this paper is organized as follows: Section 2
presents related work, while Section 3 provides a descrip-
tion of the proposed algorithm. On the other hand, Section
4 presents security analysis while Section 5 discusses the
performance evaluation of this algorithm. Towards the
end of this paper, Section 6 concludes the paper and gives
future research directions.

2. Related Work

Many schemes have been put forward to offer protec-
tion to patient data exchanged over WBAN:S. For instance,
to build trust among the WBAN participants, numerous
blockchain-based protocols have been presented """
However, blockchain technology is computationally and
memory intensive ", In addition, the scheme presented
by Cheng, X. et al. " has not been evaluated in terms
of communication costs and attack models. To provide
authentication between two nodes and reduce storage
costs, a security scheme is developed by Liu, X. et al. *.
However, this scheme is not evaluated in terms of privacy
and other attack scenarios. On the other hand, symmetric
key based protocols have been introduced by Sammoud,
A. et al. ®" and Renuka, K. et al. ®. However, the scheme
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developed by Renuka, K. et al. ®* has high computation
and execution time at the server side. Another secure and
privacy preserving certificateless protocol is presented
by Mwitende, G. et al. . Unfortunately, this scheme
has high computation overheads at the client-side. In
addition, its analysis against security attacks is missing.
To address these issues, an anonymous authentication
scheme is introduced by Nyangaresi, V.O. et al. "% To
offer mutual authentication, a three-factor scheme is pre-
sented by Sahoo, S.S. et al. ). Although this protocol
has low communication and computation overheads, it is
never evaluated against common security features such
as non-repudiation, untraceability and unlinkability. Sim-
ilarly, numerous security attacks analyses are missing
in schemes developed by Pirbhulal, S. ' and Peter, S.
et al. ¥\ To prevent traceability attacks against the user,
a robust authentication scheme is presented by Wu, F.
et al. **. However, significant security attacks analyses
are not addressed in this approach. Similarly, resilience
against eavesdropping, modifications, packet replays and
Man-in-the-Middle (MitM) is not investigated in the pro-
tocol presented by Liu, J. et al. .

To offer secure data communication in WBAN, a dig-
ital signature based scheme is presented by Anwar, M.
et al. P The asymmetric key generation deployed here
requires communicating entities to have pairs of private
and public keys. This renders the algorithm quite ineffi-
cient and sophisticated ©'". To address this inefficiency
challenge, an energy-efficient authentication protocol is
presented by Chang, C.C. et al. **\. Unfortunately, this
protocol is not analyzed against various attack models. To
provide conditional privacy, an authentication protocol is
introduced by Tan and Chung "*. However, this technique
is vulnerable to Denial of Service (DoS) and imperson-
ation attacks. On the other hand, anonymity preserving
scheme that is capable of tracing malicious users is de-
veloped by Jegadeesan, S. et al. **l. Unfortunately, this
scheme is not evaluated against eavesdropping, MitM,
impersonation and modification attacks. As explained by
Shim, K.A. ™! impersonation and failure to offer non-re-
pudiation and mutual authentication are key challenges for
the scheme developed by Xiong and Qin " To offer mu-
tual authentication between a client and an access point, a
scheme based on Elliptic Curve Cryptography (ECC) and
bilinear pairing operations is introduced by Zhao, Z. "7,
However, this scheme is computationally intensive due to
the deployed pairing operations °*. To prevent MitM, im-
personation, session hijacking and DoS attacks, an authen-
tication approach is introduced by Zebboudj, S. et al. **.
However, this protocol has not been analytically evaluat-
ed. On the other hand, an ECC based user authentication

scheme is developed by Challa, S. et al. *”. However, this
protocol cannot withstand impersonation attacks.

Based on user biometrics, a retina-based security
scheme is presented by Ullah, M.G. et al. ", Unfortu-
nately, the authors fail to offer evaluation against security
attacks. To address this challenge, mutual authentication
protocols are introduced by Jiang, Q. et al. ) and Abina,
P. et al. ™!, However, the scheme developed by Jiang, Q.
et al. ) cannot withstand stolen verifier and packet replay
attacks. On its part, the protocol by Abina, P. et al. ' is
susceptible to node compromise attacks. Similarly, the
scheme presented by Zhou, L. et al. ** is susceptible to
packet replays, MitM, privileged-insider and impersona-
tion attacks. To curb these security challenges, a certificate
based authentication scheme is presented by Nyangaresi,
V.0. et al. ™, while a user authentication protocol is pre-
sented by Farash, M.S. et al. 49 However, vulnerabilities
against offline guessing and impersonation attacks are
serious issues in the scheme developed by Farash, M.S.
et al. *!. Similarly, the scheme introduced by Sharma, G.
et al. “” is susceptible to impersonation attacks. Anonym-
ity is another important requirement that must be fulfilled
in WBAN authentication protocols. As such, an anony-
mous authentication scheme is introduced by Javali, C.
et al. 1. Unfortunately, this scheme has very high compu-
tation costs. To solve this performance issue, a lightweight
authentication protocol is developed by Wazid, M. et al. .
In addition, a device pairing scheme for shared key gener-
ation is developed by Javali, C. et al. . However, the au-
thors fail to evaluate this protocol against forgery, packet
replays and DoS attacks. To address these security issues,
an authentication technique is presented by Zhang, W.
et al. ®". This scheme is shown to be robust against tam-
pering, impersonation and replay attacks. However, its
design fails to consider inlinkability and anonymity.

The Physically Unclonable Function (PUF) presents
another significant technology in the prevention of phys-
ical and side-channeling attacks. For instance, numerous
PUF based schemes have been presented by different
researchers ">, However, PUF based schemes have sta-
bility issues. On the other hand, signature based schemes
have also been developed to prevent non-repudiations.
For instance, a lightweight distributed model based on
signatures is introduced by Alaparthy and Morgera "%,
while an energy-efficient scheme for key agreement and
authentication is developed by Igbal, J. et al. ", Unfortu-
nately, many security attacks cannot be prevented in this
protocol ®”. An authentication scheme for wearable sen-
sors has been developed by Li, X. et al. **.. However, this
protocol lacks unlinkability and forward key secrecy .
To address these issues, an improved security and priva-
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cy-preserving technique is presented by Khan, H. et al. .
Similarly, an Advanced Encryption Standard (AES) based
scheme that can offer strong forward key secrecy is intro-
duced by He and Zeadally */. However, these schemes
have key escrow problems in that the central node is re-
quired to store master keys as well as security parameters
for all other nodes *”). In addition, the protocol developed
by He and Zeadally "' cannot provide non-repudiation
and protection against known secret key attacks. Although
impersonation attacks are prevented in the protocol de-
veloped by He, D. et al. '’), this scheme cannot provide
resilience against key escrow, non-repudiation, linkability
and known secret key attacks.

To offer robust security protection, intrusion detection
systems *Y and bilinear pairing based schemes devel-
oped by Wang and Zhang ” and Xiong, H. * have been
presented. Although this scheme by Wang and Zhang '
offers anonymity, it fails to take into consideration storage
overheads. In addition, both schemes have high compu-
tation complexities due to the bilinear pairings ", Smart
cards present another important technique for WBAN
authentication. In this regard, an efficient and privacy
preserving scheme is developed by Chia-Hui and Yu-
Fang Y. However, this protocol cannot withstand stolen
smart card, forgery, packet replays and offline guessing
attacks. Group authentication-based protocols have also
been developed to deal with security and privacy issues
in WBAN:Ss. For instance, a group authentication scheme
for sensor and personal digital assistant authentication is
presented by Shen et al. “”). However, this scheme can-
not provide protection against packet replays, linkability,
impersonation, MitM and packet replays. In addition, this
scheme is vulnerable when some group members turn
out to be malicious "’ Although digital certificate based
schemes can help address this challenge, certificate and
public key management presents high complexity for
body sensors.

3. The Proposed Algorithm

The medical staff, Trusted Authority (TA), Mobile De-
vice (MD) and the body sensor (BS) are the major compo-
nents in the proposed algorithm. As shown in Figure 1, the
link between the body sensors and the medical staff’s MD
is an open wireless channel.

Here, the medical staff deploys the MD to access the
body sensor data. On the other hand, the TA registers and
issues the required security parameters to the body sensors
and MDs to help them authenticate each other. Table 1
gives the notations used in this paper.

In term of execution, this algorithm comprises of four
main phases, which include medical staff registration,

sensor registration, authentication and session key agree-
ment. These phases are explained in greater details in the

sub-sections that follow.

TA

=

Medical Staff

Body sensors

AP

Figure 1. Network Model

Table 1. Notations

Symbol Description

IDy Mobile device unique identity
IDg Body sensor unique identity

R, Random number i
TIDy Mobile device temporary identifier
TID,, Trusted authority temporary identifier
TIDg Body sensor temporary identifier
SKi Session keys

h(.) Hashing operation

I Concatenation operation

&) XOR operation

3.1 Medical Staff Registration

In this phase, any smart mobile device is deployed by
the staff to register with the trusted authority before any
access to patient information residing in the body sensors
is granted. This is a four-step as shown below.

Step 1: The medical staff Ui chooses and inputs unique
identity /DM and password PWi to the MD. Next, the MD
constructs registration request message RM1 = {IDM,
PWi } that is forwarded to the TA over some secure chan-
nels.

Step 2: Upon receiving RM from the user’s MD, the
TA stores its contents in its database. Afterwards, it gen-
erates random number R/ that it uses to derive security
parameter A/ = (IDMER1)BPPWi.

Step 3: The TA generates 7/DM as the user’s mobile
device temporary identity. Next, it computes parameter
A2 = RIEIDM. Thereafter, it stores {RI, TIDM} in its
database before sending parameter 4/ back to the user’s
MD.

Step 4: After getting A/ from the TA, the MD com-
putes nonce RI* = (A1@PWi)@IDM and temporary
identity TIDM = R1*&IDM. This is followed by the stor-
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ing of parameter set {R/* TIDM} in the MD’s memory.
Finally, the MD derives parameter A3 = (PWi||RI1*)&
TIDM that it stores in its memory.

3.2 Sensor Registration

In this phase, the sensor placed in the vicinity of the pa-
tient, implanted in the patient body or on the patient’s skin
need to register to the TA before forwarding the collected
data to the medical staff. This is a three-step procedure as
elaborated below.

Step 1: The body sensor extracts its identity /DS
from memory. Afterwards, it generates random num-
ber R2. Next, it generates registration request message
RM?2 =(IDS||R2) that it forwards to the TA over private
channels.

Step 2: On getting message RM?2 from the body sensor,
the TA extracts and stores parameter set {/DS, R2} in its
database. Next, the TA generates random number R3 that
it utilizes to derive parameter B, = (IDS@R3)ER1 and its
temporary identity 7IDA = R3&IDS. Thereafter, the TA
stores parameter set {R3, TIDA} in its database. Lastly, the
TA forwards authentication message RM3 = {B1} over to
the body sensor through some private channels.

Step 3: After getting message RM3 from the TA, the
body sensor computes R3* = (BI1@PR2)PIDS. Finally, it
derives its temporary identity as 7IDB = R3*&IDS before
storing parameter set {R,, R;, TID,}.

3.3 Authentication and Key Agreement Phase

In this phase, the medical staff and the body sensor ex-
ecute mutual verification of each other before any access
to the sensed data is permitted. This is a nine-step process
as described below.

Step 1: The medical staff inputs password PWi to the
MD after which it derives parameter B2 = h (PWi||R1)&
TIDM. Next, the MD validates B2 against A3 that is stored
in its memory. Provided that these two values are unequal,
the session is terminated. Otherwise, the MD generates
random number R4 which it uses to derive parameters
B3 = R4@PWi and CI = h (RI||PWi). Finally, it compos-
es authentication message AM1 = {B3, TIDM, CI, TIDA}
that is sent to the TA as shown in Figure 2.

Step 2: On receiving message AM1 from the MD, the
TA retrieves R4 from B3. Next, the freshness of random
number R4 is verified. Here, the session is terminated if
R4 fails the freshness check. Otherwise, the TA extracts
TIDM and TIDA from its database and compares these
values against the ones received in message AMI. Basi-
cally, the session is terminated when there is no match.
Otherwise, the algorithm shifts to step 3 below.

Step 3: The TA derives parameter C/* = h (RI||PWi).
It then retrieves C/ from its database and compares it
against C/*. If there is a mismatch, the session is termi-
nated. Otherwise, the TA has successfully authenticated
the user’s MD. Next, the TA generates random number RS
that it uses to compute C2 = (TIDAGRS). Next, it com-
putes C3 = h (R2||R3) and session key SK/ that it masks
in parameter ¢ = (SK/@DR2)EPRS5. Thereafter, it derives
and stores parameter D/ = (R3@R2) in its database. Fi-
nally, it constructs authentication message AM2 = {C2,
C3, TIDM, ¢, D1} that it sends to the body sensor.

Step 4: After getting message AM2, the BS extracts
R5 from C2 and validates its freshness. Here, the session
is aborted if random number RS fails the freshness check.
Otherwise, the BS derives parameter D2 = h (R2||R3)
followed by its verification against C3. Essentially, the
session is terminated if the two values do not match. Oth-
erwise, the BS has successfully authenticated the TA.

Step 5: The BS extracts SK/ from ¢ as SK/ = (p&D
R5)@R? followed by the generation of random number
R6 that is employed to compute security parameters D3 =
(R6EPTIDA), E1 = h (R3*||R2||SK1) and E2 = (R3PDR2).
Next, it retrieves R3 from DI as R3 = (DI@R2). 1t also
computes new temporary identity 7/DB* = R3*@IDS be-
fore storing parameter set {R2, R3, TIDB*} in its memory.
Lastly, it composes authentication message AM3 = {D3,
El, E2} and forwards it to the TA.

Step 6: On receiving message AM3 from the BS, the
TA extracts random number R6 from D3 as R6 = (D3P
TIDA) and validates its freshness. Provided that this mes-
sage passes the freshness check, the TA derives E1* = h
(R3||R2||SK1). Next, parameter E£/* is validated against
E1 such that the BS is considered successfully authen-
ticated by TA if this verification is successful. This also
confirms the correctness of the derived session key SK/.

Step 7: The TA retrieves R2 from E2 as R2 = (E2@R3)
and derives TIDB* = R3EDIDS. Next, it stores parameter
set {R3, TIDB*} in its database. Next, it generates random
number R7 that it deploys to compute E3 = IDM@R?.
This is followed by the computation of MD’s session key
SK2 = (pPPWi)DR7.

It then generates random number RS before computing
F1 = h (IDM||PWi||SK2||R7) and F2 = (R§&PWi). Next,
it derives temporary identifier TIDMNew = REGDIDM.
Finally, it stores parameter set {RS, TIDMNew) in its data-
base and sends authentication message AM4 = {E3, SK2,
F1, F2} towards the MD.

Step 8: The MD retrieves random number R7 as
R7 = E3@IDM and validates its freshness. Provid-
ed that it passes this test, the MD derives session key
SK3 = (SK2EDR7)PPWi and parameter F3 = h (IDM||P-
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Figure 2. Authentication and Key Agreement Message Flows

Wi||SK3||R7). Thereafter, a comparison is made between
F3 and FI such that any match implies successful authen-
tication between the MD and the TA. In addition, it indi-
cates that the session key derived by the MD is valid.

Step 9: The MD retrieves RS from F2 as R8= (F2&P
PWi) and derives new temporary identity 7/DMNew =
R8GIDM. Finally, it stores parameter set {RS, TIDMNew}
in its memory.

4. Security Analysis

In this section, informal security analysis is executed
to show the robustness of the proposed algorithm against
conventional WBAN attacks vectors. To accomplish this,

the following theorems are formulated and proofed.
Theorem 1: Data privacy is assured in this algorithm
Proof: Suppose that the adversary captures messages
AM1 = {B3, TIDM, Cl1, TIDA}, AM2 = {C2, C3, TIDM,
@, DI}, AM3 = {D3, El, E2} and AM4 = {E3, SK2, F1,
F2} that are exchanged during the authentication and
session key agreement phase. Here, B3 = R4@PWi,
TIDM = R8IDM, C1 = h (R1||PWi), TIDA = R3D
IDS, D3 = (R66PTIDA), E1 = h (R3*||R2||SK1), E2 =
(R36PR2), E3 = IDMER7, SK2 = (§@BPWi)PR7, F1 =
h (IDM||PWi||SK2||R7) and F2 = (RS@QPWi). Clearly, the
attacker is unable to obtain real information concerning
the communicating entities because of the bitwise XOR
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and the collision-resistant one-way hashing operations.
As such, an attacker is unable to read the contents of the
exchanged messages.
Theorem 2: This algorithm can withstand packet replay
attacks

Proof: The assumption made in this attack is that mes-
sages R4* TIDM, CI and TIDA have been captured by
an adversary. Later on, an attempt is made to replay these
messages to unsuspecting entities. Here, R4 = B3@PWi,
TIDM = R8PIDM, B3 = R4@PWi, Cl = h (R1||PWi) and
TIDA = R3@IDS. Evidently, all these messages contain
random numbers whose freshness is checked at the receiver
end. Upon the failure of the freshness checks, the session is
terminated. Any modification of these random numbers will
fail due to their masking in other parameters.
Theorem 3: This algorithm offers secure session key
agreement

Proof: To secure the exchanged messages, the body
sensor and the MD negotiate a session key to encipher all
the exchanged messages. During this process, the trusted
authority acts as an intermediary by providing the neces-
sary keying parameters. After successful mutual authenti-
cation, the TA masks the body sensor session key SK/ in
security parameter ¢ = (SK/DR2)EBRS before transmit-
ting it to the BS in message AM?2. Similarly, the TA masks
MD session key SK2 = (DPWi)PR7 in parameter
FI = h (IDM||PWi||SK2||R7) before forwarding it to the
MD in message AM4. Thereafter, the MD and the body
sensor deploy these session keys to encrypt messages be-
fore coupling them to the public communication channels.
Suppose that an attacker has captured both messages AM2
and AM4. However, without knowledge of R2, R5, PWi
and R7, the attacker cannot retrieve these session keys
from the captured messages.
Theorem 4: Man-in-the-middle attacks are thwarted
in this scheme

Proof: Suppose that an attacker has captured message
AM1 = {B3, TIDM, CI, TIDA}. Next, an attempt is made
to modify it so as to fool other communicating entities.
Here, B3 = R4EPWi, TIDM = R8@IDM, C1 = h (R1||P-
Wi) and TIDA = R3EPIDS. However, the one-way hashing
and bitwise XOR operations on these parameters imply
that they cannot be ecasily altered. Similarly, messages
AM?2, AM3 and AM4 cannot be modified by an attacker.
Theorem 5: This scheme upholds untraceability and
anonymity

Proof: The aim of the adversary here is to extract the
identities of the communicating entities from the captured
messages. Suppose that messages AMI, AM2, AM3 and
AM4 have been successfully obtained by the attacker.
Here, AM1 = {B3, TIDM, CI1, TIDA}, AM2 = {C2, C3,

TIDM, ¢, D1}, AM3 = {D3, El, E2} and AM4 = {E3,
SK2, Fl, F2}. Clearly, real identity information of the
communicating entities is never sent in plaintext in all
these messages. Instead, only temporary identities such as
TIDM and TIDA are exchanged in these messages. In ad-
dition, these temporary identities are refreshed after every
successful authentication process, such as in 7/DMNew =
RE8EGDIDM. Therefore, the communication process in this
algorithm is completely anonymous.
Theorem 6: Impersonation attacks are prevented in
this scheme

Proof: Suppose that an attacker has captured message
AM2 = {C2, C3, TIDM, ¢, D1}. Thereafter, an attempt is
made to extract body sensor and user secret information to
impersonate these two entities. However, C2 = (TIDA&G
R5), C3 = h (R2||R3), TIDM = R8PIDM, ¢ = (SKID
R2)R5 and DI = (R36PR2) do not contain these secrets
in plaintext. The utilization of one-way hashing and bit-
wise XOR operations impede any attempt to discern these
secrets from the exchanged messages. The implication is
that an attacker lacks real identities or secrets of the com-
municating entities. Therefore, any impersonation attack
using message AM2 or any other message will fail.

5. Performance Evaluation

In this section, we utilize execution time and band-
width requirements to evaluate the performance of this
algorithm.

5.1 Execution Time

The cryptographic operations carried out during the au-
thentication and key agreement phase include three hash-
ing operations (Ty) at the MD, 3T, operations at the TA
and 2T}, operations at the BS. The bitwise XOR operations
are ignored since they have extremely low execution time
compared with other cryptographic primitives. Therefore,
the total execution time is 8T, operations. Using the val-
ues by Srinivas, J. et al. "), a single T, operation takes 0.32
ms. As such, the total execution time for this algorithm is
2.56 ms. Table 2 presents the comparison of this execution
time with other schemes.

Table 2. Execution time comparisons

Scheme Operations Time (ms)
[41] 12Ty 3.84
[44] 36Ty 11.52
[46] 32T, 10.24
[47] 23Ty 7.36
[49] 32Ty 10.24

Proposed 8Ty 2.56
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As shown in Figure 3, the scheme developed by Zhou,
L. et al. " has the highest execution time, followed by the
schemes developed by Farash, M.S. et al. " and Wazid,
M. et al. *” respectively. On the other hand, the protocol
presented by Sharma, G. et al. " has the third highest ex-
ecution time, while the scheme developed by Ullah, M.G.
et al. Y has the fourth highest execution time.

1z

10

Execution time (ms)
(=]

[41] [4I4] [46] [4|]"] [49]
Pratocol

Propased

Figure 3. Execution time comparisons

It is evident that the proposed algorithm has the short-
est execution time of only 2.56 ms. As such, it is the most
ideal for deployment in computation power limited body
Sensors.

5.2 Bandwidth Requirements

To compute the number of exchanged bits, the four
messages exchanged during the authentication and key
agreement phase are considered. These messages include
AMI = {B3, TIDM, C1, TIDA}, AM2 = {C2, C3, TIDM, §,
D1}, AM3 = {D3, El, E2} and AM4 = {E3, SK2, F1, F2}.
Using the values by Srinivas, J. et al. "', hashing output
and ral identities are 160 bits long. On the other hand,
random numbers and timestamps are 128 bits and 32 bits
respectively. As such, the total size of these four messages
is 2048 bits. Table 3 presents the bandwidth comparisons
with other algorithms.

Table 3. Bandwidth comparisons

Scheme Size (ms)
[41] 2528
[44] 3850
[46] 2752
[47] 2912
[49] 2400

Proposed 2048

Based on the plots in Figure 4, the scheme presented by
Zhou, L. et al. * has the highest bandwidth consumption.
This is followed by the approaches developed by Sharma, G.

et al. 7 Farash, M.S. et al. “), Ullah, M.G. et al. "), Wazid,
M. et al. " and the proposed algorithm respectively.
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Figure 4. Bandwidth requirements comparisons

Therefore, the proposed algorithm offers strong securi-
ty protection at the lowest bandwidth requirements.

6. Conclusions and Future Work

Strong security and privacy are critical requirements
that must be implemented so as to boost the adoption of
WBANS. As such, many protocols have been put forward
to protect the mission-critical data exchanged between the
body sensors and the remote hospital servers. However,
many performance, security and privacy challenges have
been noted in majority of the current schemes. Therefore,
a truly secure and lightweight authentication algorithm
is required to address these gaps. In this paper, a certifi-
cate-less authentication algorithm has been presented. Its
security analysis has shown that it can offer session key
agreement, data privacy, anonymity and untraceability.
In addition, its resilience against impersonation, packet
replay and man-in-the-middle attacks has been demon-
strated. Since this approach has the least execution time
and bandwidth requirement, it is the most suitable for
deployment in WBANSs. Future work will encompass the
formal verification of the security features provided by
this algorithm.
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