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The Internet of Things devices and users exchange massive amount of data. 
Some of these exchanged messages are highly sensitive as they involve 
organizational, military or patient personally identifiable information. 
Therefore, many schemes and protocols have been put forward to protect 
the transmitted messages. The techniques deployed in these schemes may 
include blockchain, public key infrastructure, elliptic curve cryptography, 
physically unclonable function and radio frequency identification. In this 
paper, a review is provided of these schemes including their strengths and 
weaknesses. Based on the obtained results, it is clear that majority of these 
protocols have numerous security, performance and privacy issues.
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1. Introduction

The Internet of Things (IoT) facilitates data sharing
among numerous devices and people through a variety 
of wireless sensors and mobile computing devices [1-3], as 
shown in Figure 1. As shown here, the IoT building 
blocks include the smart things, gateways, middleware 
and applications. Over the recent past, IoT has acted as 
an enabling technology in a number of application do-
mains such as healthcare, smart homes, military, weather 

forecasting, smart cities, fire monitoring and intelligent 
transport systems. As explained by Mamdouh et al. [4], IoT 
plays a crucial role in the healthcare where it has helped 
enhance the quality of life. For instance, Internet of Health 
Things (IoHT) sensors can perceive biomedical data such 
as blood pressures and heart [5]. 

An intruder can attack these sensors and cause the 
death of a patient. In an IoT environment, privacy and 
security are major issues that need to be upheld during 
the communication process. As pointed out by Hassan [6], 
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numerous security gaps lurk that can permit malicious 
devices and users to gain access to the IoT resources. In 
addition, this breach can lead to privacy violations as well 
as economic losses [7]. This can further enable the adver-
sary to use the hijacked devices as vectors to invade the 
entire network [8]. These security challenges are attributed 
to vulnerabilities in the authentication procedures [9,10]. 
According to Wang et al. [11], the susceptibilities in IoHT 
can threaten the lives of the patients. For instance, eaves-
dropping, Sybil, man-in-the-middle (MitM), Distributed 
Denial of Service (DDoS) and spoofing are serious threats 
in IoT [12]. There is therefore need to uphold high security 
in terms of availability, confidentiality and integrity for 
the sensitive data that is being exchanged. Unfortunately, 
most of the IoT devices are resource constrained in terms 
of memory, energy, storage, computation, processing ca-
pacity and communication capabilities [13,14]. As such, only 
lightweight security solutions are feasible in an IoT envi-
ronment [15]. In this paper, an extensive review of the state 
of the art schemes that have been developed to address 
security and privacy issues in IoT are investigated.

Figure 1. IoT communication architecture

2. Related Work

There have been numerous security solutions devel-
oped for an IoT environment, based on techniques such as 
Physically Unclonable Function (PUF), blockchain, Pub-
lic Key Infrastructure (PKI), radio frequency identification 
(RFID) tags among others. For instance lightweight PUF-
based identity verification schemes have been presented 
by Zhao et al. [16], Braeken [17], and Xu et al. [18]. Some of 
these schemes have been shown to be resilient against 
replay, cloning and de-synchronization attacks [18]. How-
ever, PUF-based schemes have stability issues [19]. On the 
other hand, blockchain based protocols has been deployed 
to enhance privacy and identity management in IoT [20-23]. 
These schemes protect IoT devices against attacks such 
as cache misappropriation and data modifications [21]. In 
addition, they offer transparency, time immutability, de-
centralization and high security for shared data. However, 
blockchain technology has high computation and storage 
overheads [24]. Although the RFID-based schemes can se-

cure the IoT communication, they are vulnerable to jam-
ming and cloning attacks [25,26].

On the other hand, PKI-based scheme is presented by 
Jia et al. [27], while an elliptic curve cryptography (ECC) 
is introduced by Cheng et al. [28]. However, PKI is a cen-
tralized authentication approach hence presents a single 
point of failure. In addition, it has high communication 
and computation complexities [29], and cannot resist DoS 
attacks [30,31]. Although the scheme by Cheng et al. [28] is 
robust against MitM, replay and impersonation attacks, 
it has high communication costs. A multiparty access au-
thentication mechanism for IoT has been developed by 
Zhang et al. [32]. However, this protocol is susceptible to 
modification, replay, MitM and impersonation attacks. 
The multi-party access mechanism by Zhang et al. [32] also 
incurs high processing overheads [33] when large numbers 
of IoT devices are deployed. This problem can be ad-
dressed by the protocol developed by Ali et al. [34], which 
is shown to have less computation overheads and high 
throughputs. On the other hand, an identity based scheme 
is presented by Jiang et al. [35] which does not call for cer-
tificates storage.

Although the scheme developed by Jesus et al. [36] 
boosts security and privacy in IoT, it has elongated laten-
cies. Similarly, the technique by Dittmann and Jelitto [37] 
enhances end-to-end trust between IoT devices but was 
never evaluated against DDoS [38]. This attack is prevented 
by the scheme presented by Das et al. [39]. Although the 
protocol in Al-Jaroodi et al. [40] can offer secure collection 
and storage of sensitive data, it does not incorporate any 
form of authentication between the IoHT users and devic-
es. On the other hand, cross-heterogeneous domain au-
thentication protocol is developed by Yuan et al. [41] incurs 
high computation and communication overheads.

By deploying the key update strategy, a mutual authen-
tication scheme is developed by Naija et al. [42]. However, 
this approach cannot withstand jamming attacks [43]. To 
offer better performance and meet security requirements, 
a radio frequency fingerprint device authentication ap-
proach is presented by Tian et al. [44]. However, security 
and attack analysis of this scheme is lacking. A Certificate 
Authority (CA) based authentication technique is present-
ed by Yao et al. [45]. However, certificate maintenance in 
this protocol is complex.

On the other hand, the identity management scheme 
in Omar and Basir [46] does not present performance eval-
uation. Similarly, the machine learning based automated 
identity confirmation algorithm by Poulter et al. [47] has 
scalability limitations. Although this federated learning 
based achieves high privacy during the authentication pro-
cess, it has high energy consumptions [48].
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A novel ECC-based pairing free certificateless signa-
ture scheme is developed by Shen et al. [49]. Unfortunately, 
this technique is susceptible to jamming and DoS attacks. 
To offer enhanced key exchange between IoT devices, an 
authentication protocol is presented by Alzahrani et al. [50],  
which is devoid of third-party involvement [51]. On the 
other hand, an IoHT device authentication approach is 
developed by Rathee [52] while an IoT node roaming-based 
authentication model is presented by Wan et al. [53]. Al-
though this protocol prevents replay and malicious nodes 
attacks, it has high authentication delays when the number 
of IoT devices increase. 

3. Results

The review of the current security solutions has re-
vealed a number of challenges associated with the current 
schemes. Table 1 presents the summary of these challeng-
es. Based on the information in Table 1, it is clear that the 
assurance of perfect security and privacy at optimum per-
formance is still challenging.

Table 1. Summary of challenges of current schemes

Scheme Challenges

Zhao et al. [16]

Braeken [17]

Xu et al. [18]
PUF-based schemes have stability issues

Ding et al. [20]

Yang et al. [21]

Singh [22]

Jabbar et al. [23]

Blockchain technology has high computation 
and storage overheads

Jia et al. [27]
Presents a single point of failure; it has 
high communication and computation 
complexities; cannot resist DoS attacks

Cheng et al. [28] Has high communication costs

Zhang et al. [32]
Is susceptible to modification, replay, MitM 
and impersonation attacks; incurs high 
processing overheads

Jesus et al. [36] Has long latencies

Dittmann and Jelitto [37] Is never evaluated against DDoS

Al-Jaroodi et al. [40] Does not incorporate any form of authentication 
between the IoHT users and devices

Yuan et al. [41] Incurs high computation and communication 
overheads

Naija et al. [42] Cannot withstand jamming attacks

Tian et al. [44] Lacks security and attack analysis 

Yao et al. [45] Certificate maintenance in this protocol is 
complex

Omar and Basir [46] Does not present performance evaluation

Poulter et al. [47] Has scalability limitations

Shen et al. [49] Is susceptible to jamming and DoS attacks

Wan et al. [53] It has high authentication delays when the 
number of IoT devices increase

Some of the identified issues revolve around certifi-
cate management, output stability, single point of failure, 
DoS, DDoS, modification, jamming, replay, MitM, lack 
of authentication, long latencies, impersonation, and high 
complexities in terms of computation, storage overheads 
and communication overheads. It is also evident that some 
of these schemes also lack security and attack analysis. 
Table 2 presents the layered approach of these security, 
performance and privacy setbacks. It is evident from Ta-
ble 2 that each and every entity in the IoT infrastructure 
has some issues that need to be solved.

Table 2. Layered IoT Challenges

Category Challenges

IoT devices Authorization, authentication, performance

Application Authentication, trust, performance, authorization

Data Trust, privacy

Network Eavesropping, interception, availability

To address some of these performance, security and 
privacy shortcomings, the recommendations in the 
sub-section that follows are deemed necessary.

4. Recommendations

In light of the above IoT security, performance and 
privacy challenges, the following technologies and proce-
dures are recommended as possible solutions.

Machine learning: In an IoT environment, machine 
learning (ML) algorithms can be deployed for the detec-
tion and prediction of attacks. This can be achieved by 
monitoring the encryption key size as well as the utilized 
protocols. This can potentially prevent zero-day attacks, 
misuse as well as abnormal patients’ behavior using their 
profiles. These profiles can then be stored as signatures 
in databases to be deployed by security solutions such as 
next generation firewalls. When utilized at the perception 
layer, these ML algorithms can perform device authenti-
cation to thwart the transmission of false information such 
as malicious identities.

Separation of access privileges: In this approach, the 
IoT administrators have distinct privileges to the devices 
and sensors. This is achieved by having passwords that 
are quite different from those of the IoT devices. Since 
recalling all these passwords is challenging, Single Sign 
On (SSO) technique is used to identify these adminis-
trators. This allows for the migration of these passwords 
with device passwords, facilitating different permissions 
and policies to offer diverse levels of privileges to access 
IoT devices. It therefore becomes possible to utilize one 
unique identity to access multiple services from these IoT 
devices. 
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Digital signature: In an IoT environment, a digital sig-
nature will help the system administrator to utilize their 
private keys to authenticate and validate the devices. Es-
sentially, hash functions are deployed during the signing 
operations and enciphers the exchanged data using private 
keys. On the other hand, the verification process involves 
the usage of hash function while the deciphering proce-
dures involve the public keys. In essence, when the output 
of the hash function and the data decryption are identical, 
then the implication is that the digital signature is valid. 
Otherwise, this particular digital signature is invalid. 

Cloud computing: In an IoT environment, a massive 
amount of data is exchanged across the network. There-
fore, the cloud can offer services such as the data storage 
as well as data analysis. In this regard, IoT benefits from 
the high processing capabilities of cloud computing and 
hence artificial intelligence, deep learning and machine 
learning techniques can be deployed for the prediction 
of the critical cases of threats and attacks in this envi-
ronment. In addition, artificial intelligence and machine 
learning algorithms benefit from the scalability of cloud 
computing which can enable them to develop reliable and 
efficient authentication techniques. This enables the IoT 
environment to prevent malicious entities from invading 
the network.

Fog edge computing: the fog computing layer is lies 
between the cloud and the IoT devices. Here, it is utilized 
to enhance the performance of cloud computing. In so 
doing, it reduces the communication latency as well as 
offering availability, scalability and security through the 
sharing of the data on the cloud. 

Identity authentication: To uphold security among the 
numerous heterogeneous IoT devices and sensors using 
diverse protocols, standards and scenarios, device finger-
prints are deployed. This ensures that the devices can be 
securely identified so as to protect the sensitive data. 

5G networks: Conventionally, the IoT devices and sen-
sors transmit data at low data rates over the cloud. Since 
numerous devices and sensors are involved, identity and 
access management can be transmitted at the same time 
slot. Fortunately, 5G networks can achieve high levels of 
security and performance and hence can be deployed as 
the backbone infrastructure to offer high flexibility, fast 
response times, high data rates, low latencies and high 
scalability. In addition, 5G can be deployed during the 
process of authenticating IoT users and devices. Moreo-
ver, 5G can help in boosting security in terms of access 
control, user authentication, key management, device au-
thentication, intrusion detection as well as protection. 

Figure 2 illustrates the six concepts that can be de-
ployed to protect the IoT environment from attacks. As 

shown in Figure 2, these principles include device intelli-
gence using ML algorithms; edge fog processing; device 
initiated connections; message control, identification, 
authentication and encryption; and remote control and up-
date of devices.

Figure 2. Secure IoT communication architecture

On the other hand, the basic components that are re-
quired to secure the IoT environment may include users, 
devices, gateways, connections, cloud and applications. 
For instance, user training and awareness, proper device 
disposal, installation of next generation firewalls at the 
gateways, and the incorporation of strong authentication 
protocols during connection establishments can potential-
ly boost security. In addition, the incorporation of security 
during each step of the application development lifecycle 
can also go a long towards boosting security.

5. Conclusions

The IoT devices have been widely deployed in numer-
ous application domains. However, privacy, performance 
and security remain key challenges in this IoT environ-
ment. As such, there has been active research on the 
novel security schemes that can help address these issues. 
In this paper, an extensive review of these techniques 
is provided. Based on the findings, it is clear that in as 
much as some progress has been made in IoT security, a 
number of challenges still lurk. Consequently, a number 
of recommendations are provided towards the end of this 
paper. Future work lies in the actual incorporation of these 
recommendations in the security solutions so that their 
effects on security, performance and privacy can be deter-
mined.
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