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1. Background

orld is in the state of unique period of history.

The current technological advancement will

be among the global transformations remem-
bered by humanity ever before. We live in a connected
world of digital devices which include mobile devices,
workstations, control systems, transportation systems
financial systems, base stations, satellites of different in-
terconnected networks, Global positioning system (GPS)
with their associated e-services in which internet provide
a platform for the connection of this devices worldwide
. The dramatic changes accompanying the current glob-
al transformation have significantly altered the lives of
average citizens across the developed and the developing
countries in less than a millennium . This technological

*Corresponding Author:
Ibrahim Goni,

The mobile Cyber Crime detection is challenged by number of mobile
devices (internet of things), large and complex data, the size, the veloci-
ty, the nature and the complexity of the data and devices has become so
high that data mining techniques are no more efficient since they cannot
handle Big Data and internet of things. The aim of this research work was
to develop a mobile forensics framework for cybercrime detection using
machine learning approach. It started when call was detected and this
detection is made by machine learning algorithm furthermore intelligent
mass media towers and satellite that was proposed in this work has the
ability to classified calls whether is a threat or not and send signal directly
to Nigerian communication commission (NCC) forensic lab for necessary
action.

advancement has long been the subject of science fiction
and now it has become a reality. However, this advance-
ment led to the increase in cybercrime, threat and attack
the aim of this research work was to developed a robust
mobile forensic framework for cybersecurity in Nigeria.

1.1 Cyber Forensics

Digital forensics or computer forensics is a branch of
forensic science that described the technique of foren-
sics investigation of crimes that take place in a computer
network or computer system has been used as weapon
for cyber-attack or conduct a criminal activities but with
the regardless of any digital device that has been used to
perpetrate the crime *. In addition to "' described cyber
forensics as a sub-branch of computer security that uses
software and predefined techniques which is aim at ex-

Department of Computer science, Adamwa state University Mubi, Nigeria;
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tracting evidences from any form of digital device and
can be presented to a court of law for criminal and/or civil
proceedings provided that it satisfy this three conditions;
comprehensiveness, authenticity and objectivity. Further-
more, they were able to reveal that digital forensic report
should be able to show important facts about evidence;
like who obtained the evidence? Where the evidence cap-
tured and was stored and what happened to the evidence.
) Identified the goals of digital forensics as identification
of the evidence, document the crime, collection and pres-
ervation of the evidences, packaging the evidence and
transporting the evidences in an untemper manner and
suggested that cyber forensics depend on the collection
and analysis of incident in order to explore understand and
show complex security breaches that have by-passed secu-
rity mechanism. In " “Digital forensics can be said to be
a scientific framework in system development to identify,
locate, retrieve, and analyze evidence from computers,
computer storage media, and other electronic devices and
present the findings in a court case”. Digital forensics it
was graphically represented by °” as

Homeland Security

Digital
Forensic
Atiorn Research

Figure 1. digital forensics science ™"

1.2 Cyber Space

Cyber space is recently considered a domain in science
worth exploring, investigating and securing after litho-
sphere, hydrosphere, biosphere and atmosphere *. Cyber
space has provide a dwelling environment and platform
for technology today ranging from IoT, 5G, Fog, edge
among others it confine to grow and expand and support
all sorts of innovations in science and technology but
the good and the bad. According to global cyber security
index 2017 revealed almost half of the world population
(3.5 billion users) are connected to the cyber space and
they further estimated that there will be 12 billion de-
vice-to-device connections to the cyber space by 2020. It
was also reported that, by the year 2020, 80% of adults
on earth will have a smartphone **), in addition to 49.7%

2 Distributed under creative commons license 4.0

of the total population are connected to Internet with the
growth of 936% from 2000-2017 worldwide *”. However
threat and attack to this space is alarming day-by-day.

1.3 Cyber Crime

Cyber threats, attacks and breaches have become a normal
incident in day-to-day life of internet users '’ Further-
more, " ascertained that cyber terrorism is a conglomer-
ation of cyber metrics and terrorism. They also believed
that cyber terrorism is an illegal use of digital devices to
perpetrate damage, intimidate or further terrorist’s socio-
economic political or religion agenda. Capgemini research
institute reveal that in one case a hacker was able to ac-
cess the GPS of 27000 vehicles which led to the shutdown
the engine. “There is a pressing need for more research’s
and tool development to help digital investigator’s obtain
and analyses the increasing amount of digital evidence on
smart phones, tablets, wearable devices, SatNav system,
game console, automobile, IoT systems and cloud envi-
ronment "/,

1.4 Cyber Security

Cyber security involves data security, network security,
and computer security. It is also view by many research-
ers as an application of security preventions to provide a
sense of confidentiality, integrity and availability, of data
%1 but the major objectives of cyber security are preven-
tion detection and reaction. Moreover, CIA revealed that
the main goals of cyber security are confidentiality, integ-
rity and availability. National cyber security center UK
itemize ten steps to cybersecurity; network security, user
education and awareness, malware prevention, removable
media control, secure configuration, managing user priv-
ileges, incident management, monitoring and home and
mobile working **. In addition to " revealed that AI and
machine learning are the most important cyber tools for
behavioral modeling, zero-day-attacks and advanced per-
sistent threat.

1.5 Cyber Threats

According to US intelligent community in 2016 and
2017 there has been state sponsored cyber-attack against
Ukraine and Saudi Arabia which resulted in targeting
major infrastructure in both government and non-govern-
mental organizations. They further indicated that known
cyber security threats are classified under three headings;
identity theft which includes; phishing, spoofing, mas-
querading, social engineering and password crackers.
Unauthorized access includes; targeted data mining, back-
door and eavesdropping and tapping. Denial of service

DOI: https://doi.org/10.30564/jcsr.v2i4.2147
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(DoS, DDoS) includes; logic bomb and crypto-locker. Cy-
ber security Ventures ascertained that in 2019 ransomware
will damages as much as $11.5 billion ™", “A ransomware
attack targeting England’s National Health Service affect-
ed 60 health trusts, 150 countries, and more than 200,000
computer systems” **. According to chief security officer
of AT&T Bill O’Hern says “I see more than 100 billion
potential vulnerability scans and probes across our global

backbone every single day,”"".

1.6 Machine Learning Algorithm

Machine learning is a technique of using algorithm to
parse data, learn from the data and make a decision,
prediction, detection, classification, pattern recognition,
responding and clustering based on the data collected.
These algorithms are heavenly depend on the statistical
and mathematical optimization. In broader sense machine
learning algorithm are used in clustering, regression, (uni-
variate & multivariate) anomaly detection, pattern recog-

nition ¥,

1.7 Supervised Learning

Supervised learning algorithms are machine learning al-
gorithms that require datasets for training and testing the
performance. This dataset has to be labeled and consist of
features by which events or objects are defined as well as
the expected outputs. The most common supervised learn-
ing algorithm are decision tree, logistic regression, sup-
port vector machine, relevance vector machine, random
forest, K-NN, bagging neural networks, linear regression

and naive Bayes ™.

1.8 Unsupervised Learning

Unsupervised learning algorithm is a machine learning
algorithm that required unlabeled datasets for training and
testing the system performance the two major techniques
used in unsupervised learning are principal component
analysis (PCA) and clustering. The most common unsu-
pervised learning algorithms are used especially in secu-
rity is hierarchical, k-means, mixed model, DBSCAN,
OPTIC, self-organizing mapping, Bolzan machine, auto
encoder, adversarial network %,

2. Related Work

Machine learning algorithms are recently applied to the
following area of cyber security as in network security,
data security, end-point security, identity access security,
cloud security, IoT security, Fog security, but majority of
the security systems depend on the detection, prediction
and response. In'” he explored the used of clustering al-

Distributed under creative commons license 4.0

gorithms such as K-means hierarchical clustering, k-means
kernel, latent drichlet allocation and self-organizing map-
ping techniques for forensics analysis using text clustering
in the large volume of data. " Presented a robust forensics
analysis method using memetic algorithm. ' Revealed
how artificial intelligence techniques are applied to cy-
ber-attacks security breaches. Machine learning algorithm
was used to classified malware in android system in "',
Machine learning and deep learning algorithm are com-
bined and used for cyber security system in'"*'. Machine
learning algorithms are also applied to intrusion detection
system in"* and *”. The researches of !"” systematic sur-
vey on the researches that combine machine learning al-
gorithm and data mining to cyber security. In""* presented
how effectiveness of machine learning and deep learning
in the feature of cyber security. Many surveys reviews and
systematic reviews are conducted in the application of
machine learning, deep learning and artificial intelligence
techniques to cyber security, attack, intrusion detection
system, network security as in "*'>***). Machine learning
algorithm was also used to study cyber security in . Se-
curity Framework was designed by " using fuzzy logic. *
Highlight the role of intelligent system and artificial intel-
ligences in addressing the challenges of cyber security but
they didn’t illustrate the framework on how to implement
the system.

Furthermore, machine learning algorithms deep learn-
ing algorithms are applied in intrusion detection systems
as in the research of ™ presented that machine learning
based system can be used to detect intrusion for software
defined networks. *" Presented an extensive survey on
anomaly based intrusion detection system. ™" Applied ma-
chine learning algorithm to intrusion detection in mobile
cloud in a heterogeneous clients networks. In the work of
9 hybrid intrusion detection system for cloud computing.
®"l They used machine learning algorithm to provide a
roadmap for industrial network anomaly detection. Anom-
aly detection system for automobile network was present-
ed by ", Deep neural network and fuzzy logic are used to
identify abnormality in network traffic ", A systematic
survey was made by *” on the techniques that are used for
malware detection, while ™" used APIs and machine learn-
ing algorithm to detect malware in android. In"* they
presented a general review on the malware detection in
mobile devices based on parallel and distributed network.
1 They made a comparative analysis between the used
of static, dynamic and hybrid technique to malware detec-
tion. Forensics analysis was also made on WhatsApp mes-
senger to identify those that are using the application to
perpetrate a crime or do illegal business as in the research
of P In 7 digital forensics framework was proposed

DOI: https://doi.org/10.30564/jcsr.v2i4.2147 3



Journal of Computer Science Research | Volume 02 | Issue 04 | October 2020

and made a comparative analysis with other framework
made with no Al techniques however, there framework
has no instant detection and sending signals as compare to
our proposed framework """\, also explore extensively the
roles of artificial intelligence, machine learning and deep
learning algorithm to cyber space.

3. Method

The flow chart below illustrates the forensic procedure pro-
posed in this research work, which serve as an intelligent
algorithm to detect cyber threat with the help of govern-
ment organization called Nigerian communication commis-
sion (NCC), in which they help the security agencies with
the appropriate information for the next cause of action.
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Seind signal to rhe appropriate securits
uait

Figure 2. System flow chart

4. System Architecture

The system architecture or proposed framework as shown
in the figure 2 is an integration of all communication gad-
gets including satellite, base stations, mass medias, mobile
devices, mobile communication company, and Nigerian
communication commission (NCC), intelligent devices
that use various hardware and software components as

4 Distributed under creative commons license 4.0

well as communications networks to provide monitor-
ing and controlling instantly. The major contribution of
this research work is that the framework would provide
instant information about all communication going on,
if the communication is a threat to national security then
appropriate security agencies would response immediately
before the plan executed or it escalate.

Higutian Communication Commissien (NCC|
Forsnilcs Labrotary

Motz Foeanscs Framewart for
Cpber crime dbuchian in Nigaria

Figure 3. Mobile forensics framework for cyber-crime
detection in Nigeria

5. Conclusion

In this research work a robust intelligent systems are
connected and formulate mobile forensics framework for
cybercrime detection in Nigeria.
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1. Introduction

his research classifies industry-based doctoral

research through the lens of machine learning

algorithms to examine what Pace University’s in-
dustry-geared doctoral students are researching. The Pace
University Doctor of Professional Studies (DPS) in Com-
puting began in the year 2000 "', The doctoral program is
designed for experienced full-time working professionals
(EFWPs) to study on campus with their faculty and advis-
ers during the weekends. This research examines the first
114 dissertations that were successfully defended in the
DPS program to understand industry trends and research
needs through the dissertation topics. We employed the
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This research examines industry-based dissertation research in a doctoral
computing program through the lens of machine learning algorithms to
determine if natural language processing-based categorization on ab-
stracts alone is adequate for classification. This research categorizes dis-
sertation by both their abstracts and by their full-text using the GraphLab
Create library from Apple’s Turi to identify if abstract analysis is an
adequate measure of content categorization, which we found was not. We
also compare the dissertation categorizations using IBM’s Watson Dis-
covery deep machine learning tool. Our research provides perspectives
on the practicality of the manual classification of technical documents;
and, it provides insights into the: (1) categories of academic work created
by experienced fulltime working professionals in a Computing doctoral
program, (2) viability and performance of automated categorization of the
abstract analysis against the fulltext dissertation analysis, and (3) natual
language processing versus human manual text classification abstraction.

IBM Watson Discovery deep learning tool as well as Ap-
ple Turi’s Graphlab Create in a Jupyter notebook running
on an Amazon Web Services (AWS) Elastic Cloud (EC2)
instance to classify the full-text of the DPS dissertations.
This work extends the TF-IDF classification work of Ell-
rodt et al. ®¥, Freeman et al. ', and Haigler et al.”; and,
this research extends the EFWP research of Haigler et
al.”. As the aforementioned publications were mutually
exclusive studies of dissertation abstracts and fulltext dis-
sertations, this research extends the work to compare the
analysis methodologies give the performance differences
from analyzing a page of text (dissertation abstract) versus
analyzing over a hundred pages of text (dissertation full-
text).
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1.1 Problem Statement

Semantically processing and deriving meaning from text
are open research problems. Within the subset of natural
language processing problems, there remains open ques-
tions about categorizing text. There has been very little
meta-research on research text itself, specifically disserta-
tions and theses. In this paper, we analyze the differences
between manual and machine classifications of doctoral
abstracts and full-text dissertations to understand what
topics are being researched by senior-level and experi-
enced fulltime working professionals.

1.2 Review of Literature

Employing machine learning to examine text has been
evolving since the early 2000s. Textual-based machine
learning has been successfully deployed in many comput-
ing fields such as computer security, networking, human
computer interaction, medicine, and law.

Fautsch and Savoy """ showed that adapting term fre-
quency inverse document frequency (TF-IDF) is useful
for domain specific information retrieval.

1.2.1 Building Recommender Systems via NLP

A thrust of literature which highly employs TF-IDF is text-
based recommender systems. Duan, Gui, Wei, and Wu
" proposed a personalized resume TF-IDF based recom-
mendation algorithm to help job seekers find relevant jobs
and enterprises find relevant talent. Yuan, and Zhang "
employed TF-IDF classification within a recommendation
system for seasonal events based on marketplace inventory.

1.2.2 Machine Learning for Domain Specific In-
formation Retrieval

Yao, Mao Luo ¥ proposed a new convolutional networks
for text classification. They build a single text graph for a
corpus based on word co-occurrence and document word
relations They, then, learn a Text Graph Convolutional
Network for the corpus. Their work showed promise of
less training data in text classification.

Kumar, Alshehri, AIGhamdi, Sharma, and Deep "*
built and trained an artificial neural network (ANN) to de-
tect skin cancer. Their work suggests that DE-ANN is best
compared among other traditional classifiers in terms of
detection accuracy of 97.4%.

Sinoara, Camacho-Collados, Rossi, Navigli, and
Rezende " present a natural language processing ap-
proach based on embedded representations of words and
word sense. Their approach results in semantically en-
hanced and low-dimensional representations.

8 Distributed under creative commons license 4.0

Aggarwal, Rani, and Kumar " employ machine learn-
ing to authenticate license plates. Their method correctly
captures the license plates with good performance metrics
of 93.34% accuracy (e.g. detection rate and false positive
rate).

1.2.3 Recent TF-IDF/K-Means Text Research

Text classification has become an effective means to dis-
cover trends in text. Yung """ employed k-means with TF-
IDF to explore all the Queens Memory program's 400+
oral history interviews collected in Queens, New York.
Frymire " employed k-means with TF-IDF to explore the
Twitter feeds of the Social Movement #me-too.

1.2.4 Dissertation Text Classification

Ellrodt et al. ™, Freeman et al.” and Haigler et al.® ex-
amined text classification of these doctoral dissertations.
Ellrodt et al. ®* examines the abstracts from these 114
dissertations through the lens of machine learning with
natural language processing techniques. The goal was
to learn about topic categories to understand what the
student dissertation topics were and to cluster them to
recognize different patterns. Freeman et al. ©' examined
the same 114 dissertation abstracts through IBM Watson
and additional machine learning algorithms. Haigler et al.
"l examined and reported on the clustering for the full text
of 98 (of the 114) dissertations; however, they focused on
a smaller cluster count than this research.

1.2.5 EFWP Dissertation Research

Haigler et al. “” explored research topics selected for EF-

WPs to help understand the research categories and trends.
Haigler et al. reported on educational needs for EFWPs
obtained from IRB-approved surveys of Pace University’s
DPS program participants, which was further discussed in
Haigler et al.”

2. Methodology/Methods

This research performs meta-research on research through
both manual and machine classifications. Specifically, we
examine all the dissertations defended in Pace Universi-
ty’s Doctor of Professional Studies (DPS) from the pro-
gram inception in the early 2000s until 2018. We analyzed
each defended dissertation both through the abstract (e.g.
approximately one page) and a full-text analysis (e.g. ap-
proximately 150 pages) to gain insights if automated NLP
processing on abstracts is an adequate categorical measure
for dissertation content over fulltext analysis. As fulltext
analysis of approximately 150 pages requires large quan-
tities of memory and storage, we compared the results of
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the two distinct analysis methodologies. Additionally, we
discuss both the natural language processing (NLP) per-
formed on the dissertations as well methods we used to
classify the texts.

2.1 Natural Language Processing (NLP)

One of the goals of artificial intelligence is to develop se-
mantic context for human language; the machine learning
field of natural language processing pursues this goal for
text documents. The seminal textbook on NLP is written
by Jurafsky and Martin """, At a high-level, the text book
describes almost every use case of NLP.

In keeping with the techniques described by Jurafsky
and Martin"", we examined both clustering the dissertation
and abstract text with and without cleaning. To clean the
data, we used the Python Natural Language Toolkit (VLTK)
learn library. The tasks included in the data cleaning were
for text standardization. First, we made everything in the
text lower case. Then, we removed markup symbols, sec-
tion formatting markers, special characters, stop words, and
punctuation from the text. Lastly, we ran classifications on
both stemmed and non-stemmed words to see clustering
differences. Stemming processes words by reducing inflect-
ed and derived words to their root or base language form.
It removes different word variations so that the actual word
usage is standardized throughout the text.

2.2 Dissertation Classification

One of the goals of artificial intelligence is to develop se-
mantic context for human language; the machine learning
field of natural language processing pursues this goal for
text documents.

2.2.1 Manual Classification

To manually classify the dissertation abstracts, we divid-
ed them amongst 5 people. Each person was tasked with
reading some assigned subset of abstracts and determining
the correct category for each work. This first pass of the
abstracts produced 176 categories and much debate, as
discussed in Ellrodt et al. ™. In order to reduce the cat-
egories an iterative approach leveraging domain knowl-
edge would have been needed. The researchers found the
human iterative approach excessively time consuming and
had trouble exercising stable categories. This suggested
that without adequate domain knowledge, it would be
difficult to communicate these categories in any meaning-
ful way; the whole process seemed unlikely to produce
worthwhile results and was abandoned.

In most human topic assignments, the people involved
have training in the specific distinctions between the types

Distributed under creative commons license 4.0

of documents they are likely to run across. However, de-
veloping ad hoc topics to distinguish similar products in
a corpus requires a level of sophistication and ability to
form consensus that our workers did not let emerge.

2.2.2 Machine Learning Classification

This research uses the approach of applying K-means
clustering analysis to term-frequency inverse-docu-
ment-frequency (TF-IDF) coding of DPS dissertations.
We then compare the TF-IDF analysis to the topic analy-
sis of their abstracts in IBM Watson Discovery.

2.2.3 TF-IDF

TF-IDF for “term frequency - inverse document frequen-
cy” is a characterization tool for text documents. Each
abstract is regarded as a “bag of words”, as if the meaning
of each abstract were implicit in the words used in that
abstract and the order of those words were unimportant.
Each individual word is then deemphasized according to
how often it occurs in the collected abstracts overall. The
formula for TF-IDF can be seen in Figure 1.

TFIDF

For a term i in document j:

N
=tf . . Xlog (—
wl._f gcl._J'>< [dfl)

tf = number of oecurrences of [ in j
df = number of documents containing i
N = toml number of doruments

Figure 1. TF-IDF Formula

2.2.4 K-Means Clustering

“K-means” is an unsupervised learning algorithm that
solves clustering problem. It is one of the most basic clus-
tering algorithms and works with numeric data only. The
algorithm is composed of the following steps: (1) Pick a
number (K) of cluster centers at random.; (2) Assign every
item to its nearest cluster center.; (3) Move each cluster
center to the mean of its assigned items.; (4) Repeat the
prior two steps until convergence. After initialization, the
k-means algorithm iterates between the following two
steps: (1) Assign each data point to the closest centroid, as
seen in Figure 2., and,
. 2
zi — argminl|u; — x|

Figure 2. Assign each data point to the closest centroid
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(2) Revise centroids as the mean of the assigned data
points, as seen in Figure 3.

Figure 3. Revise centroids as the mean of the assigned
data points

The algorithm has convergence when the cluster as-
signments no longer change. There is no assurance that
the cluster assignments are optimal using K-means.
Clusters will be reasonable, however may not be robust
to different start point selection. In k-means, the number
of clusters must be selected beforehand. The algorithm is
very sensitive to outliers. It can be proved that the running
of the algorithm will always terminate. How can we tell
if the k-means algorithm is converging? We can look at
the cluster assignments and see if they stabilize over time.
In fact, we'll be running the algorithm until the cluster
assignments stop changing at all. To be extra safe, and to
assess the clustering performance, we'll be looking at an
additional criteria: the sum of all squared distances be-
tween data points and centroids, as defined in Figure 4.

k

JZw=Y) Y Ix -l

J=1 iiz;=j
Figure 4. Assessing convergence

2.2.5 IBM Watson Discovery

IBM Watson Discovery is a cloud platform which ingests
and standardizes user data, providing services such as
sentiment analysis, named entity extraction and concept
tagging through an API"™". In addition to providing chat-
bots and other workflow enhancements, Watson Discov-
ery provides Smart Document Understanding, a clustering
solution ™',

3. Results

We applied K-means analysis to term-frequency in-
verse-document-frequency (TF-IDF) coding of 114 of
Pace University’s DPS dissertations and then compare the
output of that analysis to the topic analysis of their ab-
stracts in IBM Watson Discovery.

3.1 IBM Watson Discovery Classification

We chose to examine the dissertations through machine
learning using IBM Watson Discovery using both stan-

10 Distributed under creative commons license 4.0

dard classification as well as enriched classification. This
analysis extends the work of Ellrodt et al.** and Freeman
et al. ™ where the dissertation abstracts were classified
using a TF-IDF algorithm.

The IBM Watson Discovery system produced the top
six enriched text concepts show in Table 1 as: Scientific
method (14), Algorithm (11), Management (11), Computer
(10), Mathematics (10), and Agile software development
(9). The enriched text key-words were: Research (29),
Dissertation (16), Model (11), Study (11), Approach (10),
and Addition (9). None of this second list of individual
words relate to any specific topic in the computing field,
which is a comparative weakness of this approach to the
TF-IDF analysis.

The system sentiment analysis examines sentence word
choices with respect to sentiments. On the default con-
figuration IBM labeled the 114 dissertation abstracts as
follow: 85% (97) positive, 3% (3) neutral, and 12% (14)
negative based on the word used. Interestingly, industry
word choices like “false negative” triggered the negative
analysis categorization.

Table 1. Watson Topic Analysis for Abstracts

Computer science

Topic Assigned Papers
Scientific method 14
Algorithm 11
Management 11
Computer 10
Mathematics 10
Agile software development 9
Software engineering 9
Education 8
Internet 8
Computer program 7
7
7

Waterfall model

3.2 IBM Watson Full-Text Analysis

Using IBM Watson Discovery, we performed full-text
PDF analysis, extending the work of Freeman et al."” and
Haigler et al.®. Full text PDFs of the 114 dissertations
were uploaded to Watson and evaluated via the basic Wat-
son Discovery Natural Language Understanding (NLU)
engine. The basic engine yields results such as sentiment
analysis, related concepts and top entities.

The results of related concepts are listed using enriched
text produced by Watson. The top six listed are: Software
engineering (13), Agile software development (12), Com-
puter (12), Software development (12), Biometrics (9),
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and Extreme Programming (9). This resulted in a different
categorization of the dissertations than categorization of
the abstracts alone.

IBM sentiment analysis labeled the 114 dissertation full
text as follow: 82% positive, 2% neutral, and 16% nega-
tive.

3.3 Amazon EC2 Full-Text Analysis: K-Means
with TF-IDF

The selection of k - the cluster count - is the primary
hyperparameter for a k-means model. In order to select
k, we let k vary from one to 25 - more than a fifth of the
document count - and observed the heterogeneity. We as-
sess the heterogeneity of a single cluster as the sum of all
squared distances between data points in that cluster and
its centroids.

Heterogeneity should decrease more quickly after the
optimal point, at which point the model is overfit. The het-
erogeneity is plotted in Figure 1.

This plot does not have a clear point after which het-
erogeneity decreases, and so some further treatment is
used to expose the optimal cluster count k. Therefore, we
apply a log transformation and de-slope the output to look
for discontinuity.

It is evident in Figure 5 that heterogeneity is discontin-
uous at a cluster count of eight and above. Therefore, we
treat eight as the optimal value of k across all four experi-
ments, which is unique from the work of Ellrodt et al. ¥,
Freeman et al." and Haigler et al. """

Table 2 shows the keywords and cluster labels for k = 8.

K vs. Heterogeneity

1107
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Figure 5. Heterogeneity v cluster count of non-stemmed
full text dissertations
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Figure 6. De-sloped log heterogeneity by cluster count of
non-stemmed full-text dissertations
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The results of running the TF-IDF/K-means clustering
for eight clusters, produced the results seen in Table 2. De-
picted in the table are the following: the cluster number,
number of dissertations clustered into the category, top
five key-words identified by the algorithms, our human
interpretation of the category and the dissertation papers
clustered in this category. Github *? shows the abstract
paper number title mapping given in the tables.

Table 2. K-Means with fulltext dissertations non-
stemmed, k=8

In-
# |stance| Top Five Keywords Category Paper Number
Count
cloud:0.168 compli- 16, 18, 19, 20, 22,
ance:0.068 . 31,49, 57, 66, 69,
VT security:0.067 hi- P38 | 25795777 90, 99,
paa:0.048 csp:0.047 108
2,9,10, 15, 24,27,
students:0.084 in- 32,33, 35,54, 55,
structor:0.041 teach- . 58, 63, 68,71, 82,
2126 ) 10:0.037 cies:0.037 | PAuCation g3, "00 04 102,
abstraction:0.034 104, 105, 111, 112,
114
agile:0.172 team:0.116 Agile 3,8, 26,40, 42, 56,
3 14 retrospective:0.094 software 62, 64, 67,74, 76,
kms:0.068 pba:0.060 | practices 85,93, 101
1nt:0.1.80 sa:0.128 o 1.4.6.21,36, 38,
4 10 annealing:0.071 fit- | Optimization 39.70. 103. 106
ness:0.070 patch:0.066 T
irs:0.219 impute:0.143| Machine
pottery:0.137 loyal- learning
3 3 ty:0.123 categoriza- 11,51, 52, 88, 107
recommender:0.084 tion
e 7.12,08.9.37.48
6| 13 T oW Ontology | 53,86, 87,91, 92,
ontology:0.089 95, 08
rdf:0.088 ’
keystroke:0.132 bio- 13,23, 25, 30, 34,
" 19 metric:0.085 roc:0.057 Biometrics 41, 44, 46, 50, 59,
classifier:0.052 60, 65, 73,78, 79,
svm:0.042 80, 81,97, 113
pda:0.097 chan-
.nelz().()92 Distributed 5. 14,17, 43, 45, 47,
8 10 wireless:0.080 software 61.96.109. 110
uumi:0.068 call- architecture o ’
back:0.061

The categories listed in Table 2 are meaningful hu-
man-assigned text labels to summarize the top five key-
words extracted by the k-means on TF-IDF analysis. The
categories we selected are discussed below in Table 3.
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Table 3. Meaningful Human-Assigned Cluster Text La-
bels

Table 4. K-Means fulltext stemmed, k=8 where highlight-
ed numbers changed from non-stemmed categories

* Data security is a current topic in the computing world.

 Education is focus on the students, many of whom are trying to get
credentials to advance an academic career.

* Agile software practices are a focus of the program content.

* Optimization is discussed in several classes and encouraged as a dis-
sertation focus by faculty.

* Machine learning categorization is another focus of the program
class content.

 Ontology is referred to in some courses and encouraged as a disserta-
tion area.

* Biometrics is a particular focus of research at Pace University.

« Distributed software architecture is a mainstay of many students’
work lives and supported by the program as a dissertation area.

Figure 7 is a visualization for the full non-stemmed
dissertations cluster counts where k=8. In contrast, Figure
8 is a visualization for the non-stemmed abstracts cluster
counts.

Cleaning data is a common methodology to improve
the quality of natural language processing results. We em-
ployed the NLTK toolkit to clean the data (e.g. remove stop
words, Porter stem, remove non-ASCII characters, etc.)
Table 4 shows the keywords, and dissertations for eight
clusters.

Count of Documents per
30 Cluster
26
25
19
20| 4,
15 14 13
10 10
10
5
5

1 2 3 4 5 6 7 8

Figure 7. Counts of non-stemmed Full -Text Documents
Per Cluster

Abstracts per Cluster

25
20

23 24
19

15

15 13
8
7-

10 5
’ 1111
O—

1 2 3 4 5 6 7 8

Figure 8. Counts of Abstracts per Cluster
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In-
# |stance| Top Five Keywords | Category Paper Number
Count
cloud:0.225 csp:0.091 Cloud 5, 16, 20, 36, 45, 47, 55,
1| 14 |cic:0.069 packet:0.067 Computing 63,71, 72,75, 90, 110,
ip:0.063 114
student:0.179 instruc- 10, 15,27, 28, 32, 58,
2] 13 tor:0.117 teach:0.090 | Education | 68, 74, 84, 89, 94, 102,
game:0.078 ¢s:0.074 111
9,11, 13, 14, 21, 23, 24,
Vomer00g9 | | 25:30.34,44.46,49
3| 30 imput:0.045 roc:0.039 Biometrics | 50, 51, 54, 59, 60, 65,
distanc:0.031 73,78, 79, 80, 81, 83,
96, 97,101,104, 113
agil:0.109 team:0.088 | Agile Soft- | 8, 18, 19, 26, 31, 40, 52,
4 » retrospect:0.074 ware 56, 57, 62, 64, 66, 67,
complianc:0.051 Develop- | 76,77, 82, 85, 87,99,
secur:0.046 ment 100, 106, 108
schematron:0.193
sl 1 xml:0.190 sche- Data Vali- | 3,7,12,17, 29, 35, 48,
ma:0.080 xs:0.069 dation 53, 61, 88, 92, 95
recip:0.067
ol 1o 1;2::8'(1)2(3) T:f%lo% Optimiza- | 1,4, 6,38, 39,41, 42,
o . tion 70,93, 103, 105, 112
ga:0.072
pda:0.371 per-
7| 5 |vasi0.159 itamm:0.147 Cf;‘;‘j?er 22, 43,10
button:0.131 Interaction
lotu:0.128
ontolog:0.158 .
8| 8 | rdf:0.122 owl:0.112 Oﬁtc;les 2,33,37, 61%’786’ o1, 98,
drug:0.104 pir:0.103

The heterogeneity for the stemmed full-text disserta-
tions, to contrast with the above non-stemmed heteroge-
neity, is shown in Figure 9.

o K vs. Log Heterogeneity with slope removed
P

o
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o

=

@

(=]

2
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[o B T T T T
9 5 10 15 20 25

K

Figure 9. Heterogeneity v cluster count of stemmed full-
text dissertations

The bolded dissertations listed in Table 4 show the cat-
egory change from when a dissertation is categorized in a
non-stemmed and stemmed-format. As we can see from
the table, over half (i.e. 71 of 114) have changed catego-
ries after applying the stemming indicating that stemming
is an essential standardization prior to categoriatzation.

Ellrodt et al."* and Freeman et al. "’ examined text clas-
sification of these same 114 doctoral dissertations; however,
they report that the heterogeneity is discontinuous at a cluster
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count of six and above. Therefore, the earlier abstract-only
analysis treated six as the optimal value of k (i.e. categories).

Thus, to contrast to the clustering of eight-categories
for the stemmed and non-stemmed 114 dissertations ab-
stract, in Table 5, we clustered the non-stemmed disserta-
tion abstracts into eight categories (i.e. k=8).

Table 5. K-Means with dissertation abstracts non-
stemmed, k=8

In-
# |stance Top Five Keywords Category| Paper Number
Count
keystroke:0.104 biomet- Bi " 4,5,16,17, 34, 35,
1| 15 |ric:0.071 authentication:0.058 ‘;’ir;e "1 61, 63, 70, 76, 80,
input:0.052 beta:0.052 89,91, 100, 101
. Agile | 2,14,31,39,45,
agile:0.105 develop- g o el 46 51,52, 60, 62,
20 19 ment:0.069 software:0.057
" :0.046 out ine0.041 Develop-| 67,69, 71, 74, 86,
cam:0.030 outsourcing:o. ment 96,97, 102, 111
loyalty:0.079 use.r:0.073 Optimi- | 8, 15,21, 22, 23,
3| 8 sparse:0.065 capacity:0.059 .
zation 41,77, 104
unusual:0.057
. 1,11, 13, 19, 20
security:0.051 compo- S
24,25, 32, 36, 40,
4| 23 nents:0.037 cloud:0.037 | ¢ o | 42”47, 48, 50, 59,
application:0.033 require-
ments:0.033 73,75, 78, 81, 87,
o 93,113,114
shape:0.139 pottery:0. 143 im- |\ ool g 105, 107, 108,
5| 5 J|ages:0.102 classification:0.100 Learnin 110
shapes:0.098 S
students:0.124 erp:0.116
6l 7 computer:0.077 schil- Educa- | 6,7, 18, 29, 54, 90,
linger:0.076 tion 95
programming:0.070
1,9, 12, 26, 27, 30,
. factors:0.059 cloud:0.044 Genetic | 37, 38, 43,44, 49,
24 |genetic:0.040 algorithm:0.033| Algo- | 57, 58, 65, 66, 68,
problems:0.033 rithms | 79, 84, 85, 94, 99,
103, 106, 112
xml:0.164 documents:0.074 Ontol 10, 33, 53, 55, 56,
8| 13 | document:0.069 seman- 10707 | 64,72, 82, 83, 88,
tic:0.067 constraints:0.058 | &' 92,98, 109

The heterogeneity for the non-stemmed abstract disser-
tations, to contrast with the above non-stemmed hetero-
geneity, is shown in Figure 10 and log heterogeneity in
Figure 11.

K vs. Heterogeneity

Heterogeneity
=
Ire) o
o S)

[=x]
o

5 10 15 20 25
K

Figure 10. Heterogeneity v cluster count of non-stemmed
abstract dissertations
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Figure 11. Developed log heterogeneity by cluster count
of non-stemmed abstract dissertations

Thus, to contrast to the clustering of ecight-categories
for the stemmed and non-stemmed 114 dissertations dis-
sertations, in Table 6, we clustered the stemmed disserta-
tion abstracts into eight categories (i.e. k=8). The bolded
dissertation abstract paper numbers changed categories
from the stemmed fulltext categories.

Table 6. K-Means abstracts stemmed, k=8, where high-
lighted numbers changed from stemmed full categories

In-
#|stance Top Five Keywords Category Paper Number
Count
factor:0.094 shape:0.091 Machine | 14, 25, 39, 44, 62,
9 technolog:0.073 Learning | 63,76, 78, 105
search:0.069 name:0.067 >
secur:0.139 cloud:0.066 Cloud 8, 35, 52, 55, 58,
2l 18 complianc:0.065 knowl- Computing 60, 65, 67, 71, 75,
edg:0.057 risk:0.045 Security 77, 90, 100, 101,
108, 109, 110, 111
agil:0.092 student:0.089 Agile 1,2,5,6,7, 12,13,
3 21 scienc:0.054 soft- Software De- 27,29, 30,43, 49,
war:0.051 learn:0.048 | velopment 59, 66, 69, 85, 87,
92, 94,99, 102
algorithm:0.122 gen- Genetic 10, 22, 24, 28, 42,
4| 12 | et:0.086 problem:0.084 Algorithms 45, 47, 56, 74, 82,
ann:0.083 optim:0.077 84, 96
estim:0.216 project:0.170 Project 21,50, 64,73, 81,
5| 7 |retrospect:0.107 elf:0.099 Mangement 83. 93
binari:0.092 ’
keystrok:0.111 0,3, 4,15, 26, 32,
6l 17 biometr:0.088 fea- Biometrics 33,41, 61, 68, 72,
tur:0.084 text:0.064 80, 86, 88,97, 103,
classif:0.056 104
- insur:0.281 cyberse-
2 cur:0.256 gi:0.216 Security 40, 57
risk:0.201 financi:0.193
9,11, 16, 17, 18,
xml:0.088 busi:0.047 . 19,20, 23, 31, 34,
X Data Valida- | 36, 37, 38, 46, 48,
8| 26 site:0.043 agent:0.042 .
constraint:0.042 tion 51,53, 54,70, 79,
89, 91, 95, 98, 1006,
107

The heterogeneity for the stemmed full-text disserta-
tions, to contrast with the above non-stemmed log hetero-
geneity, is shown in Figure 12.
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K vs. Log Heterogeneity with slope removed

Log Heterogeneity - (mx + b)

5 10 15 20 25
K

Figure 12. Developed log heterogeneity by cluster count
of stemmed abstract dissertations

As we can see from Table 6 that all but eleven disserta-
tions change categories indicating that abstract analysis alone
is not a good indicator of content or dissertation category.

4. Discussion

Of the tools we examined, IBM Watson Discovery al-
lowed for the quickest startup process. It easily ingested
and categorized all 114 dissertations in less than 30 min-
utes from start to finish. In contrast, the k-means analysis
using Turi’s GraphLab Create TF-IDF coding was a more
tedious process to set up the environment which required
programming and debugging of the code, converting each
dissertation into a text format, ingesting the dissertation,
and finally running the algorithm on a large AWS EC2
server. Once running on the large server, the acual algo-
rithm took approximately a minute to run.

Each of the machine learning algorithms produce
different categories of dissertation research topics. The
Watson Discovery system enriches the text using a natural
language understanding module and the resulting cate-
gories shown in Table | are different from the categories
produced by k-means as shown in Table 2, Table 4, Table
5, and Table 6. Overall, the dissertation abstracts appear
to not be a good representation of the full dissertation. A
future work study would involve an IRB-approved survey
to ack the authors their own human interpretation for their
own dissertation category.

In all cases we found that EFWP students tend to favor
the emerging technologies they face in industry. The Pace
University DPS program allows the student to select their
research topic-then match an advisor versus the traditional
Ph.D. program where students research tends to follow
that of their academic advisor.

Future work involves further examination of the ma-
chine generated cluster category of each dissertation as
compared to the authors actual intent. This work can fur-
ther be extended to examine the year of the dissertation
defense to determine if they are aligned with industry
technology trends of the time.

14 Distributed under creative commons license 4.0

5. Conclusion

There exists very little research on research itself from
the perspective of text analysis. In this research we have
performed cluster analysis on both the fulltext and ab-
stracts for the first 114 dissertations defended in Pace
University’s DPS program to see what topics have been
the doctoral focus of senior and experienced fulltime
working professionals (EFWPs). We found that many
students tend to focus their research on industry trends
first; and, then, find an adviser. As such, the DPS dis-
sertation research is typically different than the Ph.D.
program model where students focus on their advisor’s
topics. We also showed that data preprocessing including
stemming did slightly change the clusters identified by
the machine learning algorithms. We also showed that
fulltext analysis produces different categories than ab-
stract analysis indicating that abstract analysis alone may
not be sufficient for categorizing dissertation research.
Future work such as examining longitudinal-trends, in-
novation, accountability, and automatic keyword gener-
ation can be further developed from our research. Lastly,
we showed that machine learning on the abstract alone
were not good indicators on dissertation content. As
more and more text becomes digitally available, we must
continue to develop methodologies to build semantic un-
derstandings from the available data.

Supplementary Data/Information

A full list of the dissertation full-text analysis mapping
identifiers to their abstract-analysis identifiers can be
found on GitHub *.
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1. Introduction

ased on STC89CS51 single chip microcomputer,

this paper makes a research and analysis on the

design of intelligent home security alarm system.
The purpose of this intelligent system is to provide us-
ers with an intelligent home security alarm tool which is
convenient to use, easy to operate and very practical. This
intelligent security alarm system can send fire accident
message to users in the first time of accident, especially in
the initial stage of home fire.

2. Brief Introduction of this Intelligent Home
Security Alarm System

An intelligent home security alarm system designed in

*Corresponding Author:
Ruizheng Wang,

ABSTRACT

In order to improve the security of home residence, this paper studies
and designs an intelligent home security alarm system, using STC89C51
single chip microcomputer as the main controller of the security system,
and real-time monitoring by controlling the human pyroelectric infrared
sensor and smoke sensor in the case of strangers invading the security
range and showing signs of fire. Once the abnormal situation is found, the
intelligent home security alarm system will start the acousto-optic alarm
prompted by the LED lamp and pass through the information processing
system of the GSM module. Send an abnormal text message to the user of
the security system at the first time face, and finally realize the purpose of
modern intelligent home security alarm.

this paper is very practical, safe and sensitive. The sys-
tem mainly includes the following modules: pyroelectric
infrared sensor, smoke sensor, GSM,alarm system, which
achieves the basic functions of preventing theft, prevent-
ing fire and remote alarm and preventing accidental text
messages. A thermoluminescence infrared sensor in the
module can identify the infrared rays emitted by the hu-
man body very well. When a stranger enters the range of
the security system, the acousto-optic alarm system will
run automatically. Through the information processing of
the GSM module, the alarm system can be quickly sent to
the users of the intelligent home security alarm system at
the first time Text messages. A smoke sensor module can
sensitively detect the smoke in the intelligent security sys-
tem. “'When the fire appears and the smoke concentration
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16 Distributed under creative commons license 4.0

DOL: https://doi.org/10.30564/jcsr.v2i4.2159



Journal of Computer Science Research | Volume 02 | Issue 04 | October 2020

reaches the set value of the security system, the smoke
alarm module will automatically alarm, the GSM module
will start immediately, and the fire emergency message
will be sent to the system user immediately.

3. A Study on the Main Modules of 2System
3.1 System Design Main Controller Analysis

The main controller in this set of intelligent home security
alarm system is STC89C51 single chip microcomputer,
the advantage of STC89C51 single chip microcomputer
is that it is a low-power, high-performance CMOS 8 bit
micro controller, itself has 8§ K of on-line programmable
Flash memory, using high-density non-volatile memory
technology research and manufacture, and industrial 80
C51 of all product instructions and pins can be fully com-
patible. ” An on-chip Flash receiver memory for online
programming also applies to other regular programmers.
Very smart 8§ for single chip bit CPU and the programma-
ble Flash, of online systems enable STC89C51 to be pro-
vided with more flexible and efficient coping schemes by
many other embedded control applications.

The main function of the P0.3 pin in the STC89C51
single chip microcomputer in this set of intelligent home
security alarm system is to control the alarm of the acous-
to-optic system. The main function of the P2.4 pin is to
control the pyroelectric infrared sensor in the system. The
main function of the P2.5 pin is to control the smoke sen-
sor. The function of the P3.0 and the P3.1 pin is to connect
the GSM module to realize the mutual transmission of
information.

3.2 Analysis of Pyroelectric Infrared Sensor in
System Design

The pyroelectric infrared sensor used in this intelligent
home security alarm system is RE200B type of sensor.
The RE200B sensor itself uses pyroelectric material po-
larization to detect infrared radiation with different tem-
perature changes.

™ The pyroelectric infrared sensor module generally
includes three pins, the signal terminal, the power supply
positive pole and the power supply negative pole, respec-
tively, the pin at the P2.4 of the STC89C51 single chip
microcomputer, the power supply and the contact ground.
pyroelectric infrared sensor can sensitively detect whether
there are strangers invading the security range of the sys-
tem, by setting infrared probe in the monitoring position,
the infrared radiation emitted by the human body can be
converted into electrical signals, and its electrical signals
are sent to the OUT port by the cooperation of amplifier
circuit and comparison circuit. As soon as the OUT port

Distributed under creative commons license 4.0

outputs a high-level signal, the signal passes through the
transistor 9013 and is converted to a low-level transmitter
to STC89CS51 MCU. STC89C51 pin at the P2.4C of the
single chip microcomputer is high level state in normal
operation. if the low level is detected, the high voltage is
output through the P0.4 port, the alarm is controlled to
emit the alarm sound of the buzzer, and the alarm indica-
tor is lit at the same time. the GSM module will send an
alarm message that detects a stranger invading the securi-
ty system.

3.3 Analysis of Smoke Sensor in System Design

The smoke sensor adopts MQ-2 type of smoke sensor. The
advantages of the MQ-2 type sensor are its high sensitivi-
ty, fast reaction speed, good stability, long service life and
simple and convenient driving circuit. It is suitable for the
detection of natural gas, various kinds of smoke, gas and
gasoline and so on.

] The main component of the MQ-2 type smoke sen-
sor is the LM393 voltage comparator, which adopts the
principle of comparing the voltage of 2 feet with 3 feet.
If the voltage of 2 feet is higher than that of 3 feet ,1 foot
will automatically output low level; if the voltage of 2
feet is lower than that of 3 feet ,1 foot will automatically
output high level. The voltage of three feet is obtained by
dividing the voltage through a 9103 potentiometer of 10
K, and the voltage of two feet will change with the change
of smoke concentration in the range of MQ-2 detection.
MQ-2 the smoke sensor is equal to a large resistance
throughout the circuit, if the security range The smoke
concentration inside increases, the blocking force of the
MQ-2 will become smaller, the voltage output to 2 feet
will naturally become larger, and the voltage of 2 feet
will be larger than that of 3 feet. At this time, the LM393
voltage comparator will naturally send a low level to the
STC89C51 MCU through 1 foot. “”'The normal state of
the P2.5 pin of the single chip microcomputer is a high
voltage flat state. Once the low level is detected, the high
voltage will be output through the output port of the P0.4,
indicating the alarm sound of the buzzer issued by the
control buzzer, and the alarm indicator will be lit, and the
GSM module will send the detection of a stranger invad-
ing security system. Alarm messages within the system.

3.4 Analysis GMS Module in System Design

BIThe SIM900A module is applied in the design GMS the
intelligent home security alarm system. The advantage of
the SIM900A module is that its interface is very rich, the
function is complete and the performance is powerful, and
the applicability in many fields, such as smart home sys-
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tem, intelligent security, intelligent monitoring, on-board
monitoring and intelligent alarm, is very high, which can
completely meet the application requirements of the above
system. circuit schematic diagram of the SIM900A mod-
ule, as shown in figure 1.

vCC — —T b— WCI
DRT—2— B
m—3
u._i.il_l_.
STN90DA sp—2
mrg—8—
RESET—1—
""F'ﬂ'l

Figure 1. SIM900A Circuit diagram of the module

The pin 1 of the SIM900A module is connected to the
LED lamp D1, and the main function is to indicate the
operation of the GSM module. Pin 3 and pin 4 act on the
transmission task of MCU pin P3.0 and P3.1, mainly to
deal with alarm data, respectively.

4. Concluding Remarks

By deeply studying and analyzing the design of the in-
telligent home security alarm system under the action of
STC89C51 single chip microcomputer, the function of the
single chip microcomputer and the embedded application
technology of the home security alarm system are suc-
cessfully combined with the Internet of things technology.
Exemption from family living around causing property,
casualties, to provide people with a more intelligent, safe
family living environment.

This design can be compatible with a large number
STC89C51 control units under the design situation of sin-
gle chip microcomputer, at the same time, it can combine
these control units organically to form a whole set of intel-

18 Distributed under creative commons license 4.0

ligent control systems, make full use of STC89C51 single
chip microcomputer, GSM the powerful function of the
module to carry out systematic chip design for single chip
microcomputer. STC89CS51 single chip microcomputer
has outstanding performance in its performance, excel-
lent compatibility, low cost and strong practicability, and
contributes to the stability of the whole security system.
For the intelligent home security alarm system hardware,
software design work carried out a lot of preparation work
Through many experiments, we can overcome all kinds of
difficulties and contradictions, and realize the design work
of the intelligent home security alarm system.

References

[1] Jianfang Wen. Study on Home Intelligent Control
System Based on AT89CS51 Single Chip Microcom-
puter[J]. Electronic Production, 2019(09): 31-33.

[2] Qiaomei Ma. Design and Implementation of Fire-
proof and Anti-theft System for Dormitory Based on
51 Single Chip Microcomputer[J]. IT, 2018(03): 39-
44.

[3] Chaoyang Zhang. The Design of Gas Alarm Based
on AT89C51 Single Chip Microcomputer[J]. Journal
of Tonghua Normal University, 2017, 38(12): 7-10.

[4] Tianxiang Guo. New Concept 51 MCU C Language
Course[M]. Beijing: Electronic Industry Press.

[5] Xiangbin Ye. Sensor and test technology [M]. Bei-
jing: Defense Industry Press, 2007.

[6] Peng Chen. LonWorks villa smart home system in-
troduction[J]. Low Voltage Appliances, 2008(14):
59-62.

[7] Wei Xu, Dean Zhao. Detection and control of dis-
solved oxygen in aquaculture[J]. Agricultural Mech-
anization Research, 2007(1): 74-76.

[8] Guangdi Li, Yuexiu Zhu, Xiushan Wang. Foundation
of Single Chip Microcomputer (Revised Edition)[M].
Beijing: Beijing University of Aeronautics and Astro-
nautics Press, 2005.

DOI: https://doi.org/10.30564/jcsr.v2i4.2159



Journal of Computer Science Research | Volume 02 | Issue 04 | October 2020

{m BILINGUAL

=== PUBLISHING CO.

ARTICLE

Journal of Computer Science Research

http://ojs.bilpublishing.com/index.php/jcsr

Quality Models for Open, Flexible, and Online Learning

Ebba Ossiannilsson”

Swedish Association for Distance Education, International Council for Open and Distance Education, Lund, 22235,

Sweden
ARTICLE INFO ABSTRACT
Article history This article is based on research conducted for the European Commission

Received: 7 September 2020
Accepted: 28 September 2020
Published Online: 30 November 2020

Keywords:

Covid-19

Crises

Flexible learning
Open online learning
OER

MOOC

Quality models
Stakeholders
Success factors

1. Introduction

his conceptual article is based on work done for
the European Commission Education & Training
2020 working group on digital and online learn-

ing (ET2020 WG-DOL), specifically regarding policy
challenges such as the following: (1) Targeted policy
guidance on innovative and open learning environments,
and (2) Proposal for a quality assurance model for open
and innovative learning environments, its impact on spe-

cific assessment frameworks and its implication for EU
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Education & Training 2020 working group on digital and online learning
(ET2020 WG-DOL) specifically regarding policy challenges, such as the
following: 1) Targeted policy guidance on innovative and open learning
environments under outcome; 2) Proposal for a quality assurance model

for open and innovative learning environments, its impact on specific

assessment frameworks and its implication for EU recognition and trans-
parency instruments. The article aims to define quality in open, flexible,
and online learning, particularly in open education, open educational
resources (OER), and massive open online courses (MOOC). Hence,
quality domains, characteristics, and criteria are outlined and discussed,
as well as how they contribute to quality and personal learning so that
learners can orchestrate and take responsibility for their own learning
pathways. An additional goal is to identify the major stakeholders directly
involved in open online education and to describe their visions, commu-
nalities, and conflicts regarding quality in open, flexible, and online learn-
ing. The article also focuses on quality in periods of crisis, such as during
the pandemic in 2020. Finally, the article discusses the rationale and need
for a model of quality in open, flexible, and online learning based on three
major criteria for quality: excellence, impact, and implementation from
the learner’s perspective.

recognition and transparency instruments . The article
aims to define quality in open, flexible, and online learn-
ing (OOL), particularly open education, open education-
al resources (OER), and massive open online courses
(MOOC). Hence, quality domains, characteristics and
criteria are defined and discussed, as well as how they
contribute to quality and to personal learning so that
learners can orchestrate and take responsibility for their
own learning pathways. An additional goal is to identify
the major stakeholders directly involved in open online
education and to describe their visions, communalities,
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and conflicts regarding quality in open, flexible, and on-
line learning. Finally, this article discusses the rationale
and need for a model of quality in open, flexible, and
online learning based on three major criteria for quality:
excellence, impact, and implementation from the learn-
er’s perspective.

Following this short introduction and description
of the methodology, the subsequent section focuses on
identifying the major stakeholders and their visions of
quality. In the next section, open education is defined,
and quality in open, flexible and online learning is de-
scribed. Next, the concept of quality in open and flexible
online learning, open educational resources (OER) and
massive open online courses (MOOC) are elaborated.
The final section discusses common and conflicting
areas in quality dimensions in open and flexible online
learning in OER and MOOC from the learners’ perspec-
tives. A model of quality dimensions in OOL, OER, and
MOOC is presented. Also presented is a quality model
of the three areas from the organizational perspective
through the learner’s lens, including the impacts on the
organizational level, such as quality and excellence. The
organizational and social perspectives on quality are not
discussed in detail because they are beyond the scope of
this article. The article concludes with recommendations
for further research.

2. Methodology

This conceptual article is based on the findings of desktop
research on the current discourse of quality models for
open, flexible, distance, and online learning, as well as the
future of education. In addition, quality-related approach-
es in times of crisis, such as the pandemic in the spring
of 2020, are proposed. The content of this conceptual
article is based on research by the author during the last
two years, including work for the European Commission
ET2020 WG-DOL. The article’s focus is based on the
author’s research and perspectives during that period.
The author has provided examples of the ongoing debate,
which, however, do not always represent official perspec-
tives. Moreover, the article does not provide a comprehen-
sive review of developments in the field or events across
the globe.

3. Results

In this section, the results of the author’s research are pre-
sented. First, the stakeholders’ interests in quality-related
approaches and dimensions in open, flexible, and online
education are explored, followed by a definition of open
education. Descriptions of quality models in OOL, OER,
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and MOOC are then provided.

3.1 Stakeholders’ Interests in Quality in Open Ed-
ucation, OER, and MOOC

Quality is related to the domains of economics, culture,
and politics. Quality is also related to compliance, con-
sumer protection, reputation, quality enhancement, and
process improvements. Practical experience and academic
research have shown that quality in open education is
complex and is viewed from multifaceted perspectives
that reflect the visions of those who consider the issue of
quality ™. Tt is obvious that “one size does not fit all.” An
aphorism that best describes this aspect is “Quality is in
the eyes of the beholder.”

Ossiannilsson, Williams, Camilleri, and Brown
identified three major groups of stakeholders who play
roles in the definition and review of quality in open ed-
ucation, OER, and MOOC: learners, educational organi-
zations, and society. The latter is concerned at regional,
national, and international levels. Each stakeholder
reviews quality from a unique perspective, which some-
times leads to dissonance among the various concepts of
quality in open online learning, OER, and MOOC. This
dissonance might lead to conflicts of interest with subse-
quent repercussions in the achievement of OFOL as well
as in establishing a quality model that satisfies all stake-
holders.

Stakeholders’ interests in the quality of open edu-
cation, OER and MOOC are related to their roles as
leading partners, contributors, or participants. Hence, it
is important to consider all three groups of stakeholder
roles and to search for coinciding or conflicting views
of quality among them. Traditionally, educational orga-
nizations may have a larger interest in purposes, such as
branding, business models, security, marketing, compe-
tition, and goodwill. Society may be more interested in
political aims such as democracy and policy issues such
as equity, inclusion, relevance, sustainability, capacity
building, and gender dimensions, as well as economic
dimensions and consequences. Finally, learners may be
more interested in their own motivations, just-for-me
learning, their needs, autonomy, self-directed learning,
lifelong learning, recognition, satisfaction, possibilities
for employment, self-esteem, and self-realization ',
Hence, it is expected that stakeholders define quality
according to their needs. It is important to underline that
sector-specific needs are focus in the research study by
Ossiannilsson et al. Brown ). Figure 1 illustrates the
main interests of the stakeholders in open online educa-
tion.

[2]

DOI: https://doi.org/10.30564/jcsr.v2i4.2357



Journal of Computer Science Research | Volume 02 | Issue 04 | October 2020

urity
Marketing/Political goodwil|

Organisation

’.:\\‘.

.’. ) Y
1oty | N
Society
Democracy, Equity, Political
branding and goodwill

Learner

Motivatien, neads, just for me,
recognition, satisfaction

Figure 1. Stakeholders and their main interests in open
online learning, OOL, OER, and MOOC

In addition to identifying the three major groups of
stakeholders who play roles in the definition and review
of quality in open education, OER, and MOOC, it is cru-
cial to define the macro, meso, micro, and nano levels and
how they are connected to and aligned with each other .

In the next section, a general definition of open ed-
ucation will be provided as a preface to the subsequent
definition of quality. A discussion on opening up and open
education will include OER and MOOC.

3.2 Definitions of Open Education

Education is viewed as a catalyst for the development of,
societies and hence a key contributor to increasing univer-
sal access, democracy, and equality, which is stated in the
United Nations (UN) Educational Scientific and Cultural
Organization’s (UNESCO) Sustainability Goal number
four (SDG4). Education is also an essential condition in
accelerating progress toward the achievement of global
sustainability ).

A general definition of open education encompasses
resources, tools, and practices that employ a framework
of open sharing to improve educational access and effec-
tiveness worldwide. Open education combines knowledge
sharing with 21st-century technology and competences to
create a vast pool of openly shared educational resources,
while harnessing today’s collaborative spirit to enhance
and facilitate educational approaches that are more re-
sponsive to learners’ needs "), UNESCO has stated that
open education contributes to the building of open and
inclusive knowledge societies and to the achievement of
the UN’s Sustainable Development Goals " The Com-
monwealth of Learning’s approach to open education is to
empower people through learning that leads to economic
growth, social inclusion, and environmental conservation
7

It is commonly accepted that open education includes
resources, tools, and practices that operate within a frame-
work of open sharing and aim to improve educational
access and effectiveness worldwide. Open education com-
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bines knowledge sharing with 21st-century information
and communication technology (ICT) to create a vast pool
of openly shared educational resources, while harnessing
today’s collaborative spirit to enhance and facilitate edu-
cational approaches that are more responsive to learners’
needs. The qualifier “open” in the term open education
refers to the elimination of barriers (e.g., physical, mental,
and organizational) that can preclude access, opportuni-
ties, and recognition of participation in institution-based
learning. Open education has been defined by the Open
Education Consortium "' as:

“...resources, tools and practices that employ a frame-
work of open sharing to improve educational access and
effectiveness worldwide.”

Through open education, learning and educational
opportunities can be scalable by taking advantage of the
power of the Internet, allowing rapid and essentially free
dissemination, and enabling people around the world to
access knowledge, connect, and collaborate. The tradi-
tional provision of education is limited by the capacity of
educational institutions; consequently, this resource has
been available to the few, not the many. Increased digita-
lization and digital transformation offer potential solutions
to these limitations by giving a global audience access
to free, open, and high-quality educational resources. By
providing free and open access to education and knowl-
edge, people can fulfill their desire to learn. Through open
education, learners gain access to information, knowledge,
and materials to help them succeed in their learning and
study processes. Faculties and researchers can exchange
materials, share data, develop networks, and draw on in-
ternational resources. Employees can learn at their work-
places, supporting them in their work. People can connect
with others with whom they otherwise would not meet to
share information and ideas.

The wide interpretation of open includes not only
access but also the ability to modify and use materials,
information, and networks, which enables individuals to
personalize their education and even use or reuse it in new
ways. New audiences can be reached, and resources can
be used in new contexts. In opening up education, learning
can be available, accessible, modifiable, and free for any-
one, everywhere, and at any time. Open education is now
seen as a catalyst for the development and a key contribu-
tor to democracy, equality, and access for all. Education is
also an essential condition in accelerating progress toward
the achievement of global sustainability. In “opening up”
education, openness embraces development and adoption.
OER represent one of the main pillars of open education.

In their support framework for higher education insti-
tutions (HEI), Inamorato dos Santos, Punie, and Castafio
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Muiioz ' proposed a wide definition of the term “open
education.” Their framework includes a wide definition
of the term, which accommodates different uses to pro-
mote transparency and a holistic approach to practice. The
framework goes beyond OER, MOOC, and open access
to embrace 10 dimensions of open education. The frame-
work can be used as a tool by HEI staff to help them make
strategic decisions regarding pedagogical approaches, col-
laboration between individuals and institutions, recogni-
tion of non-formal learning, and different ways of making
content available. Because contemporary open education
is enabled mainly by ICTs, there is great potential for
innovation and access, which will contribute to the mod-
ernization of higher education in Europe and globally. The
framework encompasses 10 dimensions, four transversals
(i.e., leadership, strategy, quality and technology), and six
core dimensions (i.e., content, pedagogy, recognition, col-
laboration, research, and access) (see Figure 2).

CONTENT

10

DIMENSIONS

OPEN
L EDUCATION

PEDAGOGY

" RECOGNITION

Figure 2. Support framework for higher education institu-
tions (HEI) to open up education "

In opening up education, aspects of openness embrace
the development and adoption of both OER and MOOC.
OER and MOOC are defined and described in the follow-
ing paragraphs.

An important step toward quality education and uni-
versal access to information was taken when the UN-
ESCO General Conference adopted a recommendation
on OER on 25 November 2019 ", This new recommen-
dation supports the development and sharing of openly
licensed learning and teaching materials, which will ben-
efit students, teachers, and researchers worldwide. Moez
Chakchouk, UNESCO Assistant Director-General for
Communication and Information, stressed that the OER
recommendation would contribute to building open and
inclusive knowledge societies and achieving the objec-
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tives of the UN Sustainable Development Goals. The rec-
ommendation encompasses five areas "

(1) Building the capacity of stakeholders to create, ac-
cess, reuse, adapt, and redistribute OER

(2) Developing supportive policy

(3) Encouraging inclusive and equitable quality OER

(4) Nurturing the creation of sustainability models for
OER

(5) International collaboration and networking

Furthermore, processes and indicators of monitoring
and evaluation were adopted, and a new definition of OER
was adopted ':

OER are learning, teaching and research materials in
any format and medium, which are publicly available or
under copyright, published under an open license allowing
free access, reuse, reuse, adaptation and redistribution by
others.

The UNESCO Recommendation supports the creation,
use, and adaptation of inclusive and high-quality OER
products, and it facilitates international cooperation in this
field. Its objectives include the development of supportive
policies and the creation of sustainability models of OER
(6]

During debates at the General Conference, several rep-
resentatives of Member States in different regions of the
world expressed their support for the UNESCO Recom-
mendation on OER and underlined their important role in
providing access to quality education on digital platforms.
The key contribution of the OER Recommendation to
building open, inclusive and participatory knowledge so-
cieties was echoed throughout the discussion.

Following adoption of the Recommendation on Open
Educational Resources (OER), UNESCO launched
the OER Dynamic Coalition on 2 March 2020 """ The
multi-stakeholders in the Coalition aim to expand and
consolidate commitments to action and strategies, as well
as reinforce international cooperation among all stake-
holders in the five areas of the Recommendation.

OER can be considered a form of micro-learning be-
cause they are often delivered as stand-alone modules in
formal and informal learning. According to UNESCO’s
SDG4, OER are crucial in sustaining lifelong learning
for all. OER can be used as micro-learning in employ-
ment, personal interest, self-learning, “just-for-me,” “just-
in-time,” and “just for fun” learning. Individuals who
develop personal, social, and learning skills are better
prepared to face the challenges of today’s society and to
seize the opportunities that change brings """, Furthermore,
UNESCO stated that they believe that universal access
to high-quality education is the key to peace building,
sustainable social and economic development and inter-
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cultural dialogue. OER provide a strategic opportunity to
improve the quality of education and facilitate policy dia-
logue, knowledge sharing, and capacity building**'",

A second pillar of open education is represented by
MOOC, which are related to the scalability of open and
online education. Research has demonstrated that every
letter in the acronym MOOC is negotiable; therefore, the
term can have many definitions. According to EADTU,
MOOC are courses designed for large numbers of partic-
ipants, which can be accessed by anyone and anywhere
as long as they have an Internet connection ', In several
EADTU projects "*, such as the HOME project (Higher
education Online: MOOC the European way), the ECO
project (ECO: E-learning, Communication and Open-da-
ta: Massive Mobile, Ubiquitous and Open Learning), and
OpenupEd, a definition of MOOC was shared by many
European partners, who agreed that MOOC are courses
designed for large numbers of participants. They can be
accessed by anyone anywhere as long as they have an In-
ternet connection, they are open to everyone without entry
qualifications, and they offer a complete course experience
online for free"*). MOOC are also often seen as a political
instrument and hence as a concept that should be broadly
defined. EADTU (re-) defined MOOC in their quality
model OpenupEd, which is described in detail below, so
that it clarified the differences in the implementations of
open and online courses. The first O in the abbreviation
MOOC refers to open. Furthermore, because MOOC were
built on OER, there is a strong link between them.

Having defined open flexible online learning (OOL),
OER and MOOC, the most frequently used and common
quality models are described in the following sections.
These three types of open education-OOL, OER, and
MOOC-use quality models that are specific to each type.
However, in each type of open education, some features
of quality display communalities with one or both of the
other types.

3.3 Description of Quality Models in OOL, OER,
and MOOC

The concept of quality is one of the most frequently dis-
cussed in education. Quality in online and e-learning usu-
ally refers to “one in which the learner has a reasonable
opportunity for success in reaching their goals” . Several
authors and reports in the field have argued that quality in
open online education and learning is defined as “methods
that successfully help learners develop knowledge and
skills that they will require in a digital age” %

In this section, quality models of open online learn-
ing, including OER and MOCCs, will be described. In
general, the quality dimensions of OOL apply to OER
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and MOOC. However, both of the latter have specific
quality dimensions, such as those that are absolute crit-
ical from the learner’s point of view. In the following
paragraphs, quality in open flexible online learning
is discussed, followed by the most well-known and
the most frequently used quality models of OER and
MOOC.

3.3.1 Overview of Quality in Open Flexible On-
line Learning

A global research study was conducted by Ossiannilsson
et al. on quality models in online and open education
around the globe: “State of the art and recommenda-
tions” on behalf of the International Council for Online
and Distance Education (ICDE) ™. In this study, 40 of
the most frequently used and best-known quality models
of e-learning, online open learning, OER, and MOOC
around the globe were reviewed and analyzed. The
models’ aims and rationales were analyzed, as well as
their modality and application, including mature models
of quality. In the report on the quality spectrum, norm-
based (accreditation) versus process-based (enhance-
ment) models were discussed, which included the entire
spectra of accreditation, certifications, benchmarking,
guidelines, and the issue of quality labels. A matrix of
the analyzed models related to the spectra and the mod-
els was provided. Furthermore, stakeholders who had
interests in the quality of open flexible online learning,
OER, and MOOC were identified. Recommendations for
stakeholders were included. The research showed that
although many models were available on all continents,
some quality indicators and quality dimensions were in
common. Hence, sets of quality characteristics were pre-
sented. In all the reviewed quality models, the theoreti-
cal and practical approaches emphasized the importance
of a holistic approach and the importance of placing the
learner at the center. The quality indicators were consid-
ered standards, and best/next practice, especially in OOL
(OER do not usually have a curriculum), were identified
as being valid for OER and MOOC:

(1) Institutional support (vision, planning, and infra-
structure)

(2) Course development

(3) Course structure or curriculum

(4) Course delivery

(5) Course design

(6) Teaching and learning (instruction)

(7) Student and faculty support

The model shown in Figure 3 and the study of more
than 40 quality frameworks stemmed from research
by Ossiannilsson "'*) and were further developed in
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research by Ossiannilsson'"”. Products, services, and
management are the three main domains that character-
ize this holistic model, which contributes to obtaining
and developing a quality assurance mechanism, en-
abling individuals’ success in their learning processes.
A natural consequence is that both content and technol-
ogy are crucial. Moreover, processes play a significant
role because they are interactive and interdependent.
The learner is placed at the center of this quality model.
The ICDE research study confirmed the following char-
acteristics of this model: the learner (student) is at the
center, and services, products, and management are the
three main quality domains. In Figure 3, the right side
of the model represents the dimensions necessary to
guarantee quality assurance in open and online learning
from the learner’s perspective.

In addition to these indicators, dimensions based on
the learner’s views, demands, and perspectives were
identified as follows: transparency (learners can easily
see and follow activities, demands, processes in a us-
er-friendly way, so they can orchestrate their learning
pathways); motivation (intrinsic and extrinsic); partici-
pation (involvement); productivity (being collaborators
and/or prosumers), flexibility (time, path, place, learn-
ing style, content, and device); accessibility (anytime,
anywhere, with any device, and the Web Accessibility
Initiative [WAI]), interactivity (learner-to-learner, learn-
er-to-academic, learner-to-material); and personalization
(related to individual’s needs, desires, study paths, and
learning style). Flexibility was defined and considered
crucial in the quality of OOL. These dimensions were
emphasized as being crucial for student success in online
learning, in which learners take control in orchestrating
their learning processes. Moreover, these features of
quality are iterative and interrelated.

- * Staff support
Services + Student support
= Curriculum design
Products » Coursa design
* Course defivery
+ Strategic planning a
Management * inen

Figure 3. A model of quality in open and online learning

Ossiannilsson et al. ™ indicated that concepts of qual-
ity in OOL and education can be applied at different
levels, such as the macro level (national/international),
meso level (institutional), and micro level (individu-
al practice). The review of the models in""* addressed
quality at the macro and meso levels. Less evidence of
performance standards was found at the micro level,
but it undoubtedly exists. For example, it is well-known
that criteria for professional development and perfor-
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mance management are used by institutions engaged in
the quality assurance of their open and flexible online
learning programs. However, such quality models were
developed in-house.

Because changes in the areas of open and flexible on-
line learning, OER, and MOOC are occurring rapidly, it is
necessary to have a flexible and agile approach to quality
in open education. Although there are general dimensions
of quality, it needs to be situational, cultural, and contex-
tualized. In general, quality concerns the three Ps (i.e.,
people, products, and processes). The authors proposed
that quality models require a holistic contextualized ap-
proach and a set of identified quality characteristics of
quality assurance and quality enhancement, which are list-
ed as follows:

(1) Multifaceted - e.g. Systems use a multiplicity of
measures for quality and often consider strategy, policy,
infrastructure, processes, outputs, and more to form a
well-rounded view of holistic quality.

(2) Dynamic - e.g. Flexibility is built into systems to ac-
commodate rapid changes in technology as well as social
norms. For this reason, they rarely refer to specific tech-
nological measures and instead concentrate on services
provided to users through that technology.

(3) Mainstreamed - e.g. While all the quality tools
surveyed are aimed at high-level quality improvement,
their benefits are intended to trickle down throughout the
institution and be used in reflective practice by individual
members of staff in their daily work.

(4) Representative - e.g. Quality systems seek to bal-
ance the perspectives and demands of various interested
stakeholders, including students, staff, enterprises, gov-
ernments, and society.

(5) Multifunctional - e.g. Most systems serve the triple
function of instilling a quality culture within an institution,
providing a roadmap for future improvement, and serving
as a label of quality for outside perspectives.

Kahn and Ally " argued that quality in e-learning and
online learning concerns the three Ps. Furthermore, similar
to the findings in Ossiannilsson "**"**** and Ossiannils-
son et al. """, Frydenberg ", Kahn and Ally"®, and Kahn
%1 emphasized an eight-dimension framework of quality.
The framework was designed to guide the process of de-
veloping content for e-learning purposes in both public
and private institutions as they moved from traditional ap-
proaches to an electronic format. The eight dimensions of
this e-learning framework are as follows: (1) institutional,
(2) educational, (3) technological, (4) interface design, (5)
evaluation, (6) management, (7) resource support, and (8)
ethical (see Figure 4).
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Pedagogical %
%,

Figure 4. Kahn’s quality framework """

Each of these ecight dimensions includes a group of
concerns or questions that need to be examined to assess
and develop the e-skills of high-quality institutions. Kahn
and Ally " and Kahn’s """ quality framework is shown
in Figure 3. Similar to Frydenberg ", Kear et al. "
amorato dos Santos et al. ™, and Ossiannilsson '
they argued that it is crucial to use a holistic ecosystem
approach because the dimensions are interrelated.

In Contact North *”, the researchers argued that the
quality agenda has to be rewritten and further developed
by Ossiannilsson *'?* to examine the effects of the di-
mensions over time on learning, careers, lifelong learning,
community involvement, and benefits. Engagement is a
key driver of quality, innovation, flexibility, the effective
use of technology in learning, teaching, analytics, and as-
sessment involving learners in practical applications of the
content. In re-thinking the approach to quality, we should
ask ourselves the following:

(1) How? How do students experience their learning?

(2) How? How do faculty experience their teaching?

(3) What? Focus on outcomes in depth.

(4) So what?

(5) Then what?

Accordingly, there are requirements to move to a much
more experiential and outcome-based view of quality if it is to
be the engine of transformation. Furthermore, agile approach-
es are needed to respond to rapid changes in the educational
learning landscape. According to UNESCO Futures of Educa-
tion, quality must be considered from the learner’s perspective
in line with the approach of learning to become "

! In-
1,2,14,15]
b

3.3.2 Quality Models of Open Educational Re-
sources (OER)

What does quality in OER mean? It is difficult to specify ex-
actly what quality means in the context of OER, where trace-
ability, accessibility, and availability are at least as important
as the production values they represent. There is a difference
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in the emphasis on OER sharing, as third parties are actively
encouraged to reuse, recycle, and remix resources. Over-
time, as OER advocates, and I argue, this will lead to higher
standards. However, the problem remains that the quality of
learning resources is usually determined by the following:

(1) Accuracy

(2) Reputation of author/institution

(3) Standard of technical production

(4) Accessibility

(5) Fitness for purpose

The question of trust is an important factor in the issue
of quality. OER that reference Wikipedia are obvious exam-
ples. While it is possible to abuse trust in relation to OER
licenses, the community aspect and the inherent iterative
model provide protection in the long run. Cultural issues
are identified as important in relation to whether and how
people share learning and teaching resources. Different
institutions, sectors, and professional communities may all
have their own established practices in terms of sharing
teaching methods and learning materials. Academics may
feel more connected to the culture of their discipline or
professional practice community than to the institutional
culture. It could be argued that within the higher education
sector, there is no such thing as an institutional culture be-
cause there are many subcultures, which are often linked to
different institutional roles, traditions, and approaches that
can be more convincing than policy and policy documents.
Moreover, some traditions and practices can lead to the
slow uptake of new approaches and ideas ™.

The open movement challenges individuals and groups
to change their existing practices. However, in large in-
stitutions with many subcultures, uneven development
is very likely. An institution-wide approach to human re-
source development and promotion can help to overcome
some of these cultural barriers and encourage the use of
OER. Some institutions may choose to engage in such ac-
tivities in order to move forward """,

Stakeholders in different contexts have differing per-
spectives on what constitutes quality in OER. However, as
emphasized above, quality is very much in the eye of the
beholder. The most comprehensive, best-known, and most
frequently used quality model related to OER is the TIPS
model, which was developed by the Commonwealth Edu-
cational Media Center for Asia (CEMCA)"” . The acronym
TIPS stands for teaching and learning process (T), infor-
mation, material and content (I), presentation, product and
format (P), and system, technical and technology (S).

According to CEMCA and Kawachi ", three fields of
quality can be clarified. The first two-quality as a product
(content) and quality as a process-are well known. As prod-
ucts, OER can be released with the logo or the brand-name
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of the institution that produced them with the intention to
preserve and/or improve its reputation. As a process, OER
metadata tags can be completed by the end-users of the
OER to offer feedback and comments for the benefit of
future users. However, the educational experience is much
more than simply producing free online content (regardless
of whether it is high-quality content). For that purpose, the
TIPS guidelines are oriented to nurturing the idea of qual-
ity as a culture, which constitutes the third field. Culture is
shaped and developed by people. This idea resonates with
Ossiannilsson and Kahn, who argued for the three Ps """
1. Developing a culture of quality may be the way forward
rather than advocating resources as quality products or sim-
ply promoting quality practices and quality processes. An-
other common way to characterize OER, which is included
in the TIPS framework, is a classification that embraces
dimensions that describe the function of OER:

(1) Cognitive Domain: content knowledge, content skills,
and reflective critical thinking skills to be learned

(2) Affective Domain: the motivations, attitude and decision
to initiate performance, learner independence and autonomy

(3) Metacognitive Domain: understanding how the task is
performed, and the ability to self-monitor, evaluate and plan
own future learning

(4) Environment Domain: the localization, artistic pre-
sentation, language, multimedia, interactivity, and embedded
links to other content

(5) Management Domain: discoverability, tagging, includ-
ing for time management, transmissibility, business models

In the TIPS model by CEMCA and Kawachi ", the three
fields of product, process, and culture, as well as the five
domains are integrated using 38 criteria under the four head-
ings comprising the acronym TIPS, as shown in Figure 5.
Additionally, the TIPS guidelines are intended to facilitate a
culture of professional reflection, which was described above
as the third field.

Figure 5. Free illustration of identified fields, domains,
and features of the TIPS quality model related to OER de-
veloped by the Commonwealth Educational Media Center

for Asia (CEMCA)""
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Kahn’s framework of e-learning has been applied to
not only OER and MOOC but also micro-learning ""****”,
The eight dimensions of this framework are as follows: (1)
institutional, (2) educational, (3) technological, (4) inter-
face design, (5) evaluation, (6) management, (7) resource
support, and (viii) ethics. It is obvious that the dimensions
in this framework correspond highly to the features and
domains in the TIPS framework **.

3.3.3 Quality Model of MOOC

The EADTU’s European quality benchmarking model
OpenupEd offers a framework of common features in
MOOC, which emphasizes learners’ perspectives. The
framework is not meant to be followed slavishly, as it is
a benchmarking model, but it is intended to serve as a
guideline for improving the quality of MOOC offerings.
Because of its flexibility, some institutions and MOOC
conform to the benchmarks more than others do. The
framework is intended to be applied at the institutional
level and in single MOOC. The background features of
the OpenupEd framework of quality are intended to of-
fer MOOC to everybody in a flexible manner that meets
the needs of today’s learners. The model comprises 35
benchmarks that relate to self-assessment or to external
reviews required for the OpenupEd quality label. Any
institution and course that meets the quality features of
OpenupEd is awarded an international quality label.

The OpenupEd features guarantee that MOOC secure
the fundamental values of open and free education in all
societies. From the learner’s perspective, OpenupEd facil-
itates appropriate incentives for learners to progress and
succeed in learning by removing barriers such as costs and
physical, mental, or requirements at entry into learning
and along the learning path. As shown in Figure 6, Ope-
nupEd is characterized by eight features:

(1) Openness to learners: free of charge, free admit-
tance, open access, learn anywhere online, start anytime,
self-paced, and diversity in languages and cultures, a
spectrum of approaches and contexts, accounting for vari-
ety, and profiling.

(2) Digital openness: open sources (software), open
access (scientific output), open content, and open educa-
tional resources.

(3) Learner-centered: all unnecessary barriers to learn-
ing are removed, while aiming to provide students with a
reasonable chance of success in education. The focus is
more on innovation in open pedagogical thinking and less
on technology and platforms. Students construct their own
learning in a rich environment, and they share and com-
municate it with others in learner-centered activities.

(4) Independent learning: providing high-quality ma-
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terials and a rich learning environment to enable an inde-
pendent learner to progress through self-study.

(5) Media supported learning: course materials should
make use of online affordances (interactivity, communica-
tion, and collaboration) as well as rich media (video and
audio) to engage students.

(6) Recognition: OpenupEd partners offer a full/com-
plete course experience, including recognition options.

(7) Quality focus: quality assured, accredited, and Eu-
ropean Qualifications Framework level.

(8) Spectrum of diversity: a course should be inclusive
and accessible to a wide diversity of citizens. In short, it
should appeal to everyone, be diverse in language and cul-
ture, provide a spectrum of approaches and contexts, and
account for variety and profiling. Diversity is considered
one of the key advantages of new and emerging learning
technologies.

Figure 6. Identified features of the OpenupEd quality
model related to MOOC by EADTU "?,

3.3.4 Quality dimensions of OOL, OER, and
MOOC from the learner’s perspective

Figure 7 presents a summary of the areas of open, on-
line learning, OER, and MOOC and the main quality do-

mains, dimensions, and features. In all three perspectives,
the learner is at the center.

In Figure 8, OOL, OER, and MOOC are defined, and
the most frequently used quality models in those areas are
included. However, the quality dimensions of the models
are described in general terms, and they do not necessarily
focus on the learner as the core or consider the learner’s
perspective, even if they claim that personalization is a core
quality dimension. Although personalization is important,
the concept can be interpreted in at least two ways: literally
and aligned with organizations’ offers and services.

The learner’s perspective on quality in OOL, OER,
and MOOC is taken literally. Furthermore, several qual-
ity dimensions have been identified through experience
and research, which are related to motivation, success,
and self-determined learning . In this context, success
means motivation, passion, learning to learn, outcomes in
the form of completion, employability, and “just-for-me”
learning. Previous studies showed that if learners can take
control and orchestrate their own learning and if the offers
and services embed quality dimensions such as flexibility,
transparency, personalization, there is a positive effect on
completion rates, which unfortunately used to be a high-
ly ranked quality indicator in traditional education and a
marker of success in institution !'>*!),

As shown in Figure 8, additional quality dimensions
for learners to succeed in the learning process can be iden-
tified in OOL, MOOC, and OER. Some dimensions are
commonly considered quality dimensions that are crucial
not only for success from the learner’s perspective but
also for completion rates. Unfortunately, many quality di-
mensions are not mentioned, considered, or explicit in the
models presented above.

Digntal openess
Openness to learnets Learnes centred
Spectrumof diversity L= Independent learning
Quality focus { O Media supported

Gl Leomer o

loarning processes Participation Personalization
Information and achnical ’
content materlal S ’rm' Accessibitty e Interactivity

Flexibility Productivity
Presentation, produet
S Cognitive, Affective
Metacognitive, Environment

Figure 7. Summary of identified quality features in existing quality models related to the three perspectives OOL, OER,
and MOOC
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OO0L

Userfriendly intarface

MOOC

= Accessability, Content, Fitness for
purpose, Flexibility, interactivity, inclusion, Just for
me, Mativation, Participation, Passion,
Personallsation, Productivity, Quality, Recognition,
Security, Trustworthness, Userfriendly Interface

= Accuracy, Accessability, Affordance, Bildung,
Content, Design, Fitness for purpose, Just for me,
Just Intime, Motivation, Passion, Personalisation,
Professional, Quality, Reputation of
authorfinstitution, Securlty, Standard of technical
production, Trustworthness, Up to date,

= fAccessability, Affordance, Autonomy, Bildung,
Choice based, Content, Collaboration/peer
learning, Creditation, Design, Diversity, Fitness for
purpose, Inclusion, Interactivity, Just fo me, Just in
time, Motivation, Openness, Passion,
Personalisation, Quality, Recognition, Securty,
Trustworthness, Userfriendly interface

Figure 8. Quality dimensions from the learner’s perspective on the three domains of OOL, OER, and MOOC. The com-
mon areas are identified and clustered

The common quality dimensions in OOL, OER, and
MOOC from the learner’s perspective are identified in
Figure 6. Table 1 provides a detailed explanation of the
concepts and what they relate to.

Table 1. Common Concepts in OOL, OER, and MOOC

Related to anytime, anywhere, with any device
to Web Accessibility Initiative (WAI)
Related to needs and desires; have to learn,
want to learn, must learn
Meets learners’ desires and needs, just-in-time
and purpose
Meet learners’ desires and needs, just-in-time
and purpose at the right level for individual’s
knowledge, skills and attitudes, here and now
Timing exactly when individuals have needs,
motivation, passion and requirements related to|
work and leisure time
Related to both intrinsic and extrinsic motiva-

Accessibility

Content

Fitness for purpose

Just-for-me

Just-in- time

Motivation .
tion
A powerful feeling. An extreme interest in or
Passion wish for doing something, such as a hobby,
activity, and/or to learn something
To personalize related to individual’s needs,
Personalization desires, study paths and style. Level of flexibil-
ity in all means

. Personal security, as well as technical, moral,

Security .
and legal security
Quality of content, process, culture, and at all
Quality means and levels; quality assured, accredita-
tion, certificated, peer reviewee

Valued for time and effort spending time and

Recognition energy and sometimes cost in learning settings
and contexts

Trustworthiness Trust and reliability, §ecur1ty, current, profes-

sional

User-friendly inter- Easy to navigate, easy overview, interactive,

face and intuitive

4. A Quality Model Embracing the Threefold
Perspectives on OOL, OER, and MOOC

A fragmented picture of quality assurance in digital
and online learning arose from the analysis presented in

28 Distributed under creative commons license 4.0

this conceptual research article and from the peer learning
activities performed within the mandate of the WG-DOL.
This article attempted to present a quality model that em-
braces all three main areas described above. The learner
at the center, that is, at the heart of the model, symbol-
izes single individuals and their motivation, purpose,
enjoyment, and passion for learning in open OOLs with
MOOC, OER, and other open sources, which allows them
to have options to become autonomous, self-directed, self-
paced lifelong learners.

As shown in Figure 9, through identification and clus-
tering, three domains of quality emerged: (1) the excel-
lence of the open education offered; (2) the effects of the
learning process; (3) the implementation from the learn-
ers’ point of view in relation to the material and methods
used to learn. Each domain has a set of characteristics
based on and clustered from the quality models described
above. Depending on the context, they can be situated and
elaborated in detail. However, it should be noted that al-
though most of the obvious quality features are included,
other features, dimensions, and benchmarks might be em-
phasized, depending on the specific educational purpose
of open education. However, any model must be flexible,
which was argued in a quality research report by Ossian-
nilsson et al. ), because open learning environments are
changing rapidly.

Figure 9 shows a framework of quality domains in
OOL, OER, and MOOC from the learner’s perspective.
This framework is the result of research on the most com-
monly used quality models in OOL, OER, and MOOC, as
well as clustering quality domains, indicators, and dimen-
sions. The quality of the product and the process from the
learner’s perspective has implications and consequences
for excellence, impact (Outcome), and implementation.
The model can be elaborated and described as follows:
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(1) Excellence is related to the comparison of the qual-
ity of a concept or an object with its peers and its maxi-
mum potential. Excellence relates not only to quality at all
levels but also to efficacy, accuracy, and research. OOL,
OER, and MOOC are excellent when quality not only
exists at all levels but also is efficient. Moreover, offer-
ings must allow and meet learners’ expectations of equity,
access, participation, collaboration engagement, passion,
and motivation. User-friendliness, accuracy, affordance,
fitness for purpose, and just-for-me learning are also relat-
ed to excellence.

(2) Impact is related to both availability and accuracy,
as well as to the measure of the extent to which an object
or concept is effective. It is also related to the consequenc-
es or implications of the object or concept, the context in
which it is applied, and the use to which it is put by the
user. Impact also related to learning outcomes, equity,
access, participation, collaboration, availability, and ac-
curacy. There is an impact if learners experience access,
availability, usability, and accuracy in their learning pro-
cess. The levels of just-in-time and just-for-me learning
are valid as high-impact factors. Similarly, recognition,
self-esteem, and opening up new possibilities for life and
employability are highly valid factors.

(3) Implementation is related to efficacy, fitness for
purpose, services, and recognition. Implementation is also
related to just-for-me learning.

Excellence

Implementation

Figure 9. Framework of quality domains in OOL, OER,
and MOOC from the learner’s perspective

Embracing and embedding learners’ perspectives on
quality in OOL, OER, and MOOC are important for organi-
zations and institutions if they take personalization seriously
by creating learner-centered educational settings, learning
arenas, research, offers, and services. Embedding learners’
perspectives on quality means that they can increase their
own levels of quality and expand in relation to excellence,
impact, and implementation. For organizations, excellence
and outstanding performance can be related to enhancing
quality at all levels. For stakeholders, quality can be related
to efficacy, accuracy, and research. For organizations, im-
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pact is related to both availability and accuracy. Impact is
also related to visible and sustainable outcomes, innovation,
and change for others and society, which is often related
to high ranking. Considering the learner’s perspective on
quality implementation from the beginning could serve to
embed quality dimensions that positively affect learners’
access, engagement, efficacy, fitness for purpose, equity,
and inclusiveness. By implementing this approach, orga-
nizations can increase excellence for all learners, markets,
and societies worldwide.

Figure 10 shows the framework of quality domains
in OOL, OER, and MOOC from the organization’s per-
spective. The framework is based on the quality models
in OOL, OER, and MOOC and through the clustering of
quality domains, indicators, and dimensions. The model
can be elaborated for organizations to suit their aim and
business model:

(1) Excellence is related to comparison of the quality of
a concept or an object or to its peers and to its maximum
quality potential. Excellence is related to quality at all lev-
els and all stakeholders, as well as to efficacy, accuracy,
and research.

(2) Impact is related to both availability and accura-
cy, as well as to the extent to which an object or concept
proves effective. Impact is related to consequences or
implications for the nature of the object or concept itself
as well as the context in which it is applied and the use to
which it is put by the user. Impact is also related to learn-
ing outcomes, equity, access, participation, collaboration,
availability, and accuracy.

(3) Implementation is related to efficacy and the fitness
for purpose of the object and concept being assessed. Im-
plementation is also related services, cost, strategy, recog-
nition, pedagogy, technology, and leadership.

Implementation

Figure 10. Framework of quality domains in OOL, OER,
and MOOC from the organization’s perspective

5. Discussion and conclusion

This conceptual research article addresses peer learning
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activities performed within the work of WG2 DOL, output
2 on the quality assurance model for open and innovative
learning environments, its impact on specific assessment
frameworks, and its implications for EU recognition and
transparency instruments. Through the identification of the
most well-known and used quality models in the areas of
OOL, OER, and MOOC, their concordance, and the iden-
tification of stakeholders and their individual and common
interests, a tentative quality model was identified based on
the learner’s perspective and hence the organization’s per-
spective. Organizations must review quality through the
lenses of the learners.

In summary, quality in OOL, OER, and MOOC can be
described and discussed at differing levels and from sever-
al perspectives. Several models of quality in OOL, OER,
and MOOC have been applied. However, as discussed in
this conceptual article, common core quality dimensions
are crucial from the learner’s point of view, which must
be considered in discussing and defining quality. In open-
ing up education, there are greater possibilities for and
demands on increased personalization and just-for-me
learning. Additionally, different stakeholders have differ-
ent rationales, purposes, and interests. Moreover, they do
not always have the same values regarding quality. Three
main domains were derived from this overview of quality
models, stakeholders’ perspectives, and the learner-cen-
tered approach, which are crucial to consider for both
learners and organizations: excellence, impact, and imple-
mentation.

Further research could focus on changes in learning
landscapes, such as those caused by the pandemic in the
spring of 2020 %% Additional topics recommend-
ed for further research are the future of education ' in
preparation for the changing learning and educational
agenda, and the upcoming paradigm of the new normal, in
which learner is firmly at the center and agile leadership
and management approaches are required.
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1. Introduction

rtificial intelligence (Al) is the study and design

of algorithms that perform tasks or behaviors

that a person could reasonably deem to require
intelligence if a human were to do it ). Many mature
technologies nowadays adopted by the general public
have historically switched their design approaches from
machine-centered to human-centered . Increased digiti-
zation in various spheres of life has led to a shift towards
the implementation of digital technologies for data man-
agement and administration . The business sector offer-
ing A.I. services benefits the most from the importance of
Human-Centered A.I. Programmers are directed to ensure
a continuous flow of income from the user, meaning that
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The paper reviews how human-centered artificial intelligence and security
primitive have influenced life in the modern world and how it’s useful in
the future. Human-centered A.I. has enhanced our capabilities by the way
of intelligence, human informed technology. It has created a technology
that has made machines and computer intelligently carry their function.
The security primitive has enhanced the safety of the data and increased
accessibility of data from anywhere regardless of the password is known.
This has improved personalized customer activities and filled the gap
between the human-machine. This has been successful due to the usage
of heuristics which solve belowems by experimental, support vector ma-
chine which evaluates and group the data, natural language processing
systems which change speech to language. The results of this will lead to
image recognition, games, speech recognition, translation, and answering
questions. In conclusion, human-centered A.l. and security primitives
is an advanced mode of technology that uses statistical mathematical
models that provides tools to perform certain work. The results keep on
advancing and spreading with years and it will be common in our lives.

humans have to be dependent upon the software in a cer-
tain sense.

Artificial Intelligence is of three different types:

(1) Narrow or Weak A.IL

(2) General or Strong A.L

(3) Attificial Superintelligence

Current progressing improvements draw scientists clos-
er to achieving general Al with several theories speculat-
ing its future where intelligent killer robots will take over
the world by either wiping out the human race or enslav-
ing all humanity. The optimistic theory relates a blending
co-relation between humans and robots, where humans
use artificial intelligence as a tool to enhance their life ex-
perience. These machines’ speed and accuracy are already
gaining root in human lives, performing tasks that would
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have otherwise been impossible for humans to complete
independently.

However, humans’ creativity and emotions are incred-
ibly unique, that it becomes challenging for any program-
mer to replicate the machines’ traits. Security Primitive
is also an essential part of the A. I since it determines
whether the selected portions of the image match with the
password and also provides random access to the selected
image if the password of the user is known. It refers to
an integrated protocol within the software where specific
procedural steps have to be taken before to accomplish an
intended purpose. For example, a person may commit to
a chosen value while keeping it hidden from others, with
the ability to reveal it later. Even so, no one should trust
the artificial system by default. Verification procedures
that allow testing the Al “black box” behavior and outputs
using different solutions already available should comply
with legislation ),

2. Proposed Methodology

This research paper’s methodology section portrays the
steps that can be followed to identify our current position
with artificial intelligence. Understanding the primitives is
a secure way of grasping the root of artificial intelligence.

3. Commonly Used Security Primitives

3.1 Digital Signatures

A digital signature is a mathematically designed scheme
meant to verify the authenticity of digital documents.
Once the digital prerequisites have been satisfied, the re-
cipient will have no reason to doubt whether the known
sender created the message and if its integrity was not al-
tered during transit. It is implemented by having all scan-
ners in, say, an office setting, sign each scan, and have the
signature verified by the viewing applications to avoid
fraud as any alteration is detected "*.

3.2 Private Information Retrieval

A file from a given server can be retrieved without leaving
a trace of the database from where it was initially. It is
particularly useful where the user cannot access the other
information from the same database. The only possible
protocol that can grant the user information-theoretic
privacy is when the entire copy of the database is sent to
them. Clients want to know that the servers perform cor-
rectly, to understand the reasoning behind their actions,
and to know how to use them appropriately to guarantee
safety of their information ',

Distributed under creative commons license 4.0

3.3 Mix Networks

Mix networks refer to complicated protocols created by
hard-to-trace routing in a chain of proxy servers called
mixes. The secret of a Mix Network is that it takes mes-
sages from multiple senders then sends them back at a
random order to the next destination. The whole process
becomes hard to trace since the link between the source
and the goal is destroyed.

3.4 Algorithm

The three different steps in this research are:

(1) Supervised Learning

Programs set in the model with unrelated data are com-
pared with the actual target outputs; therefore, minimizing
errors. There are six kinds of supervised learning classifi-
ers: random forest, gradient boosting machine, conditional
random forest, naive Bayes, neural network, and support
vector machine .

(2) Unsupervised Learning

Unsupervised learning is essentially incomprehensible
without inductive biases both on the considered learning
approaches and the data sets *).

(3) Reinforcement Learning

Artificial neural networks are under the heading of re-
gression and clustering algorithms, which either can fall
under supervised or unsupervised methods. Reinforce-
ment Learning is used in virtual games, in building col-
laborative multi-agent systems "”. Virtual reality increases
the performance of training due to immersion and realistic
spatial objects !'”.

Flow charts:

Machine

Learning

Supervised Unsupervised [l Reinforcement

sk driven Dhata drives Algorithm kaadrns to

[Regression / Lhustenng | react ko ar

Liassification) ervircnement

Figure 1. Types of Machine Learning algorithms

Source: https://www.analyticsvidhya.com/blog/2015/06/machine-learn-
ing-basics/
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Figure 2. A summary of traditional machine learning
methods

Source: http://www.datasciencecentral.com/profiles/blogs/ma-
chine-learning-summarized-in-one-picture

4. Result Analysis and Discussion

A more in-depth evaluation of the subject of artificial in-
telligence reveals ideas, thought, ambitions, and desires of
man to progress to a higher level of human achievement.
The world’s rapid advancement towards an artificial fu-
ture comes with worries and fear. The accuracy level of
man is not infallible. Therefore, some loopholes may still
prevail causing massive destruction at the epitome of the
advancement. Below, the future of Artificial Intelligence
and the possibilities of merits or demerits associated with
it is discussed.

4.1 Artificial Narrow Intelligence (ANI)

The 21st century celebrates its achievement in this level
of artificial progress. If a 19th-century corpse could res-
urrect today, it would be stunned by the rapid progress in
technology vivid in this generation. Phones operated by
fingerprints and unlocked by facial recognition are com-
mon advancements that a large population enjoys today.
All credit goes to the obedient programs that are set to
accomplish the given tasks. Narrow Al fitly pictures the
constraints that the machines have been put to operate on.
Human intelligence is here not replicated, but it merely
simulates human behavior under a narrow set of parame-
ters. Systems that excel at specific tasks, yet cannot apply
their resources outside fairly narrow domains are said to
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have this Artificial Narrow Intelligence """, Examples of
Narrow A.lL include:

(1) Self-driving cars

(2) Siri by Apple and other virtual assistants

(3) Email spam filters

(4) Disease prediction tools

(5) Face recognition software

Despite all its advantages, the selection of Al in nu-
merous ventures is seen as a danger to low-and-middle
talented specialists, as it will radically chop down depen-
dence on the human labor force. The increasing level of
unemployment created by the replacement of human labor
by these machines is alarming and companies could gain a
disproportionate advantage over conventional companies
that still depend on normal, shift-based systems leading to

unfair competition .

4.2 Artificial General Intelligence

The goal of AGI is the capacity to solve multiple prob-
lems, not just one ", Advanced Al, can mirror human
behavior, and at times make conversations with humans
forming relationships. This is capable of breaking the fab-
ric holding the society as we know it.

4.3 Artificial Super Intelligence

Artificial Super Intelligence is the capability of hu-
man-made systems that can surpass humans "'*. The ma-
chine acts naturally mindful and goes past human insight
and capacities. The ASI has a better memory and faster
ability to process data. The reasoning and decision mak-
ing of ASI will also be higher than that of humans. The
thought of having such kind of machines sound appealing,
especially when we imagine that we shall be sitting some-
where relaxed as we command the “non-exhausted hu-
mans” with ease. It is this level of technological achieve-
ment that scientists are busy striving to attain. The thought
of the ASI taking over the dominion of man is also a spec-
ulated potential danger. Positively, malware identification
techniques are used to improve cognitively-inspired infer-
ence !"*,

5. Conclusion

Will the Artificial Super Intelligent level of technological
advancement ever be achieved? In case it is completed,
what of the accelerated hacking, A.I. terrorism, and more
negative issues will be associated with them? Such ques-
tions and more may crisscross the mind of a thinker and
possibly stigmatize the mind of a pessimist. If the current
machines can still find their way to the hands of terrorists,
the militia groups may even use the advanced devices for
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evil. A thought like this poses a danger to the forthcoming
generations. It appears more profitable to appreciate the
level of advancement we have attained and think of how
humanity can benefit from it other than focusing on the
higher. In contrast, society suffers from them.
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