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ABSTRACT

Software-defined, data-intensive cyber-physical systems and software-defined networks of atmospheric observers
are evolving rapidly due to the rapid expansion of sensing diversity, the volume of streaming data, and the demand for
low-latency, decision-relevant products. Simultaneously, artificial intelligence (AI) and the continuously evolving state
of computing are making it possible to create end-to-end architecture fostering the migrations of the presumably single
algorithm to combined intelligent ingestion, quality control, and multi-modal fusion, uncertainty-related retrieval, and
scalable service delivery at the edge-to-cloud-high-performance computing (HPC) environment. This overview summarizes
Al-based models of future atmospheric observation networks within a single, consolidated taxonomy based on deployment
topology, learning and update modes, connectivity to physical models and data assimilation, level of autonomy (passive to
adaptive sensing), and model of governance. Next, we consider recurring architectural themes, such as edge intelligence
and streaming provenance and machine learning operations (MLOps)/model operations (ModelOps) to continue evaluation
and safely update, and we scrutinize integration gateways with physical models, like data-assimilation-oriented outputs,
hybrid/physics-informed designs, and simulation of observing systems using digital twins. Lastly, we address evaluation
and readiness aspects that are not limited to predictive skill, but also involve calibrated uncertainty, nonstationary and
extreme robustness, system latency and reliability, interoperability, security, and demonstrated downstream influence on
analyses and forecasts. Through bringing together the cross-cutting issues and prospects, this review provides a road

map with respect to trustworthy, interoperable, and sustainable observation infrastructures in which code and climate science
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will co-evolve.
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1. Introduction

The network of atmospheric observation is at the front-
line of climatic and weather intelligence. They furnish mea-
sures on which day-to-day forecasting, hazard-early warn-
ing, air-quality guidance, and climate forecasting far in the
future are extensively dependent. However, the business en-
vironment within which these networks operate has evolved
radically. The pressures on observation systems caused by
urbanization and increasing exposure to extreme events, and
increasing demands on multi-resolution decision support, are
compelling observation systems not only to provide more
data but to provide more actionable data at a higher rate,
with a quantified level of uncertainty, and unique formats
compatible with immediate use in downstream models and
services[!l. Simultaneously, there is diversification of sens-
ing technology: alongside the conventional in situ stations
and radiosondes are now expansive radar and satellite con-
stellations, aircraft measurements, Internet-of-Things (IoT)
sensors of small size, customer-science feeds, and mobile
applications. The resulting topography is uneven in terms of
sampling frequency, representativeness of space, stability of
calibration, and error properties. Concisely, the observation
network has emerged as an intricate cyber-physical network,
the functionality of which relies equally upon software and
data pipelines as much as on the sensor hardware directly >4,

This change overlaps a second change; the recent
progress in artificial intelligence (Al) and current software
engineering has enabled extracting value out of atmospheric
observations in previously impractical ways[®l. Deep learn-
ing has made it possible to combine multi-modal data, do gap-
filling, anomaly detection, and latent variable inference using
remotely sensed signals. Self-supervised and foundation-
model methods have improved the re-use of representations
across tasks and scale, making it possible to have models
trained on a massive archive and extrapolate to new areas
and sensors. In the meantime, cloud-native infrastructure,
stream computing, and edge computing have facilitated the
continuous inference near sensors, shrinking the latency and

bandwidth requirements. Collectively, these trends are trans-

forming the main question: How do we get more observa-
tions into more reliable, interoperable, and decision-ready
products? How do we create Al-based frameworks that can
consistently convert raw observations into trustworthy, inter-
operable, and decision-ready products?

More importantly, the solution is not simply using
Al In atmospheric science, the usefulness of any measure
is achieved by a sequence of procedures, ingestion, qual-
ity control (QC), calibration, spatiotemporal fusion, inter-
instrumental fusion, uncertainty quantification, physical
modeling assimilation, and providing it back into forecast-
ing or decision processes!®). Weak links at any point of this
chain will vitiate the results downstream. To give an ex-
ample, a small bias of a cheap sensor network can cause
systematic errors in the fields being derived; a slow deliv-
ery of otherwise accurate measurements can diminish the
impact of a forecast; and falsely-specified uncertainties may
cause over-confident products at the point of greatest need,
at the extremes. It is possible to assist in every step using Al,
though, only when it is put into resilient architectures, which
handle data provenance, model versioning, drift control, se-
curity, and operational limits. Therefore, this review centers
on the intersection of code and climate: the advent of the
deployable end-to-end systems that relate the atmospheric
sensing to both the scientific and societal worth 78],

The word framework is not used by chance. Most
of the contributions to the literature focus on a particular
model (e.g., a neural network for radar nowcasting) or per-
ceiving a single functionality (e.g., anomaly detection for
QC). These advances are valuable, yet they do not typically
give attention to the system-level requirements that define
whether or not an approach can be believed in and supported
in the operational environment. In comparison, an Al-driven
framework has a more extensive scope: (i) ingestion and data
management software; (ii) one (or more) learning or infer-
ence software (QC) systems; (iii) deployment patterns (i.e.,
edge devices, cloud services, and high-performance comput-
ers); (iv) mechanisms to secure, privacy, and control access;
and (v) lifecycle practices (such as MLOps/ModelOps) to

constantly evaluate and update. This broader definition is
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consistent with how next-generation observation systems
are literally constructed and operated, and it can be used to
understand why two procedures with comparable predictive
ability may have such a very different impact in reality [>-%1%],

Another important driving force of the framework per-
spective is the emergence of real-time and high-density ob-
serving. Conventional networks were modeled based on the
periodic transmission and centralized processing, where the
assimilation cycles and product generation occur at a fixed
point. Conversely, new deployments are more and more
implemented in the form of streaming systems. Dense sen-
sor arrays produce continuous flows that need to be filtered,
summarized, and prioritized. High-volume gridded products
are offered by satellite and radars, and irregular trajectories
are offered by mobile platforms. With this kind of regime,
one centralized pipeline will turn into a bottleneck. Running
inference close to the sensor, then known as edge computing,
has consequently been appealing to on-device QC, event
detection (e.g., rapidly growing signatures of convection),
adaptive sampling triggering, and intelligent compression.
Edge deployment, however, brings about additional limita-
tions such as insufficient power, intermittency, heterogeneity
of hardware, thermal constraints, and robust update mecha-
nisms are required. It also poses new scientific challenges:
How will it be possible to trace uncertainties when the sec-
tion of the pipeline functions not in a centralized way? How
should the division of labor between edge and cloud be done?
What to do to make models stable in both distribution shift
and sensor drift? These are the questions that cannot be
answered only through the selection of algorithms; these
are the questions that require architectural and governance
answers 117131,

The other force is the growing enthusiasm for the kind
of closed-loop observation system, in which sensing is not
necessarily passive. In closed-loop systems, observations at
a point and in time are informed by forecasts and uncertainty
by the use of a model that finds extensive application in the
field of targeted observations, but is now many times more
within the reach of automation and Al. Limited sensing re-
sources can be allocated, transmissions can be prioritized, or
the mobile sensors can be directed to high information gain
regions using active learning and reinforcement learning.
The simulators that model both sensor behaviors and atmo-

spheric processes, when combined with an observational

network, are known as the digital twins of these networks,
and they provide a way to experiment with such strategies by
simulating experiments of observational systems (OSSEs).
However, closed-loop systems increase the requirements on
trust: defective targeting policies may systematically ignore
crucial conditions; adversarial or corrupt inputs may confuse
sensing, and defective uncertainty calibration errors may lead
the system to seek spurious patterns. Fail-safe modes, moni-
toring, human-in-the-loop controls, and auditability are pro-
vided at the framework level and hence are necessary[!413].

Physical modeling combines with AI, which adds more
complexity. The observation networks in the atmosphere
are closely integrated with physics-based numerical weather
prediction (NWP) and reanalysis systems in the form of data
assimilation (DA). DA is a principled approach to integrating
observations with model forecasts of the usage of correctly
specified observation operators and error models. Here, Al
could serve in several ways, especially approximating costly
operators that can be learned fast, biases can be reduced,
errors in observation approximated, or the subgrid processes
that influence representativeness can be modeled. Combin-
ing physical constraints with data-driven learning, Hybrid
methods, a combination of both, are potentially useful to-
wards enhancing generalization and consistency. But these
solutions generate new integration problems: how to make
learned components inter-regime stable, how to measure the
uncertainty in learned operators, and how to design interfaces
such that the outputs of Al systems can be safely consumed
by a DA system. Consequently, the range of coupling be-
tween Al structures and physical models, including loosely
coupled analytics pipelines, DA-based structures, and fully
digital-twin ones, is in the list of the most significant themes
of this review 6],

Although at a high pace of development, there are a
number of enduring challenges that restrain the translation of
research prototypes to sustainable infrastructures. To begin
with, interoperability is not even. The information stored in
observation is often spread out in formats and metadata stan-
dards, and Al-ready datasets also record a large amount of
information in formats that are not reproducible or uniform.
Second, the practices of evaluation are piecemeal. Lots of
studies report model skill measures and fail to measure the
impact of the forecast, its latency, ability to remain robust
in the presence of a shift, or operational maintenance load.
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Third, the problem of governance and security is not well
covered in much of the scientific literature. Networks based
on observation are becoming susceptible to spoofing, tam-
pering, and supply-chain risks, particularly where they use
low-cost or distributed sensors. Fourth, equality and cover-
age are important issues: Al-driven optimization may entail
the absence of incentives toward areas with high infrastruc-
ture and past data, which serves as an improvement of the
observational gaps in underserved regions. Lastly, the issue
of sustainability has been made a first-order agenda item.
Training large models should be weighed against the costs
of training and energy, and the cost of continuous inference
needs to be mitigated against the results of better products,
and the lifecycle carbon effects should have been considered
when designing systems!!718],

The reason behind this review is the necessity to accord
some sanity to this rapidly changing space. We construct
Al-based observational networks of the atmosphere based
on a single taxonomy grounded on a comparative table that
characterizes representative systems based on their layer of
deployment (edge/cloud/hybrid), learning paradigm (super-
vised, self-supervised, foundation, online), strength of cou-
pling between them and their physical models and DA (stan-
dalone to integrated), control (passive/adaptive observing),
and governance model (centralized to federated/privacy pre-
serving). Developing this taxonomy, we examine end-to-end
architectural patterns, general ability modules (QC, fusion,
retrievals, nowcasting, uncertainty quantification—UQ), and
commentary on the integration of these general competencies
and approach to integration with DA and digital-twin ecosys-
tems. We further suggest an evaluation and preparation optic,
which extends the predictive capability to encompass latency,
dependability, reproducibility, security stance, sustainability,
and effects on downstream projections and forecasts. Lastly,
we bring together cross-cutting constraints and future di-
rections and highlight interoperability principles, enduring
MLOps + DA pipelines, reliable uncertainty about extremes,
collaborative federation, benchmark suites to connect sens-
ing decisions with effect prediction, and the energy-aware
design 921,

The remaining part of the paper has the following struc-
ture. Section 2 presents a background and abstract princi-
ples of how the structure of errors, concept of data fusion,
and theory of data assimilation are presented that form the

stratosphere of Al integration. Section 3 gives the taxonomy
and the table of overview of Al-driven structures, which
gives a recorded landscape map. In Section 4, there is a dis-
cussion on end-to-end its architecture and core capabilities
in edge, cloud, and HPC deployments. Section 5 aims at
physical modeling, coupling, data assimilation, and adap-
tive observing control, such as digital twins. Section 6 deals
with evaluation, operation readiness, cross-cut challenges,
and future directions. Section 7 has its conclusions and a
few insights into deepening what it will require to develop
next-generation, closed-loop, reliable infrastructures of at-
mospheric observation at the tightest coordinated code and

climate science co-evolution[#2!,

2. Background and Theoretical Foun-
dations

Next-generation networks Observations of the atmo-
sphere Generation Next-generation memory systems are at
the interface of the geophysical measurement science, sta-
tistical inference, and large software systems. It must also
be evidently theoretically grounded in understanding what
an Al-driven framework adds to the traditional pipelines and
in determining where Al can be implemented without break-
ing physical consistency, the requirement of uncertainty, or
the operational constraints. Highlighted in this section are
the observation modalities and error structures defining at-
mospheric data sets, the essential concepts of data quality
control and multi-sensor fusion, and the concepts of uncer-
tainty quantification and data assimilation form the basis of
contemporary forecasting and reanalysis. These concepts
give the reference points to be employed in the remainder of

the taxonomy and comparison in the following parts 2341,

2.1. Atmospheric Observation Networks as
Cyber—Physical Systems

Atmospheric observing systems should be considered
as cyberphysical networks: sensors are constructed physi-
cally, and through software pipelines, the signals are pro-
cessed into geophysical variables and products of the so-
Iution. The stations fixed on site include applications of
meteorological (and air-quality) and upper-air (radiosondes

and profilers), remote sensing (radar, satellite radiometers
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and sounders, lidar), aircraft and ship measurements, and a
growing ecosystem of low-cost IoT and mobile sensors. The
samples of the variables, scales, and regimes of each modal-
ity differ, with each having different latency and coverage
patterns (23],

Systemically, the data flow within the system function-
ality of the observation pipeline may have (i) sensing and
on-board preprocessing, (ii) transmission and ingestion, (iii)
calibration and quality control, (iv) spatiotemporal harmo-
nization, (v) high-level retrieval or feature generation, (vi)
fusion and uncertainty characterization and (vii) downstream
connection to models, assimilation and applications. The op-
eration of next-generation networks focuses more on stream-
ing, heterogeneous compute (edge/cloud/HPC), and constant
refresh of both data and models, which further drives the
requirement of explicit theory-based design, as opposed to
algorithm insertions 261,

2.2. Measurement Error, Bias, and Represen-
tativeness

The usefulness of an observation is not only offset by
its nominal accuracy, but also by its error model of the behav-
ior of uncertainty in time, space, and operating conditions.
Error in the dataset in the atmosphere is hardly independent
and identically distributed. Rather, they may contain random
noise, systematic bias, drift, change of continuity at a point
of maintenance or sensor replacement, and correlated errors
caused by exposure to environmental impacts or common
processing processes. One is representativeness error (the
discrepancy between what a sensor captures (ex, at a point
or along a path), and what a grid-based model state variable
specifies (an area volume mean at finite resolution). The im-
portance of representativeness error is majorly on large urban
networks in dense urban settings, highly varied terrain, con-
vective storms, and near-source air-quality measurements,
where the gradient and variability across grids are very slight.
In the case of Al-based frameworks, representativeness error
occurs in training labeling, the definition of ground truth,
and the consistency of learned mappings to scale variations.
It provides motivation as well as to hybrid methods that di-
rectly model scale conversion, use of physical constraints,
or learn context-specific observation uncertainties [>27),

Prejudice is also underlying. Most types of sensors

are subject to state-dependent bias (e.g., humidity sensor

errors with temperature), regime-dependent behavior (e.g.,
precipitation effects on measurement), and processing bias
(e.g., artifacts of retrieval algorithms). Since data assimila-
tion and probabilistic prediction are extremely sensitive to
bias and mis-specified uncertainty, such a claim purporting
operational benefit should focus on such corrections as well,
bias correction and uncertainty calibration, preferably with

transparent provenance and version control 28],

2.3. Data Quality Control Foundations

The entry point of observation utility is quality control
(QQ). In classical QC, instrument diagnostics, range checks,
temporal/spatial consistency checks, and buddy checks (re-
quests to other sensors in the field or other background fields)
are used together. Though all these means are still instrumen-
tal, the subcutaneous Fleet to heterogeneous, high-density
networks introduces new demands on QC: recognition of sub-
tle drift, detecting sensor malfunction in infrequent cases and
intermittent connectivity, and missingness. Al techniques,
e.g., anomaly detection, sequence models to ensure temporal
consistency, and graph-based models to ensure neighborhood
consistency, are now more frequently used to supplement
rule-based QC. The theoretical basis is the same: QC is an
uncertain problem of decision. It should trade off between
false positives (rejecting useful data) and false negatives (ac-
cepting injurious data), and it should maintain a record of
provenance such that users of that data can see why data
were de-junked, fixed, or marked down [?°].

A strong structure, thus, is advantageous for clear QC
outputs other than a pass/fail indication. Some intermediate
products that can be useful are QC flags where semantic
categories are, estimated bias/drift elements, uncertainty in-
flation elements, and underestimation of confidence, which
can be reused in fusion and assimilation. QC is also related
to governance: in case the network is federated or has com-
munity sensors, decisions about QC can be decentralized,
which demands uniform standards, audit logs, and security

controls P,

2.4. Multi-Sensor Fusion and Spatiotemporal
Harmonization

It is observed that increasing numbers of observation

networks are based upon fusion: a combination of measure-
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ments of a variety of platforms to generate fields of better
coverage, resolution, or variable completeness. Fusion is
diffused by different sampling geometries (point vs. vol-
ume), varying temporal cadence, noise, and bias, as well as
inconsistent metadata. Approaches with theoretical under-
pinnings are interpolation and kriging, Bayesian hierarchical
modeling, variational formulations, ensemble approaches,
and contemporary learning-based spatiotemporal modeling.
Before any fusion, coordinate systems, time stamps, verti-
cal references, units, and metadata must be harmonized and
known biases corrected, and data gaps taken into consider-
ation. In the case of learning-based fusion, harmonization
additionally involves building consistent training objectives,
loss functions are chosen indicating uncertainty and scale,
and leakage needs to be avoided (e.g., being trained on in-
formation that is inapplicable to a real-time setting) 3!,
One concept of fusion that is important to atmospheric
networks is information complementarity. Radar can give
high-frequency precap structure but low microphysical speci-
ficity; satellites can give low-frequency coverage but have
definable ambiguities in retailing; and in situ sensors can
give low-frequency conditions at the near-surface but can
provide little coverage between the surface and the atmo-
sphere. Well-organized structures take advantage of comple-
mentary strengths by having architectures that are capable
of accepting multi-modal inputs and indicating uncertainty

in the event of modalities being inconsistent or unavailable.

2.5. Uncertainty Quantification and Calibra-
tion

Decision-making in the atmosphere is probabilistic in
nature. Not only best predictions but plausible uncertainty,
such as probabilistic hazard advice against heavy paper, wind,
heat stress, or air-quality supersenses, can be needed by its
users. Since Al components start to be put in the observation
pipelines, quantification of uncertainty (UQ) turns into a
first-order requirement, since when the learned models are
used, they may be overconfident, particularly in the case of
distribution shift or rare extremes. Theoretically, UQ consists
of (i) aleatoric uncertainty (irreducible measurements and
varied environment), and (ii) epistemic uncertainty (model
uncertainty created out of forced scarcity of data and imper-
fect structure or out-of-distribution), available to us. Such

practical UQ mechanisms as ensembles, Bayesian approxi-

mations, quantile regression, conformal prediction, and cali-
brated probabilistic outputs can be identified. Calibration is
essential: a probabilistic product needs to be reliable, i.e., the
predicted probabilities need to match observed frequencies,
and has to be sharp enough to be of use 32331,

UQ should also be computationally viable when it
comes to edge and cloud frameworks. The edge infer-
ence might need lightweight approximations or compressed
ensembles, whereas cloud/HPC techniques might be able
to access heavier probabilistic terms. Whichever gets im-
plemented, one has to monitor uncertainty throughout the
pipeline, QC, fusion, retrieval, and assimilation, to have
downstream systems weighing observations accordingly.

Aleatoric and epistemic uncertainty should be used
differently to facilitate the operational use of Al-driven ob-
servation pipelines. Aleatoric uncertainty is due to variations
in the atmospheric processes and noise of measurements
themselves, whereas epistemic uncertainty is due to insuf-
ficiencies in model structure, the extent of training data, or
representation learning (3433, These two types of uncertainty
have different effects on the decisions made in an operational
setting: aleatoric uncertainty limits the amount of predictive
precision that is possible, and epistemic uncertainty can be
minimized with the help of extra observations or by refining
the model. The modern techniques of estimating uncertainty
are ensemble learning, Bayesian approximations, quantile
regression, and conformal prediction*®]. Nevertheless, its
implementation in real-world edge settings is difficult due to
resource constraints in those settings, where computational
constraints limit the size of an ensemble to utilize Bayesian
inference. In turn, lightweight uncertainty surrogates and
predictive intervals that are calibrated are still an active line
of research.

2.6. Data Assimilation Essentials for Frame-
work Integration

The formal apparatus of assimilation between observa-
tions and dynamical model forecasts to estimate the atmo-
spheric state is offered by data assimilation (DA). Although
there are many variations of DA methods (e.g., variational,
ensemble-based, hybrid), they have some similar ingredi-
ents: an estimate of the background (prior), an operator of
observation of model state to the space of observation, and

error statistics of both the background and the observations.
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This is critical in terms of attitude to bias, representativeness,
and well-specified uncertainties. In the case of Al-driven
frameworks, DA poses opportunities and limitations. Al
may enhance observation operator (e.g., learned retrievals
or surrogates), provide approximations of observation er-
ror, and/or correct bias. Nevertheless, any learnt component
should be in line with DA assumptions and stability demands.
Indicatively, a time-dependent learned bias correction has
to be versioned and regime-switching checked; a learned
operator has to maintain necessary monotonicity or physical
conditions where needed; and uncertainty estimates must
be plausible because misrepresentation of observation er-
rors can cause sharp deteriorations in the performance of a
DA [37:38]

DA also encourages evaluation techniques that are dif-
ferent than independent ML metrics. A processing improve-
ment in observation is useful when it enhances the accuracy
of analysis or forecast skill, minimizes systematic errors, or
enhances reliability, which is often assessed by observing
system experiments (OSEs) and observing system simulation
experiments (OSSEs). These evaluations of the DA form the
base of further discussion of the readiness and impact in the

review.

2.7. Software and Interoperability Foundations

Since observation networks are operational structures,
software engineering principles are not secondary—they are
also among the theoretical foundations of implementable
systems. In essence, it is required to be reproducible (has ver-
sioning with data and models), name-traceable (provenance
and audit logs), reliable (monitored), failover-resilient, and
rollback-capable, and be interoperable (matamata-minimal
patterns and application program portability). This is what
these requirements look like: models need to be testable:
their inputs are observable, updatable, and verifiable in the
production process, and their outputs need to be interpretable
by a downstream machine of production, like DA and deci-
sion services. Interoperability is of great concern, especially
in the multi-agency and cross-border setting. Architects in-
tegrating Al into observation curves have to be consistent
with preexisting communal customs concerning metadata,
quality flags, and provenance, or the advantages of enhanced
analytics, questioning of integration drag. Interoperability

and lifecycle management are thus considered as baseline

in this review, on the same level as learning algorithms and
physical coupling *°).

The above theoretical grounds explain why Al-powered
observation systems should be considered in the form of end-
to-end form. Complex, regime-dependent bias and uncer-
tainty in atmospheric observations; need to be brought into
harmony through fusion and propagation of uncertainty in a
principled manner; and utilize rigid demands on operators
of observation and error statistics in DA. In turn, success-
ful frameworks in next-generation networks are likely to
have a number of common principles: they express uncer-
tainty, maintain provenance, scale across representativeness,
support streaming and heterogeneous compute, and offer
interfaces that can be successfully fused and assimilated (4],

These concepts drive the taxonomy presented in Sec-
tion 3, in which the frameworks are grouped by the deploy-
ment layer, learning paradigm, strength of coupling with
physical models and assimilation, level of adaptive control,
and the governance model. They also provide information to
the lens of evaluation in Section 6, which focuses not just on
predictive ability, but also on calibration, ability to survive a
shift, latency, and reliability, as well as the shown effect on

downstream analysis and forecasting.

3. Taxonomy of AI-Driven Frame-
works for Atmospheric Observa-
tion Networks

It has developed fast in the use of artificial intelligence
to observe the atmosphere, yet the literature on this area is
hard to compare due to the frequent use of similar words to
describe radically different system realities. Other studies are
based on one model that enhances a particular task like radar-
based nowcasting, satellite retrieval, or anomaly detection.
Additional contributions explain deployable pipelines which
combine ingestion, quality control, uncertainty management
and delivery of products to active users or to data assimilation
systems. Since it is observed in practice, next-generation
observation networks are becoming more of a cyber-physical
infrastructure than a standalone instrument, this review uses
a framework-based perspective. A framework here is consid-
ered to be a conglomeration of socio-technical end-to-end
systems that involves software architecture, Al approaches,

data governance and deployment plan to transform the raw
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observations to investigable, interoperable outputs within
defined operational boundaries!.

This taxonomy aims to supply a standardized set of
terms that can be used to state what these structures are, how
they are developed and how they are to be tested. The taxon-
omy should be laid out in such a way that it directly shows
unexpectedly heterogeneous contributions in the compara-
tive table and that it facilitates synthesis between otherwise
extremely heterogeneous contributions. It also aims to relate
the selection of a given architecture and learning paradigm
to the nature of uncertainties, failure modes, and evidence of
proof of its validity that suit a given framework. It is impor-
tant in practice that the taxonomy should have continuous
spectra instead of discrete bins, but explicit axes, too, are
useful since they reveal the trade-offs and the gaps that are
underutilized in the extant research and deployments 4!,
3.1. Defining “Framework” in the Context of

Atmospheric Observation Networks

In atmospheric science, the value of an observation is
realized through a chain of transformations that begin at the
sensor and extend to downstream models and decisions. A
framework therefore, encompasses more than a predictive
model. It includes the mechanisms by which data are ac-
quired and ingested, validated and corrected, fused across
modalities, annotated with uncertainty and provenance, and
delivered in forms that downstream systems can reliably
consume. It also includes lifecycle practices that determine
whether the system can remain trustworthy over time, such
as version control for datasets and models, monitoring for
sensor drift and distribution shift, security hardening, and
procedures for updates and rollback !,

This definition reflects two realities. First, the opera-
tional requirements of observation networks—Ilatency tar-
gets, bandwidth limitations, intermittently connected devices,
safety considerations, and regulatory or privacy constraints—
strongly shape what Al can do and how it must behave. Sec-
ond, the downstream value of observations frequently de-
pends on compatibility with data assimilation and physical
modeling workflows, which impose constraints on bias, rep-
resentativeness, and uncertainty specification. An algorith-
mic taxonomy will therefore miss the system-level character-
istics that determine impact. For this reason, the taxonomy

proposed here is structured around axes that capture deploy-

ment, learning, and update mode, physical-model coupling,

autonomy, and governance 1.

3.2. Rationale for a Multi-Axis Taxonomy

The importance of a multi-axis taxonomy is due to the
increased heterogeneity in atmospheric observation networks
in both sensing and computation. An embedded pipeline
creating QC flags on a low power gateway and only emit-
ting them can be labeled the same Al-enabled observation
system, or alternatively a cloud-native platform merging
satellite, radar, and in situ data into real real-time gridded
product, or as an assimilation-integrated workflow proving
useful increases in forecast skill. Unless these differences are
systematically described, comparisons will be misleading,
and review conclusions will run a risk of being able to put
different issues of concern into one narrative 3.

Another reason is that expectations of validation vary
according to the type of system. A framework that gener-
ates stand-alone products can possibly be checked by pre-
dictive accuracy, calibration, and perturbation robustness.
Conversely, a model aimed at facilitating assimilation has to
be evaluated with regard to analysis/forecast effect and sta-
bility in an integrated modeling system. Likewise, adaptive
sensing frameworks or closed-loop controls trigger decision-
theoretic risks, which necessitate extra safety and audit, and
human safety measures. To an Science Citation Index (SCI)-
standard synthesis, a taxonomy relating the purpose of the
system and the amount of its coupling with its evaluation

criteria is thus crucial *4.

3.3. Axis A: Deployment Layer and Execution
Topology

The former axis defines the location of the core of the
intelligence and the processing of the framework. And this is
not just a technical aspect of engineering; it actually dictates
what information can be available at the time of inference,
what complexity of models is viable, what is the feasible
bandwidth and latency, and what types of monitoring and gov-
ernance can be approximately imposed. In edge-deployed
architectures, inference is deployed near the sensors, embed-
ded devices, field gateways, or station controllers. They are
frequently designed to address the requirement of a quick

QC, event notification, smart compression, or priority trans-
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mission in case of intermittent connectivity. On the edge
systems, power, compute, and memory restrictions are very
strict. They also have practical needs like the ability to have
reliable model updates and fail-safe behavior, and corrupted
or spoofed inputs in uncontrolled environments 43,

Cloud or data-center architectures are centrally exe-
cuted and are usually optimized in terms of scalability, avail-
ability of integration between data providers, and ongoing
product delivery through APIs. They are inherently appro-
priate to multi-modal fusion, gap-filling, and near-real-time
gridded products, which need the ability to access the large
spatial context and massive training data. They additionally
support fully-grown MLOps cultures, including evaluation
pipelines and central monitoring boards, but need to deal
with costs, energy usage, and dependency complexity.

Through HPC and operational modeling spaces, they
have frameworks that are closely integrated with numeric-
based models and assimilation cycles. In this case, the frame-
work can use learned operators of observation, bias correc-
tion, uncertainty modeling, or a combination of the terms of
hybrid correction, which should be stable to repeated cycling
and consistent with the assumption of assimilation. HPC en-
vironment can sustain computationally intensive approaches,
and uncertainty approaches based on ensembles; however, it
is among the systems with high reproducibility and configu-
ration checks since minimal modifications can spread across
found compositions [46].

Chessboard role sedge, cloud, and HPC combine delib-
erately. As an example, edge components can do first pass
QC and summarization, cloud components can do fusion
and serve products, and HPC components can assess fore-
cast impact or perform assimilation experiments. Hybrid
patterns are becoming more popular as they provide a prin-
cipled means of trading off between latency and bandwidth
and context-rich inference and impact validation. They are,
however, also more complex to integrate and need a careful
design of interfaces in such a way that uncertainty, prove-
nance, and versioning are consistent across layers[47).

3.4. Axis B: Learning Paradigm and Update

Mode

The second axis outlines the process of training, adapt-
ing, and maintaining the Al components of the framework
in the long term. This is closely interconnected with sen-

sor drift, regime shift, and changing network structure in
atmospheric observation networks. Paradigm of learning
has an impact on data requirements, generalization behav-
ior, and operational risk. Under supervised learning, whose
targets are provided by curation (e.g., labelled QC flags), a
retrieval training set based on physical inversion procedures,
and pseudo-labels based on reanalysis, is still common. Its
advantages are that it is easy to evaluate and interpret the
error measures, but it is brittle when the labels are biased, not
complete, or not representative of the condition of operation,
particularly at extremes (8],

Representation learning and self-supervised learning
use any available huge collections of unlabeled observations
to learn transferable features. This paradigm is desirable in
atmospheric observation, since high-volume data are avail-
able and dependable labels are frequently not available and
costly. Such representations that are self-supervised will
be able to enhance location and sensor diversity, yet they
will still rely on downstream tasks to be calibrated, and the
permanence of uncertainty quantified across shifts.

These thought trends are extended to foundation-model
models, which are trained on a large scale, possibly in a va-
riety of modalities and tasks, and tuned to particular obser-
vation networks during fine-tuning or lightweight adapters.
Portability and the necessity to use task-specific labeling
are the advantages of foundation models that are especially
applicable in rapidly changing sensor ecosystems. The diffi-
culty is that general representations have to be accompanied
by stringent measurements, calibration, and domain adapta-
tion proposals since a very powerful model still turns into a
reliable falsehood when facing an undiscovered regime or
unseen instrument artifacts 4%,

Online and continuous learning characterize models
that are updated at run time, whether by streaming informa-
tion, by retraining periodically, or by automatically recalibrat-
ing. These measures are convincing in terms of correcting
the drift and developing networks, which impose a major
level of governance and safety concerns. Any update mecha-
nism within the operational observation networks must be
auditable, revertible, and observed to have no unintended
performance regressions. Approaching ontology, the update
mode is picked up as a first-class attribute of taxonomy:
online learning frameworks are qualitatively different than

those that are frozen at deployment, and support assessment
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should involve stability and rollback capability.

3.5. Axis C: Degree of Coupling to Physical
Models and Data Assimilation

The axis is the directness of the interaction between
the framework and physics-based models and assimilation
workflows. The issue of coupling is that assimilation is not
merely another consumer of data, but comes with very strict
requirements concerning the bias management, representa-
tiveness, and the specification of uncertainty. In addition, the
final social utility of an observation network can be in the
form of better analyses and better forecasts, rather than sole
measures. Isolated analytics systems can generate QC deci-
sions, fused products, or retrievals, or nowcasts, which can
be useful in their own right, especially in terms of monitoring
and quick action. Predictive skill, calibration, robustness,
and latency may be used to evaluate these systems, although
they may not have a specific demonstration of the impact of
the forecast >,

The output of DA-aware frameworks is specifically
structured such that they can be assimilated into an environ-
ment even when they do not form part of the DA system.
Such would be structures that give out observation-error
estimates, bias-corrected variables, or learned observation
operators that are to substitute or supplement classical re-
trieval chains. The design of DAs needs to pay tight attention
to the calibration of uncertainty and provenance recording
since even minor mis-specifications are exaggerated by as-
similation systems. DA-integrated paradigms incorporate
elements in the assimilation cycle and assess them in terms of
their impact on the analyses and forecasts. This type consists
of systems that exhibit impact through system experiment
observation or cycling studies of assimilation. DA-integrated
methods are the best supported methods that are scientifically
valuable and require the most engineering rigor since they
need to behave consistently over repeated cycles and survive
changes in operational regimes[>!.

Digital-twin and simulation-coupled systems go fur-
ther and couple a model of the observation network itself,
including, frequently, an atmospheric simulator. Among the
inquiries that digital twins will support in the design and
policy include the location of the sensors, maintenance, and
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adaptive sampling. Their plausibility is determined by the
faithfulness of reproducing sensor behavior, environmental
limitations, and pipeline delays into the simulator. Since they
can be employed to make closed-loop decisions, they need
to be given the same serious attention as coupled modeling
systems, with due consideration to uncertainty and reality

testing.

3.6. Axis D: Autonomy and Control in the Ob-
servation Process

The fourth axis differentiates between those frame-
works that process the observations on their own or have
a direction on the sensing behavior. This is more so be-
cause the observational networks are becoming dynamic
and resource-conscious. The passive structures handle any
information that the network can give and concentrate on
QC, fusion, retrieval, and delivery of products. Their risk
is mainly connected with data resilience, uncertainty, and
resilience in shift, and their operational protection is usu-
ally presented by fallback modes and monitoring. Assistive-
control structures make no direct transformations of sensing
but make recommendations to enable transmission prioritiza-
tion, maintenance notifications, or reccommended sampling
volume adjustments. These systems introduce considerations
of decision support and involve revealing information on con-
fidence and failure modes, but human operators usually have
the last word %21,

Adaptive-sensing architectures apply closed-loop con-
trol by stimulating measurements, maneuvering mobile plat-
forms, distributing bandwidth, or making observations to-
wards those areas with maximum information value. This
autonomy can bring efficiency in information and enhance
performance when the event is high-impact, but also new
failure modes are generated. The objective function might
have biases that result in systematic under-service because a
region can be underserved, uncertainty might be inefficiently
set, resulting in overconfident targeting, and adversarial ma-
nipulation can shift sensing resources. Due to these facts, the
degree of autonomy should be clearly given in the taxonomy,
and adaptive structures should comply with more rigorous
requirements of safety restrictions, auditability, and human

override 3.
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3.7. Axis E: Governance, Privacy, and Data-
Sharing Model

The fifth axis explains the manner in which data and
models are governed in terms of organizations, jurisdictions,
and stakeholders. Governance is not there in an ancillary
manner: it defines what data can be used to actually develop
training, what it is possible to evaluate, and what mecha-
nisms exist to carry out accountability in a situation where
something has gone wrong. Centralized governance pre-
supposes the aggregation of data of a single operator or a
closely coordinated consortium. It allows standardization,
centralization of monitoring, and uniform update policies;
however, in infeasible in circumstances when ownership of
data is dispersed, or privacy and sovereignty hold weight.

Federated and distributed governance is reminiscent of
multi-owner environments where raw data cannot be central-
ized. Frameworks in this category can either be federated
learning or privacy-preserving analytics, which can share
model improvements and leave the data local. This is becom-
ing actively deployed in cross-border networks, sensor de-
ployment in the private sector, and other community sensing
programs. These, however, make reproducibility difficult,
demand strong security and authentication, and may cause
a performance skew in case data distributions vary strongly
among sites 4.

The other dimension of governance that influences
scientific credibility and transfer of operations is openness.
Frameworks wherein there are open-code systems and docu-
mented datasets, and they hold pipelines, are less difficult to
check and extend, whereas closed frameworks can function
well, yet ensuring they are verifiable by the community is
challenging. This dimension has an impact on the strength
of the conclusion that can be made and the transferability of

the reported results in a review context.

3.8. Framework Archetypes Emerging from
the Taxonomy

The five axes define an uninterrupted space, but again
and again, the literature and practice are grouped into famil-
iar archetypes that exhibit goals, limitations, and common

engineering motifs. One of the archetypes revolves around

edge-based QC and smart ingestion, in which preprocessing
and validation are enabled by low latency and bandwidth
awareness. The other archetype is cloud-native fusion and
productization, which focuses on integrating, scaling, and
delivering reliably via Application Programming Interfaces
(APIs). A third archetype includes DA-amazon observation
improvement, in which learned operators, prejudice correc-
tion, and unforeseen estimation are created to advantage as-
similation value. The fourth archetype is the use of systems,
which are DA-integrated and purport an influence through
cycling experiments and operational-like assessment. One
of the fifth archetypes is in the domain of digital twins and
adaptive observing, whose element is the central role played
by simulation and closed-loop decision-making 33!,

These archetypes are not exclusive to each other, and
hybrid systems can lie between archetypes, especially when
edge components are combined with cloud fusion and as-
similation impact evaluation. However, the archetypes are
practical since they suggest varying maturity standards. As
an example, an edge QC framework will be evaluated based
on robustness, fail-safe behavior, and traceable QC seman-
tics, whereas a framework with a DA-integrated one will
be evaluated based on forecast impact, cycle stability, and

observational space uncertainty (¢,

3.9. Mapping the Taxonomy onto Table 1

The relative usefulness of Table 1 is based on the ability
of the readers to quickly discern the purpose of the frame-
work, where it is used, the degree of its connection, self-
sufficiency, management, and proof of validation. It is due
to this reason that the taxonomy must be operationalized,
set in the form of table ficlds which are specific to maneu-
vering the five axes and important descriptors. Table 1 in
an SCI-standard review is not supposed to be a list of meth-
ods, but it should allow comparison, which would show
patterns like which layers of deployment dominate which
tasks, which parts of uncertainty are explicitly modelled, how
often the impact of forecasts is demonstrated, and which are
the assumptions of governance that are common. Table 1
summarizes the comparative taxonomy of the representative

Al-driven structures reviewed in this paperl.

82



Journal of Environmental & Earth Sciences | Volume 08 | Issue 02 | February 2026

Table 1. Taxonomy and comparison of representative Al-driven frameworks for next-generation atmospheric observation networks.
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Table 1. Cont.
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Table 1 is associated with a larger synthesis as well.
The review may discover research gaps by clustering rows
based on taxonomy bins, including the lack of focus on
the calibrated uncertainty in edge deployments, the lack of
assimilation-based validation of learned observation opera-
tors, or insufficient interoperable metadata/QC standards of

federated networks.

3.10. Critical Comparison of Framework Per-
formance and Failure Modes

Even though many Al-based observation systems are
able to show encouraging potential in areas including data
fusion, anomaly detection, and environmental search, there
is a great degree of variance in the performance of these
systems when applied in different settings. The quality of
training data and consistency of an observational regime are
critical to reported improvements. Learning-based models
can experience degradation in predictive reliability under
distributional shifts, such as extreme weather conditions or
sensor failures®7).

There are a number of common limitations that have
been reported in studies. To begin with, retrieval models that
are data-driven can spread biases that were present in the
training data or calibration errors. Second, multi-modal fu-
sion architectures can enhance sensor artifacts in case quality-
control processes are inadequate. Third, close integration
of Al modules and data assimilation systems may lead to
instability in the event of poor uncertainty estimates. These
remarks reveal the necessity of strong assessment procedures
and working protective measures in the implementation of Al
elements into monitoring pipelines in the atmosphere [°%>1.

This section specifies a framework-based taxonomy

of the organization of Al-based systems in atmospheric ob-
servation networks. The taxonomy, in terms of introducing
a framework as end-to-end, deployable systems as well as
categorizing them on five main axes (deployment topology,
learning and update mode, physical model, assimilation cou-
pling, autonomy level, and governance model), gives a more
consistent way of interpreting the comparative table and
synthesizing the literature. Taxonomy also establishes a re-
lationship between system type and appropriate evaluation
standards and general risks, enabling subsequent sections
to describe architectures, coupling strategies, and readiness
considerations in a descriptive, operationally grounded man-

ner[09],

4. End-to-End Architectures and

Core Capabilities

The concept of Al-based atmospheric observation sys-
tems should be viewed as end-to-end designs that convert
heterogeneous sensor measurements into an actionable prod-
uct through validation and uncertainty-aware output, usable
for scientific analysis, operational forecasting, or real-time
decision support. Even though individual implementations
differ greatly, most frameworks can be divided into a se-
ries of functional layers that are repeated in both modalities
and deployment settings. This section provides an overview
of these general architectural designs and the fundamen-
tal functionality they enable, with particular emphasis on
how design decisions are influenced by latency, bandwidth,
reliability, and the need to preserve provenance and uncer-
tainty throughout the processing chain. This is not aimed at

defining a single best architecture, but rather at determining
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some reference patterns according to which systems in Ta-
ble 1 can be compared based on their operationalization of
intelligence, handling constraints, and environmental trust-
worthiness through the gaming lifecycle of an observing

network (1],

4.1. Reference Architecture for AI-Enabled Ob-
servation Networks

On a higher level, next-generation observation frame-
works apply a pipeline that will start with the acquisition
of data and will culminate in products or services that will
be consumed by human beings, models, or automated con-
trol logic. Sensing and local preprocessing, transmission
(ingestion), quality control and calibration, harmonization
and generation of features, fusion and inference, character-
ization of uncertainty, and presentation lot (delivery) are
components of the pipeline, which utilize standard inter-
faces. Coupled with numerical models, the pipeline, in addi-
tion to observation-space transformations and assimilation-
compatible outputs, will also have latency and reproducibility
conditions[®?). To enhance better conceptual accessibility,
the architectural structure that is presented in the present

section is sketched schematically in Figure 1, which depicts

the distinction between the data plane, which performs the
responsibility of acquiring, processing, and inferencing the
observations, and the control plane that takes charge of or-
chestration, monitoring, and model lifecycle management (3],
This abstraction can be used to explain the way that hetero-
geneous infrastructures of sensing can be incorporated into
scalable Al-based systems of observation.

Another conceptual differentiation that is useful is be-
tween the control plane and data plane. Observations are
carried and transformed in the data plane, and the control
plane controls the system on how to run and how to manage
configuration, model updates, monitoring, alerting, access
control, and incident response. These planes are addressed in
mature structures. This difference is significant because most
operational failures are not due to model error but rather to
control-plane failures, including the failure to configure, thus
aging seamlessly, inexplicable drift, or the unavailability of
rollback mechanisms to succeed an unsuccessful update. The
control plane underlies scientific plausibility and operational
reliability in networks of observation, which are more de-
pendent on streaming and continuous model upkeep and en-
hancement[®4!. Table 2 gives an overview of the end-to-end
pipeline functional decomposition, the likely inputs/outputs,

and provenance requirements.

Data Plane
-Scnsors - Edge Streaming QC + Bias Fusion Products
Yargeslay Preprocessin Ingestion Correction o< /
Satellite / ToT RIOGEsSINg = ! Inference + UQ APIs / DA
A ™ A
1 1 1
1 1 1
1 1 1
1 1 1
1 1 I
1 1 1
Control Plane : ! :
. ! !
Monitoring Security & Access Provenance & MLOps / ModelOps Sensors

Drift/Outages Control

Versioning

CI/CD, Rollback Governance & Audit

Figure 1. End-to-end reference architecture of Al-enabled atmospheric observation networks.

Table 2. Reference end-to-end architecture for Al-enabled atmospheric observation networks.

Required Prove-

Architectural Layer Typical Inputs Processing/Al Roles Primary Outputs  Key Constraints
tectu Y ypi pu ng tmary Quipu y ! nance/Metadata
. on-device QC . . o
. raw instrument vice QC, validated packets, power, compute, device ID, calibration
Sensing & Edge . . anomaly/event : .
. signals, device . sensor health intermittent state, model/firmware
Preprocessing ) . detection, .. .
diagnostics . states connectivity version
compression
- schema validation, . . . . .
Transmission & streams/batches, trusted ingested throughput, ordering, timestamps, ingestion

deduplication, time

mixed cadence R
alignment

Ingestion

observations time drift logs, schema version
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Table 2. Cont.
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(MLOps/ModelOps) verification rollback, governance diagnostics reproducibility registry IDs

4.2. Sensing, On-Device Preprocessing, and In-
telligent Ingestion

The physical layer next to physical sensors in the digi-
tal pipeline is the first architectural layer. In the past, sensors
generated measurements that were sent out mostly in their
pure form, and quality control was done centrally. Various
contemporary designs, in contrast, have on-device prepro-
cessing, which involves basic diagnostics, timestamp valida-
tion, format normalization, and early-stage QC. The reason
behind this change is the amount of data generated in dense
networks and high-resolution remote sensing products, and
operational limitations in remote or bandwidth-constrained
environments.

Edge intelligence supports a number of functions that
are becoming more fundamental. The former is fast anomaly
detection and self-diagnostics to detect faulty sensors before
they contaminate end products. The second one is drift and
calibration check, especially with the sensors of low cost or
in harsh conditions, atmospheric bias can drift faster than
the maintenance. The third is smart compression and sum-
marization, according to which the system only sends the
information required by downstream purposes, which may
be needed in case of sudden falls in pressure, appearance of
convective signs, or spikes in pollutants. These functions
minimize the bandwidth, as well as the latency, and enhance
the performance of data completeness.

But going all the way to the extreme with intelligence
brings its requirements in the design. The heterogeneity of

hardware and the lack of resources needed to implement the

model should be supported by model deployment, with in-
ference optimization and sound quantization policies needed
to guarantee deterministic behavior at resource constraints.
Mechanisms of updates should be secure, authenticated, and
reversible. Besides, edge outputs should preserve semantic
clarity. When the edge device produces QC flags or correc-
tions, the results should be standardized and have metadata
for the model version, thresholds, and confidence measures
at which these results were produced. In its absence, no sci-
entific interpretation and auditing is possible later, and assim-

ilation systems can misuse edge-modified observations (%3,

4.3. Data Transport, Streaming Ingestion, and
Metadata/Provenance Management

After the digital pipeline is fed with the observations,
the ingestion layer has to maintain high-throughput streaming
data and delayed or batch transfers. Architectures are be-
coming more based on the message-oriented design whereby
various constituents are able to use the same stream of data
to serve various functions, including near-real-time monitor-
ing, product generation, and archival. Consumption is not
only a throughput issue, but is also where the initial point
of control over data can be intended by the use of schema
control, authentication, and access control measures.

At this stage, metadata and provenance management
come into the picture. These observations that are made in
the atmosphere can only be interpreted when this is coupled
with instrument identifiers, calibration parameters, geolo-

cation, and altitude reference, sampling cadence, and pro-
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cessing history. The addition of provenance requirements by
Al-enabled structures: model identifiers, training data, in-
ference configuration, and uncertainty calibration metadata.
One of the most important architectural trends is to consider
provenance not as a secondary artefact but as a primary one.
This consists of records of immutable event logs, versioned
schemas, and systems to identify each derived product with
the precise upstream inputs and model versions on which it
was created. These are necessary to allow reproducibility
and to detect failure in extremes, where misjudgment may
be costly[66],

Time is another big issue. Most products of observa-
tion are latency-sensitive, and architectures need to be able
to handle out-of-order arrival, nonlinear transmission delay,
and clock skew of devices. Contemporary architectures com-
monly adopt event-time processing principles in which data
are now reconciled by observation time instead of arrival
time, and this allows strong transfer of intermittent connec-
tivity. This becomes specifically important in combination
with mobile sensor streams with fixed networks or remote
sensing products, where timing discrepancies might instead

manifest themselves as bodily errors 7],

4.4. Quality Control, Bias Correction, and Har-
monization Modules

The fundamental effectiveness that secures down-
stream inference, fusion, and assimilation is quality man-
agement. When architecturally, QC frequently is not one
phase, but it consists of fast and conservative checks at the
early stages of the pipeline, as well as/more context-sensitive
checks at later stages. The invalid records that are obviously
invalid can be eliminated during the initial QC phase, and
sensor restrictions can be applied; subsequent phases might
use spatial and temporal context, or previous background
model fields, or allow shear materials discussion to mark
possible inconsistencies. In Al-based frameworks, QC mod-
ules could consist of learned anomaly detectors, probabilistic
consistency checking, or graph-based, which can use corre-
lations across dense networks8].

QC is commonly used with bias correction and drift
management. Systematic errors are the worst in most net-
works. Frameworks thus have the advantage of having ex-
plicit modules that approximate the components of bias, their

development, and corrections. The architectural issue is that

the bias correction is to be considered as the uncertainty
modeling and provenance, and not as some obscure trans-
formation. The downstream consumers, particularly assimi-
lation systems, should be aware of whether an observation
has been fixed or not, and the way its uncertainty should be
understood after correction.

Multi-modal frameworks are also dependent on harmo-
nization. It involves the regular coordinate reference frames,
unit normalization, vertical references, and translation of
heterogeneous measurements into similar ones. The harmo-
nization is also applied to the semantic interoperability, e.g.,
uniformity between sensor types and locations in QC flags.
Models that do not harmonize tend to yield products that
are ostensibly plausible, but which degrade as more sensors
are introduced, or the network is stretched over a wider ge-
ographical area, or when some other institution is trying to

combine the results[®%].

4.5. Feature Generation, Retrieval, and Repre-
sentation Learning

In addition to QC and harmonization, most frameworks
contain a layer that converts observations to higher-level
representations. This can be in remote sensing, where geo-
physical variables can be retrieved in terms of radiances or
reflectivities. In high-density in situ networks, it can be the
building of spatial features, temporal aggregates, or neigh-
borhood structure representations. In pipelines with Al, the
representation learning is a unifying process that has the ca-
pacity to extract features that can be used in multiple tasks,
including gap-filling and fusion tasks, as well as nowcasting.

Physics determines the design of this layer. Often, re-
trieval tasks are ill-posed, and several atmospheric conditions
are consistent with the same measurement. Consequently,
there is a tendency towards frameworks being represented
in a probabilistic manner or generating distributions and
confidence intervals, and not just a point estimate. On the
one hand, when physical constraints are known (i.e., not
influenced by the underlying object being represented), they
may be represented in the model architecture or implicitly
as loss functions and post-processing constraints. In both
scenarios, the framework has to maintain traceability in order
to ensure that the users can tell what was measured, what
was inferred, and what assumptions were made during the

retrieval process!’%l.
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It is more important in convenient samples of labels that
are seldom known or faulty. Self-supervised methods can
use huge archives to discover embeddings that capture spa-
tiotemporal structure, sensor cross-correlations, and regime
signatures. Such embeddings may be transferred to local
networks and jobs, which may enhance resistance to noisy
data and variability. Nevertheless, the advantage of represen-
tation learning relies on the prudent assessment in the face
of distribution shift and means of observing the instances
when learned representations become inconsistent with the
operational reality 7!,

4.6. Multi-Modal Fusion and Spatiotemporal

Modeling

Next-generation observation structures are character-
ized by fusion. Fusion may take place on multiple levels,
both architecturally, or on the raw-data level, at the feature-
level, or at the decision-level. The strategy selected is based
on the volumes of data, the quality of alignment, and the
necessity to be interpretable and propagate uncertainty, e.g.,
radar and satellite products can be fused at the feature level
following harmonization, and in situ networks can be fused
with graph-based models that model sensors as a graph with
learned or physically informed relationships %73,

The fusion of atmospheric fields is particularly based
on the spatial-temporal modeling due to the structure and
multiscale dynamics of atmospheric fields. Irregular sam-
pling, irregular cadence, and missingness are also models
that are commonly included within frameworks. One of the
architectural choices that keeps recurring is whether to do
early imposition of grid-based representations to be able to
be compatible with downstream modeling systems, or do
delayed gridding by using irregular representations retain-
ing local detail. Early gridding is easy to implement but
exposes one to the problem of smoothing extremes, banning,
and obfuscation of representativeness errors; late gridding
conserves resolution but also makes product generation and
assessment more complex 74,

The uncertainties propagation in the light of fusion
can be considered as one of the key variables of the distinc-
tion between research prototypes and operationally credible
frameworks. In case fusion outputs should be used to support
decisions or assimilation, they should bear the measures of

uncertainty that indicate the error in observation, uncertainty

in models, and the extent of agreement between modalities.
When uncertainty is designed as an ad hoc phenomenon,
architectures tend to create overconfident fields that meet
conditions seldom, which is when trust is most needed, and

it is this that compromises trust[’>),

4.7. Productization, Interfaces, and Service De-
livery

The end map of the framework is productization: trans-
forming processed observations into deliverables, which can
be both consumed on a delicious and repeatable basis. To
scientific users, it can also imply versioned datasets includ-
ing rich metadata, coordinated QC semantics, and a record
of processing histories. To the operational users, it can im-
ply low-latency gridded fields, alerts, or probabilistic hazard
guidance, which is available with the aid of APIs. In the case
of modeling systems, this can be in the form of assimilation-
ready observation files, estimates of bias, and observation-
error specifications consistent with the DA system into which
it is consumed 761,

One of the fundamental architectural principles is that
even though the internal models of a product may change,
the product interfaces must remain stable. This demands
deep consideration of schema formation and backward com-
patibility. It also demands explicit product versioning and
the capability of recreating past production, which is critical
to scientific audit, performance regression analysis, and trou-
bleshooting post-occurrence of significant events. A large
number of frameworks thus implement service-oriented de-
signs in which data products are modeled as fixed releases,
and metadata that identifies the sources of data, processing

stages, and versions of the AT models!"".

4.8. Lifecycle Engineering: MLOps/ModelOps
for Observation Frameworks

The Al-driven systems of observation are not fixed.
Sensors become off course, networks grow, algorithms be-
come better, and the requirements of users change. Lifecycle
engineering is hence included in the core architecture. Or-
ganizational practices associated with MLOps/ModelOps
are dataset versioning, model registries, automated testing,
continuous evaluation, pipelines of deployment, drift and

degradation monitoring, and drift and degradation incident
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response in this case.

The networks of observation present an MLOps issue
of particular difficulty since loops of feedback are either fee-
ble or slow. Ground truth can be unrealized on a real-time
basis, and thus, there can be difficulty in quickly detect-
ing a performance decay. The frameworks commonly use
proxy measures like consistency with local sensors, consis-
tency of error distributions, or consistency with fields of
the background model. In the high-stakes applications, it
is directed to have both the statistical signals as well as the
domain-based alarms, along with the escalation process and
fallback avenue. Governance is also essential in the hybrid
and edge deployments, especially when it comes to updates.
Thousands of devices will be impacted by a model update
difference, and a spatially localized artifact can be produced
by non-uniform rollout. Due to this, frameworks enjoy the
advantages of staged deployments, canary tests, and the capa-
bility to roll back to older versions of the models. Auditability
means that all outputs can be linked to the precise model and
configuration that was employed, which implies controlled
control-plane design!73-801,

4.9. Cross-Layer Design Considerations: Trust-
worthiness, Robustness, and Interoperabil-
ity
There are some design considerations that cut across

all the layers of the architecture. The attributes of being

trustworthy require maintaining the provenance, clearly char-
acterizing uncertainty, and the ability to audit and be able to
reproduce. Robustness is based on the ability to deal with
distribution shift, missingness, sensor failures, and regime
switches, and robustness to malicious inputs in exposed net-
works. Interoperability requires standard metadata, semantic
consistency in QC, and stable interfaces so that products are
shared throughout the institutions and ingested by the down-
stream systems without any special integration effort[8!:82],

Such requirements interact. As an example, a frame-
work that works on aggressive edge correction should min-
imize random noise but also disrupt provenance unless it
records that it has corrected the image transparently. Gen-
eralization can be enhanced with a framework that is based
on a large foundation model, but makes reproducibility diffi-
cult when training data and model weights are not stored

and versioned. Optimizing the latency framework can

complexity uncertainty calculation accomplishments in the
event that lightweight stochastic frameworks are devised
in-architecture, and can be more successful in the transi-
tion between proof-of-concept demonstrations to scalable
infrastructures.

This section has generalized the end-to-end architec-
tural designs that cross-cut across Al-based atmospheric ob-
servation systems. Starting with sensing and intelligent in-
gestion, transitioning to streaming ingestion and provenance
management, and culminating with QC, retrieval, fusion, and
product delivery, the architectures presented here are descrip-
tions of how the frameworks operationalize Al within the real
framework of the world. It was noted in the discussion that
lifecycle engineering, lifecycle monitoring, and interoper-
ability were not peripheral issues, but they are characteristic
features of next-generation systems. On these architectural
foundations, Section 5 studies the way structures couple to
physical models and data assimilation and how they facilitate
observing strategies adaptively, which makes a circular link

between sensing and prediction[3],

5. Integration with Physical Models,
Data Assimilation, and Adaptive
Observing

Al-based observation systems can be maximized with
the maximum achievable scientific and functional value
when productively interacting with physical models. In atmo-
spheric science, there are dynamical structure theatres (state
models), and physically consistent state evolution (numeri-
cal weather prediction—NWP, chemical transport models,
and coupled Earth-system models), along with data assim-
ilation (data assimilation), furnishing the formal structures
of the combination of observations and model prediction.
The difficulty- and the opportunity- is that Al of these days
could enhance many aspects of this coupled system; how-
ever, only when it is put in a manner that does not disrupt
stability, meaning, and plausible uncertainty. In this seg-
ment, the three major routes to Bonaparte Al system link-
age to physical frameworks and the conventional designs of
assimilation-sensitive outputs, as well as the substance in the
new direction of closed-loop/adaptive observation, where
the sensing strategies are guided by model sensitivity and

forecast uncertainty, are described >4,
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5.1. Why Coupling Matters: From Stand-
Alone SKill to Forecast and Analysis Im-
pact

This has remained a consistent weakness in the field
of Al-for-atmosphere studies, as the indicators employed to
assess models are not always comparable to those employed
to evaluate the status of an observation network. Stand-alone
predictive performance, though helpful, does not tell one
that a processed observation will enhance an analysis or

851 The effects of an observation in DA are

a prediction
conditioned by the error statistics, representativeness of the
observation with respect to the model state, its bias prop-
erties, the structure of spatial and temporal correlation, as
well as the background error properties of the model. A com-
ponent of an Al which alters the mean error of a retrieval
but mis-calibrates uncertainty, such as can harm assimilation
as an over-weight to mis-calibrated information. Equally,
a hyper-aggressive Al-based QC system can also eliminate
desirable extreme-event signals and decrease forecast skill
in the areas where it is most needed. Due to this reason,
assimilation-conscious integration must incorporate struc-
tures to provide more than corrected values. They have to
provide uncertainty and provenance in forms that can be
interpreted by the DA systems, and they should provide a
clear document of assumptions and stable cyclic behavior.
This puts it in a different way of focusing on the best model
to best couple behavior, and it can clarify why integration is
sometimes the most difficult stage in applying Al innovations

to daily operations 3381,

5.2. Assimilation-Oriented Outputs: Observa-
tion Operators, Errors, and Bias Handling

Assimilation systems are usually performed in the ob-
servation space by the use of an observation operator that
projects a model state onto what an instrument would mea-
sure. Most of the most significant integration points of Al
frameworks happen here. In remote sensing, a physical for-
ward model or retrieval chain can be replaced or accelerated
with a learned operator, allowing a fast way to work with non-
linearity or a better way to work with nonlinearity. Mapped
representations of point measurements into grid-cell counter-
parts (representativeness mappings) are important in in situ

networks where learned operators can be less central %,

A paradigm that tries to justify DA must thus explain
which of the three roles it would fulfill. The former is gener-
ating an estimation of an observation in model-consumable
variables, which may be in the form of a retrieval with volatil-
ity. The second one is the generation of an observation oper-
ator or its surrogate, which allows a DA system to compare
the model and observation in a mutual measurement space.
The third one is generating meta-information that DA needs:
estimates of observation error, bias corrections, quality flags,
and correlation assumptions.

The one component of Al integration that can be the
weakest is observation-error specification. DA systems de-
pend on the relative weighting between the background and
observation information. When the Al-based uncertainties
are underestimated, the system will be over-confident and
capable of enhancing the errors; when overestimated, the
possible improvements will be dampened. Furthermore, spa-
tial and temporal correlations of errors in observation are
common because of common instruments, data processing,
and the effects of the environment. These correlations are
not explicitly modeled in frameworks, but can be dominant
in assimilation behavior. One of the main design sugges-
tions derived from the literature is that assimilation-based
frameworks ought, at least, to give calibrated estimates of
uncertainty in observation space, and clearly state whether
correlations are neglected, estimated, or being modeled %!,

Discrimination management is also basic. Most DA
systems make the assumption that they have unbiased errors
or include bias correction schemes. Al models that conduct
implicit bias elimination without reporting can be inconsis-
tent with such schemes and cause either doubled correction
or remaining biases. Frameworks that are aware of assimi-
lation are thus advantaged in that they expose estimates of
bias as distinct products, monitor their change over time, and
maintain provenance such that configurations of the DA can

be tuned in a similar way as a model or sensor evolves®].

5.3. Hybrid Modeling and Physics-Informed
Integration

One of the main reasons why Al should be combined
with physical models is that atmospheric processes are sub-
ject to constraints that could be broken by pure data-driven
learning, particularly when there is a change in distribution.

Hybrid modeling attempts to balance the power of expres-
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siveness of Al and the stability and understanding of physics.
Hybrid methods take many forms in observation models:
as learning with physical correction residuals, as physical
monotonicity and bounds being regulated in the loss, as a
physical conservation-like regularization, or as a physical
architecture design that obeys known physical monotonicity
and bounds ®?.

Physics-Informed Deep Priors (PIDPs) are most im-
portant for ill-posed problems in retrieval as well as sparse
training data regimes, necessitating rare extrema or poorly
observed phenomena. Structures can facilitate generalization
and decrease the likelihood of unrealistic results by pegging
learned elements to a physically significant structure. Nev-
ertheless, the physics-informed design does not imply cor-
rectness; the constraints can be incomplete or broken by the
processes outside of the model. It is the readiness of opera-
tions to perform that relies, then, on how well hybrid systems
are assessed with respect to average skill, but also constraint
violations, regime errors, and extrapolatory behavior®3!.

The second type of integration that is important is the
application of Al surrogates to speed up the costly parts of
physical models. Surrogate operators are able to lower the
cost of computation, allowing fewer cycles or larger ensem-

bles to be used to estimate uncertainty. However, surrogates

should be established to be stable in the coupled loop. Even
tiny errors of approximation can compound when under cy-
cling, and stability can be determined by the operating regime.
Those frameworks that involve the aid of the surrogates
ought to thus record their area of validity and encompass
safeguards that conceptualize when contributions are beyond

taught regimes [°41.

5.4. Coupling Pathways: From “DA-Aware” to
“DA-Integrated”

Section 3 provides the taxonomy that differentiates be-
tween the frameworks that are DA-aware and the frameworks
that are DA-integrated. In reality, the coupling process can
be in between. A DA-aware system can first provide better
QC and uncertainty estimates that are ingested by the existing
assimilation systems but make no changes to the fundamental
DA machinery. The burden of integration in this pathway is
less, and it can be incrementally validated. In the long run, it
is possible to have the work of integrating frameworks where
learned operator functionalities, bias models, or adaptive ob-
servation error schemes have been directly incorporated into
the assimilation workflow. Table 3 outlines the main inte-
gration directions, including those of standalone analytics

and those of DA-integrated and digital-twin systems.

Table 3. Integration pathways with physical models and data assimilation.

Pathwav Class What the AI Framework  What Must Be Typical Value Common Failure Appropriate
y Contributes Output Explicitly Added Modes Validation Evidence
. ' . PP . 4
Standalone QC/fusion/retrieval/now- uncertainty _rapld utllhty, low o‘verconf?ldence‘, ofﬂlne tests
. . provenance + QC integration hidden bias, brittle regime/extremes
Analytics casting products . . . .
semantics burden preprocessing stratification
obs-space errors, bias improves DA
DA-Aware assimilation-ready obs terms, inputs with misweighted obs DA trials + innovation
(External) products representativeness minimal DA degrade DA stats diagnostics
notes changes
stable interfaces, measurable cycling instability, OSE cycling across

DA-Integrated

learned operator/correction
inside the DA cycle

version control,
cycling-safe UQ

analysis/forecast
gains

error correlations
ignored

multiple
cases/regimes

.. . . . fi .
Digital simulated network + simulator fidelity + Sief_: deployment sim—real mismatch OSSE + field “reality
Twin/OSSE measurement behavior uncertainty I)es tingp Y checks”

. licies f tion | . . .
Adaptive S;)nlsci;es/tr(:nsmission 2(C)r::t1:ai?1gt:, override information- feedback loop bias, shadow-mode +
Observing & ’ efficient sensing unsafe autonomy staged rollout + OSSE

prioritization

rules

This difference is important due to the fact that it influ-
ences the evidence required to support adoption. DA-aware
systems may be tested using offline measures, as well as
restricted assimilation experiments, but DA-integrated sys-
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hard configuration control, which might be unknown in a
standard ML research environment ],

Another repeated finding amongst coupled systems is
that integration is a co-design problem. The assimilation
configuration cannot be optimized without the processing of
observations. The decisions relating to bias correction, thin-
ning, superbeing, and correlation assumption and QC thresh-

olds interact very well with the outputs of the Al module.

Pathways

Standalone
« Analytics

DA-aware
* Outputs

DA-Integrated
«Cycling

Digital Twin
*OSSE

Adaptive
Observing

+ Adaptive observing

Frameworks that transparently model these dependencies
and have tunable interfaces stand a better chance of success
than those based on a one-way, improved observation and
assimilation will improve the pipeline®®°7].

The progression from standalone processing to closed-
loop adaptive observing, and the corresponding increase in
validation and governance requirements, is illustrated in Fig-

ure 2.

Governance

Safety
constraints

Stability under
cycling

Provenance
/ auditability

Uncertainty
Calibration

Increasing Requirements

Figure 2. Coupling pathways: From standalone analytics to DA-integrated and digital-twin systems.

5.5. Observing System Experiments and Im-
pact Attribution

In situations where frameworks say they can make pre-
dictions better, the most important methodological issue is
the problem of attribution: how can one separate the impact
of the Al-enabled observation processing from other con-
comitant shifts in the modeling system? Observation and
systems verification. All the standard tools are observation
system experiments and observation system simulation ex-
periments. OSEs analyze the effect of actual observations
by comparing the analysis and forecasts with and without a
particular observation type or processing method. OSSEs
are based on a simulated truth atmosphere and simulated ob-
servations that can be used to test new sensors or processing
strategies in advance *®1.,

The frameworks based on Al raise new complexities in

OSE/OSSE design. Considering that a framework involves
online learning, the with and without experiment results can
separate over time as a result of the varying data streams em-
ployed to update them. Where the framework also produces
uncertainty estimates, any variation in assimilation weight-
ing could be a significant effect, and can only be effectively
diagnosed. Provided the framework alters QC behavior, it
can be case-dependent and advantageous to certain regimes
but damaging to others. Strict review of the SCI-standard,
therefore, highlights that forecast impact claims ought to be
buttressed by numerous cases, stratification of regimes, as
well as diagnostics that distinguish between the effects of
mean bias and the effects of variance and uncertainty. Where
feasible, the frameworks must report not only aggregate skill
scores, but also analysis increments, statistics on innovation,

and measures of reliability that will tell whether the assimi-
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lation system is performing as expected with errors®3],

5.6. Digital Twins of Observation Networks

Digital twins do not limit coupled models of the atmo-
sphere to explicit models of the observation network itself.
A network digital twin may contain sensor locations and
scheduling, communication constraints, failure and main-
tenance models, and approximate physics of measurement.
Digital twins, in combination with an atmospheric simulator
or with archived conditions, provide a means to systemati-
cally test their sensor placement, make them redundant, or
adaptive, without placing them in a real-world situation .

Digital twins have three significant purposes in the
framework of Al-driven schemes. They supply artificial in-
formation to be coached and attempt, particularly in unique
extremes and stress conditions that can be prevented in histor-
ical archives. They make it possible to evaluate new frame-
work components in an OSSE-like fashion, e.g., learned QC
thresholds or adaptive sampling policies. They also promote
lifecycle choices, including giving maintenance or calibra-
tion choices in which information worth is most critical.

Fidelity is critical to the processes of generating believ-
able conclusions about digital twin results. Assuming that
the twin is not a realistic model picture of communication
delays, sensor drift, and retrieval artifacts, an adaptive strat-
egy might be helpful in simulation but not work in action.
Consequently, the digital twin frameworks are recommended
to focus on the uncertainty of the simulator itself and are
expected to be tested against the actual network behavior. It
is a common idea: coupled cyber-physical systems are also
uncertain about the state of the atmosphere, measurement

models, and infrastructure models 199,

5.7. Adaptive Observing and Closed-Loop
Frameworks

Adaptive observing structures are the closest manifesta-
tion of the convergence of codes and climate: the observation
system becomes an active participant in the predictive sys-
tem and distributes sensing resources in accordance with the
forecasted information benefits. These frameworks can work
at various levels. They might determine the positioning of
new sensors at the network level, or they can arrange the

mobile platforms. On the operational level, they can cause

increased sampling frequency, give priority to transmissions,
or steer platforms to areas of good forecast sensitivity. At
the model level, they can select the observations to assimi-
late or the thinning and superb according to estimated error
correlations.

Information theory and decision theory are often the
starting point of the theoretical foundation of adaptive observ-
ing. Strategies can be designed to maximize the reduction
in forecast uncertainty that is likely to occur, to minimize
the target variable expected loss, or to maximize mutual in-
formation between candidate observations and quantities of
interest. Practically, high-dimensional systems cannot be
reached by full value-of-information computations, as such
computations are computationally intensive, and approxi-
mations are needed. Reinforcement learning, bandit, and
active learning Al techniques can deliver a set of tractable
choice policies, and ensembles and adjoint sensitivity tech-
niques can deliver approximations of forecast uncertainty
and sensitivity (191,

Adaptive frameworks raise the levels of safety and gov-
ernance. The errors are amplified when they operate through
feedback loops since they change what data are being col-
lected or transmitted. As an illustration, a policy that is
always focused on well-monitored areas is prone to over-
looking underserved areas, diminishing equity, and failing to
detect emerging risks. A policy that is excessively optimistic
about the estimates of uncertainty can seize upon spurious
signals. Furthermore, unscrupulous control of the edge de-
vices or communication channels may divert the sensing
resources in malicious directions. Thus, closed-loop struc-
tures demand clear restrictions, fail-safe systems, human
control, and logs of decisions. In most contexts, the most re-
alistic containing near-term solution is neither full autonomy
nor distinguishing somewhat (destined), although familiar
with human-in-loop reactive viewing, in which Al suggests,
and operators authorize or modify them 21,

Operational observation networks make use of human-
in-the-loop decision-making devices less and less to sched-
ule sensors, investigate anomalies, or switch to an adaptive
sampling scheme more often. Judgment by humans is also
required on safety-critical actions, especially in situations
where there is extreme weather surveillance or mission- cru-
cial satellites. Under such environments, Al is used more

as a decision-support layer, with operational control being
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left to the expert operators. The idea of a hybrid human-Al

process is thus a significant step between the existing state of

a set of more-or-less isolated observational networks and the

future state of a completely autonomous adaptive observing

system 03],

5.8. Integration Challenges: Consistency, Sta-
bility, and Trust in Coupled Systems

The inclusion of Al in DA and adapting to observing
fractures presents a list of challenges that are qualitatively
unlike those that are seen in independent tasks with ML.
Consistency is one of the first concerns: how the process-
ing of observations, the estimates of uncertainties, and bias
corrections are consistent with the assumptions made in the
assimilation system has to be. Stability is also very essen-
tial: learned parts should not cause oscillatory behavior or
drift and corruption of performance with cycling, and online
updates have to be strictly controlled. Trust is based upon
traceability, reproducibility, and the capability to diagnose
failures in a coupled loop where errors have the possibility
to cascade through a number of components.

These hurdles bring into focus the need to employ
frameworks as opposed to models as the unit of analysis.
An excellent performance in offline retrieval does not imply
the assimilation readiness of a retrieval model. A targeting
policy that seems successful on a simulated platform is not
invariably safe on a working platform. Combining Al with
physical models thus requires a rigorous practice due to the
integration that needs to take place and encompass domain
theory, rigorous evaluation, and strong software practices. In
this section, the way Al-based observation models can be cou-
pled with physical models via assimilation-oriented outputs,
hybrid and physics-informed designs, and increasing levels
of closeness between DA-aware pipelines and DA-integrated
systems is reviewed. It highlighted that rational ambiguity,
openness of parties to prejudice, and robustness to cyclic
updating are requirements of forecast-impact claims. It was
then coupled to network digital twins and adaptive observing
and emphasized the potential improvements in information
efficiency as well as the increased demands on safety, gover-
nance, and auditability of closed-loop systems. These inte-
gration lines pre-empt the next step of integrating, Section 6,
which is an integration of evaluation practices, operational

readiness requirements, cross-cutting challenges, and future

directions to establish next-generation free, interoperable,

authentic infrastructures of atmospheric observation!%4,

6. Evaluation, Readiness, Cross-
Cutting Challenges, and Future
Directions

Evaluation and comparison of Al-based frameworks of
atmospheric observation networks are multi-dimensional in
nature due to the variety of such frameworks. A structure can
be scientifically strong but operationally weak or effective in
computation but badly calibrated, or work in average cases

[105]  Furthermore, the final usefulness

but fail in sequences
of an observation scheme is often indirectly achieved by way
of better analyses, predictions, and decision performance, but
not by model-only scores. This part, then, condenses prac-
tice evaluation suited to the various classes of framework,
suggests a readiness-based view that is in line with opera-
tional anticipations, and summarizes cross-cutting issues that
continue to narrow translation among research prototypes
and persistent infrastructure. Based on these premises, it sub-
sequently gives future directions that could be used to design
next-generation, trustworthy, and interoperable observing

systems 1061,

6.1. Evaluation as a Multi-Layer Problem

Observation framework assessment should take into
account the stratification of the pipeline between observa-
tion and product. Each Al part can be assessed at the lowest
level using classical ML metrics, although these metrics are
only indicative of some of what is relevant in atmospheric
applications. At the system level, the framework should be
evaluated in terms of reliability, latency, and robustness in
the case of nonstationary as well as failure. A relevant ques-
tion at the impact level is, does the framework ameliorate
downstream scientific or operating consequences, such as the
quality of assimilation, forecasting skill, and risk-relevant
measurement of decisions?

These layers are coupled. An even minor change in a
measure of retrieval error can have no effect on forecasts
when uncertainties are poorly specified, or representative-
ness prevails. On the other hand, observations that are only
moderately accurate can also be much more useful in fore-
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casts, provided that the error in their observations is fully
characterized and they have available information in sensi-
tive areas. It is then necessary to design an evaluation to fit
the role and level of coupling that the framework is intended

to play as specified by the taxonomy in Section 3107,

6.2. Component-Level Evaluation: Skill, Ro-
bustness, and Interpretability

On the component level, assessment starts with pre-
dictive skill on held-out data, though to have a credible as-
sessment of atmospheric observation, it is not sufficient to
have aggregate measures of accuracy. The failure modes
that are prevalent usually include being biased during a cer-
tain regime, being sensitive to sensor artifacts, and being
degraded under distribution shift. Based on this, stratifica-
tion of performance should be done based on meteorological
regime, season, geography, sensor type, and extreme event
conditions. In the case of QC modules, the evaluation should
be based on the asymmetry of the costs: rejecting good data
results in a false negative, whereas acceptance of corrupted
data will pollute the products of fusing and assimilation[!%3],

The robustness assessment must clearly cover patterns
of missingness, intermittent data streams, timing jitter, and
simulated outage. Observation structures are often run on
incomplete information; none of the performance assertions
that assume that there is clean and full information are op-
erationally equivalent. Also applicable at this level, inter-
pretability is important, especially in the context of QC and
bias correction, in which scientific users and operational op-
erators should be aware of why data are flagged or fixed. It
is not intended to give full transparency of model internals,
but to have actionable interpretability with meaningful cate-
gories of QC, measures of confidence, and diagnostics that
are auditable %,

Direct qualitative comparison between Al-based obser-
vation systems is not an easy task because of the variation
in datasets, evaluation procedures, and operation settings.
Rather than trying to do a possibly misleading meta-analysis,
this review suggests a stratified evaluation system that dif-
ferentiates component-level skill, system-level operational
performance, and the impact of the downstream forecast.
Such a hierarchy is based on the established practices in the
research on atmospheric data assimilation, and it offers a

systematic foundation for future empirical benchmarking.

6.3. Uncertainty Quantification and Calibra-
tion Evaluation

The most significant product of an observation frame-
work is typically uncertainty, particularly when the output
is used to make assimilation or risk-sensitive choices. Ac-
curacy evaluation should thus be given equal attention as
calibration evaluation. The uncertainty outputs of a frame-
work ought to be experimented with respect to reliability,
such as the predicted intervals or probabilities sensitive to
actually observed frequencies across regimes, as well as in
the presence of a shift. Perceptiveness, without stability, is
of no service to it; stable but too conservative uncertainty
may also be destructive of value, by under-weighting the
observations.

Frameworks that traverse edge and cloud layers should
also be able to guarantee the consistency of definitions of
uncertainty. As an example, an edge QC model may give a
confidence score, whereas a cloud fusion model may give
probabilistic fields, and uncertainty is not coherently mod-
eled and may be double-counted or even ignored in down-
stream tasks. It should thus be evaluated not only to check the
calibration of each of the modules but also to check the con-
sistency of the uncertainty propagation across the pipeline.
In the case of uncertainty used to weight observations to
DA, the analysis of innovation statistics and other diagnostic
statistics should be used to determine whether the assumed
errors are similar to the actual discrepancies between model

background and observations %],

6.4. System-Level Evaluation: Latency, Relia-
bility, and Operational Performance

System-level evaluation determines the capability of
the framework to provide its desired products under the con-
straints of real life. Latencies are dependent on the appli-
cation, and could be seconds to minutes in case of hazard
nowcasting, to hours or days in climatic monitoring. Frame-
works have to be tested against the declared latency budgets
at realistic loads, peak data, and partial failure conditions.
Operational credibility revolves around metrics of reliabil-
ity, including uptime, recovery time, growth in backlog, and
subpar connectivity and behavior during component failures.

The evaluation equation should cover the cost and re-

sources (bandwidth consumption, edge power draw) in more
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resources where applicable, as well as training and inference
compute footprint. Such considerations do not just comprise
engineering specifications; they define the ability of a frame-
work to scale, whether it is sustainable, or even whether
it will be possible to implement it in areas with limited re-
sources. Energy and carbon factors become more important
along with model and network size, and these are more appli-
cable to 24/7 continuous inference pipelines. System-level
evaluation should also include security and resilience. Spoof-
ing and tampering, as well as supply-chain risks, are prone
to distributed observation networks. Frameworks possessing
adaptive decision-making or edge intelligence should be as-

sessed in terms of being resilient to corrupted inputs as well
111]

as safe when the assumptions of trust are not followed!

6.5. Impact-Level Evaluation: Assimilation

and Forecast Skill

Impact-level evaluation is necessary for frameworks
that are supposed to support DA or make predictions better.

The conventional procedure includes monitoring system ex-

Prove

perimentation and associated assimilation tests, comparing
and predicting with and without the processing or products
of the framework. There should be impact evaluation across
various cases and regimes, the diagnostics of which identify
improvements because of bias reduction, variance reduction,
improved weighting of uncertainty, or improved representa-
tiveness.

The right environment to investigate the possibility of
probabilistic benefits to provide improved reliability of fore-
cast products is also an impact evaluation. The outcomes
of interest in the case of decision support can be enhanced
warning lead time, a smaller number of false alarms, or more
accurate probabilities relating to stakeholder-interest thresh-
olds. Due to the sensitivity of forecasts and decisions to
extremes, we ought to give direct consideration to the rare-

event performance and must not be guided by global averages
112,113]

that will conceal regime-specific harms!

The evaluation hierarchy used in this review from com-
ponent skill to downstream impact, is depicted in Figure
3.

Cross-cutting:
Security

nance

. Interoperability

N
Tmpact-Level |
A\

\

System-Level

= OSE/OSSE,
+ Forecast & Decision Impact

* Latency,
« Uptime,
* Cost

« Calibration,

/;’ Uncertainty Quality r—
4
/ + Skill,
Component-level * Robustness

Figure 3. Evaluation hierarchy and metrics stack.

6.6. Operational Readiness and Reproducibil-
ity

Operational preparedness must have a framework that
can be maintained, audited, and replicated. Reproducibility
is a scientific virtue as well as an empirical requirement when

we are trying to diagnose failure or do post-event analyses. A
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readiness-oriented assessment thus encompasses the version-
ing of datasets and preprocessing pipelines, whether models
are versioned, whether the outputs can be traced to inputs
and model versions as well, and the system will also support
rollback in an update.

Overseeing is an element of preparedness. Due to the
frequent unavailability of ground truth in real time, monitor-
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ing needs to integrate a mix of both statistical messages, like
drift indicators and distribution checks, and domain-sensitive
diagnostics, including spatial consistency measures, inno-
vation statistics relative to background fields, and sensor
health measures. Human factors also constitute prepared-
ness: signifying well-defined alerting routes, documentation,
and interfaces that would allow the operators to grasp and act
upon anomalies. Table 4 summarizes the minimum evidence

suggested to be credible to the operations.

Ready Interoperability is included in readiness. Ab-
stracting Software Like Frameworks should have identifi-
able interfaces and follow metadata and QC semantics and
provenance conventions to allow downstream systems to
absorb the outputs with custom engineering. In the case of
multi-agency ecosystems, governance agreements regarding
updates, responsibility regarding incident response, and ac-
ceptable use of the shared model are also considered to be

part of readiness!14115],

Table 4. Evaluation and operational readiness checklist for Al-driven observation frameworks.

Dimension What to Report

Examples of Measures

Minimum “SCI-Review Credible”
Reporting Standard

Component Skill accuracy and error decomposition

RMSE/MAE, bias, detection metrics

include regime + extremes breakdown

Uncertainty Quality calibration and reliability

coverage, CRPS, reliability diagnostics

show calibration under shift

Robustness behavior under failure/shift

outage tests, missingness tests, drift
indicators

include stress testing protocol

System Performance latency/reliability/cost

end-to-end latency, uptime,
bandwidth/power

measured under realistic load

Security/Resilience threat awareness + mitigations

logs

authentication, tamper detection, audit

documented control plane + incident
plan

DA/Forecast Impact coupled-system improvement

OSE/OSSE, skill deltas, innovation stats

multi-case cycling evidence

Reproducibility traceability

dataset/model versioning, config capture

output — inputs/models traceability

6.7. Benchmarking and Standardized Evalua-
tion Protocols

Standardized benchmarking strategies are needed in a
progressive direction towards the operational adoption of Al-
enabled observation networks. A good benchmark suite must
offer a wide range of assessment cases, i.c., extreme weather
regimes, sensor failure cases, multi-modal data fusion prob-
lems, and experiments with simulated observation systems.
These standards ought to measure predictive performance
and other operational characteristics such as robustness, la-
tency, and reliability. Setting up common evaluation policies
will enhance consistency in research and facilitate the trans-
formation of Al-based observation systems between research
prototypes and working infrastructure.

6.8. Equity, Coverage, and Geographic Bias

The optimization of sensing networks with the help of Al
can accidentally contribute to the reinforcement of geographic
inequalities in the coverage of the observations. Areas with a
high concentration of historical data can be overtrained and
optimized in model training processes, whereas areas with
little data are underrepresented. The solution to those dif-
ficulties would be to take clear steps in considering equity
in the network design, such as using bias-aware sensor par-
ticipation plans, federated learning models, and international
data-sharing programs to enhance global observation coverage.
Figure 4 is a roadmap that brings together interoperability, uni-
fied lifecycle tooling, trustworthy UQ to extremes, federated

learning governance and digital-twin maturity ['16-119],

Al-Ready Unified MLOps + DA Trustworthy UQ for Federated / Privacy- Digital Twi ns + Safe
Metadata + QC Semantics Pipelines Extremes + Shift  Preserving Learning Adaptive Observing
(interoperability) (continuous evaluation) (stress testing) (governance) (closed-loop)
1 1 1 1 1
| | | | 1 | )
Near-Term Mid-Term Long-Term

Figure 4. Research and deployment roadmap for next-generation observing frameworks.
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7. Conclusions

Al transforms atmospheric observation networks not
only through the refinement of specific algorithms, but
through the possible allowance of a novel genre of end-to-end
designs, considering perceiving and processing as a kettle of
fish. Through the literature that has been reviewed in this pa-
per, a recurring theme has been identified; the effectiveness
and worth of next-generation observing systems are increas-
ingly becoming software architecture, lifecycle engineering,
and governance decisions rather than sensor hardware or
discrete model expertise. In this regard, convergence of code
and climate can be comprehended as moving away from the
assumption of data collection and offline analysis to contin-
uously running, uncertain, interoperable infrastructures that
can learn, adapt, and provide actionable products at scale.

This review gave a framework-based synthesis of the
discipline. To enable heterogeneous systems to be evalu-
ated on a shared footing, we proposed a taxonomy based on
five characteristic axes of Al-driven observation frameworks,
including deployment topology, learning and update mode,
connection to physical models and data assimilation, degree
of autonomy, and governance model. It is based on this tax-
onomy that we summarized repeating architectural designs
across edge intelligence, streaming ingestion, quality control
and bias management, multi-modal fusion and product de-
livery, highlighting the fact that provenance, interoperability,
and ModelOps/MLOps are fundamental scientific demands
as opposed to optional engineering extensions. Integration
pathways in physical models and data assimilation were also
discussed, showing that forecast-impact claims require there
to be calibrated uncertainty, explicit bias control, and cycling
stability, and that digital twins and adaptive observing open
a path to closed-loop sensing but cost a lot of safety and
accountability. Lastly, we have merged assessment and pre-
paredness deliberations, contending that reliable validation
should not only be evaluated in terms of predictive accuracy
but also in terms of nonstationary and extremes, system reli-
ability and latency, security and resilience, reproducibility,
and provable downstream effect.

Each of the framework classes has several cuts across
gaps and priorities. First, uncertainty is the currency of
trustful integration: lack of coherent and calibrated uncer-
tainty flowing through QC, fusion and assimilation even very

good models can distort coupled performance and cause loss

of trust by the user. Second, interoperability/provenance
has been a consistent bottleneck in an augmented observing
system—the bankrolled Al-ready semantics. A standardized
semantics is now required to support QC, bias corrections
and uncertainty plus lineage auditing operations can sup-
port scientific reproducibility and operational accountability.
Third, the distribution shift and the extremes are also to be
designed as the first-order design constraints instead of the
corner cases since it is the observing system which is of the
greatest concern when the conditions are not the norm of
the past. Fourth, frameworks that are more distributed and
adaptive are also characterized by security, existing coverage
marginality, and institutional control as determining whether
the benefits may be achieved at a large scale and not subject
to continuous encouragement. Fifth, system design should
be made sustainable and energy efficient, particularly with
the growing use of continuous inference and training of large
models.

Though Al-based observation schemes have significant
potential in enhancing the ability to monitor atmospheric en-
vironments, future studies are needed to go beyond the idea
frameworks to provide empirical evidence and make them
operational. The top priorities are the creation of assimilation-
based Al evaluation metrics, the strong uncertainty propaga-
tion through distributed pipelines, and energy-efficient Al
architectures, which can be used to address large-scale sens-
ing networks. Also, the interoperable metadata standards, as
well as digital-twin simulation environments, will be the key
to the environment of safe and auditable adaptive observing
systems. To move these directions forward, the cooperation
of atmospheric scientists, machine learning scientists, and

operational forecasting organizations will be very close.
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