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ABSTRACT

Environmental Internet of Things (E-IoT) networks are also used in real-time air, water, soil, and ecological systems
monitoring, which provides high-resolution data that is essential in environmental management and policy decision-making.
When used in these networks, the implementation of machine learning (ML) will improve the predictive potential, anomaly
detection, and automated decision-making. Nevertheless, the use of ML models brings with it additional security threats
in the guise of adversarial machine learning (AML) attacks, which can alter the input to models, their training data, or
parameters in order to trigger inaccurate predictions or to prevent the detection of events of interest. This review essentially
offers a thorough analysis of E-IoT network AML threats, the distinct characteristics of resource-constrained, distributed,
and dynamic environmental sensing environments. Along with the mechanisms, the attack surface, and the impacts that
such attacks may have on monitoring reliability and decision-making, we classify AML attacks into evasion, poisoning,
model extraction, and backdoor attacks. The review also provides a survey of defense techniques at data, model, and system
levels, such as preprocessing, robust modeling, adversarial training, secure aggregation, and self-healing networks, and
the advantages, weaknesses, and trade-offs of these techniques. Lastly, the challenges that are recognized as open include
a lack of realistic datasets, coping with concept drift, resource limitations, and interdisciplinary research. Through the

synthesis of existing information, this review will inform the development of resilient, safe, and reliable E-IoT networks
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that will be able to support reliable environmental monitoring when subjected to adversarial attacks.

Keywords: Environmental [oT; Adversarial Machine Learning; Cybersecurity; Sensor Networks; Resilient Monitoring

1. Introduction

Environmental monitoring plays a significant role in
comprehending, controlling, and reducing the impact of nat-
ural as well as human changes in the ecosystem['?]. As the
world is increasingly focused on climate change, air and wa-
ter pollution, loss of biodiversity, and management of natural
disasters, timely and correct environmental data has become
a necessity in scientific discovery, government policy, and
industry. Conventional forms of environmental monitoring,
typically relying on manual sampling and localized observa-
tion points, are proving to be inadequate in order to obtain
the high-resolution and real-time data demanded in the con-
temporary environmental decision-making process. Envi-
ronmental monitoring systems are uniquely sensitive to data
integrity compared to other IoT domains such as healthcare
or industrial automation. While errors in industrial IoT may
result in economic losses and healthcare IoT failures affect
individual patients, compromised environmental IoT (E-IoT)
data can propagate across large spatial and temporal scales,
influencing policy decisions, ecological management, and
public safety. For instance, adversarial manipulation of air or
water quality data may lead to flawed climate or environmen-
tal policies, while suppressed anomaly detection in wildfire
or flood monitoring systems can delay disaster response with
severe ecological and humanitarian consequences. More-
over, inaccurate environmental data may undermine public
trust, distort regulatory compliance, and exacerbate long-
term environmental degradation. These cascading impacts
highlight that ensuring the integrity and robustness of E-IoT
systems is not only a technical necessity but also a critical
requirement for sustainable environmental governance and
societal resilience®.

The possibilities of E-IoT networks are enhanced even
further through the introduction of machine learning (ML),
Machine learning algorithms can be used to recognize pat-
terns automatically, for predictive modelling, detect anoma-
lies, and make decisions based on reports. As an example,
ML models may forecast the distribution of air pollutants,

determine early warning of forest fires, foresee the decline in

water quality, or reveal abnormal ecological processes with
little human intervention. Specifically, more sophisticated
methods like deep learning and graph-based modeling en-
able the discovery of multifaceted spatio-temporal patterns
of heterogeneous environmental data, whereas federated and
edge-based learning methods can be used to train the model
in a distributed manner without centralized data aggrega-
tion. These developments place ML-driven E-IoT as one of
the foundations of intelligent environmental management to
offer scientific knowledge as well as practical guidance to
policymakers and industry stakeholders!.

Nonetheless, the deployment of ML on a large scale
in E-IoT networks also causes additional security and relia-
bility issues. In contrast to traditional cybersecurity threats,
where a threat to the hardware or network protocols is tar-
geted, adversarial machine learning (AML) is a category of
attack that is specifically aimed at taking advantage of the
vulnerability in the ML models. Attackers may be able to
modify the inputs, the training data, or the model parameters
to ruin the system performance, cause false predictions, or
deliver sensitive information. Such attacks may be devas-
tating in the environmental monitoring field. To illustrate,
minor changes in sensor measurements may trigger wrong
pollution notifications, inability to alert about dangerous sit-
uations, like wildfires or floods, or imbalanced regulatory
decisions. E-IoT systems are unique targets of adversarial
interventions as a result of their combination of resource-
constrained devices, distributed deployments, and changing
environmental conditions(®),

The risks created by AML are complex "], Evasion
attacks are designed to introduce precise manipulations to
sensor data that induce misclassification of sensor inputs
during inference time, which may deploy either false alarms
or conceal important events in the environment. Figure
1 illustrates the hierarchical structure of E-IoT networks,
depicting sensor layers, edge devices, communication path-
ways, and cloud platforms, along with potential adversarial
attack points. The attacks of poisoning are aimed at the train-
ing, and in that case, malicious data is inserted to control the

model on a systematic basis. Model extraction, backdoor,
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and Trojan attacks are other techniques used to attack the
predictive models in order to replicate, bias, and/or control
the model by using access to the model outputs or internal
parameters. E-IoT systems are further vulnerable to them
as they rely on distributed and often unattended devices,

which are subjected to stringent energy and computational

limits. Table 1 summarizes the primary attack types and
their mechanisms, along with the possible effects on en-
vironmental monitoring networks. Conventional defense
systems designed to work with Information Technology (IT)
or industrial systems might not be adequate or viable in this

situation.
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Figure 1. Hierarchical architecture of an environmental IoT network, including sensor nodes, edge devices, communication layers, and
cloud platforms, with potential points of adversarial attack highlighted.

Table 1. Classification of adversarial machine learning attacks in environmental IoT networks, their target stages, mechanisms, examples,

and potential impacts.

Example in Environmental

Attack Type Target Stage Mechanism Monitoring Potential Impact

Evasion Attack Inference Perturbmg sensor 1np}1ts to Margpulatmg air qual'lty sensor readings ~ False alarms or missed
induce misclassification to trigger false safe air alerts events

Poisoning Attack Training ¥njectin.g 'malicious data Altering water quallity'training data to Model learns biased
into training sets mask high contamination patterns

Systematic queries to
reconstruct model
parameters

Embedding hidden triggers
that activate under specific
conditions

Model Extraction Deployed Model

Training/Retrain-

Backdoor/Trojan
ing

Reconstructing wildfire prediction
model for adversarial input crafting

Intellectual property theft,
targeted attacks

Introducing latent trigger in soil
moisture model to suppress anomaly
detection

Delayed or suppressed
hazard alerts

In spite of the increasing awareness of adversarial
threats, the study of AML in environmental IoT networks is
still not unified. The current literature can be divided into
general-purpose loT security, sensor-specific or isolated ML
models, with little regard to the environmental monitoring
systems’ peculiarities. The environmental data is generally
very noisy, sparse, and highly correlated both in space and
time, which creates opportunities as well as challenges to
adversarial attacks. In addition, practical E-IoT implementa-
tions demand robust, energy-saving, and long-lasting models,
and the construction and assessment of AML defenses are
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especially sophisticated. Having a detailed knowledge of
the vulnerabilities, attack procedures, defense measures, and
unresolved issues in this sector will be the key to obtaining
robust environmental monitoring systems!1%],

The main aim of the review is to make a systematic
and integrative review of adversarial machine learning in
environmental IoT networks. In particular, this article will
(i) provide an overview of the architecture and data nature
of E-IoT systems, (ii) categorize and discuss the range of
AML threats applicable to environmental monitoring, (iii)

examine the existing defense mechanisms on the data, model,
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and system levels, and (iv) address the gaps in the existing re-
search and prospects. This review aims to inform researchers
and practitioners about the weaknesses and remedies of ML-
enabled environmental monitoring by synthesizing existing
knowledge, and such a synthesis can eventually result in the
design of safer and more reliable E-IoT systems[!-13],
Besides being technically important, the insights of
AML in the context of environmental IoT have a general

[14], Regulatory compliance, pub-

societal and policy impact
lic health advice, management of resources, and disaster
response are based on accurate and reliable environmental
data. E-IoT network vulnerabilities do not just affect the
scientific credibility but also create potential risks to citizens
and their relationship to the environment. Thus, the intro-
duction of adversarial resilience into the E-IoT systems is
not a technical issue; it is a condition for the responsible
environmental regulations in the age of intelligent sensing
and predictive analytics.

To conclude, environmental IoT and machine learn-
ing convergence have never presented such opportunities as
they do now in terms of real-time, data-driven environmental

15.16]  However, this pivotal convergence also

monitoring|
poses new risks to security with adversarial machine learning,
which may jeopardize the integrity and safety of harsh moni-
toring systems. Figuring out the current level of research in
environmental IoT on AML, categorizing types of attacks,
exploring defense solutions, and outlining unresolved prob-
lems, this article is intended to serve as a reference point
when developing a system of effective, reliable, and efficient
environmental monitoring networks. The next sections de-
scribe the structure of E-IoT systems and the specifics of
environmental data, analyze adversarial threats and defenses,
and comment on up-and-coming challenges and future re-
search directions, and finally assess adversarial resilience in

environmental monitoring.

2. Environmental IoT Monitoring
Networks and Machine Learning

The latest environmental monitoring is led by the Envi-
ronmental Internet of Things (E-IoT) systems that have high-
resolution and continuous observation capabilities superior
to the conventional approaches of manual or station-based

monitoring!!7]. Such systems combine a variety of sensors,

edge devices, communication networks, and cloud comput-
ing to gather, process, and analyze real-time environmental
data. Machine learning (ML) adoption also promotes the
functionality of such networks to allow them to predict ana-
lytics, detect anomalies, and make decisions automatically.
It is in this section that the types of E-IoT architecture, how
machine learning can be used in environmental monitoring,
and the peculiarities of environmental data that define the
design and security of the ML-based monitoring system are
described in detail.

2.1. Architecture of Environmental IoT Net-
works

E-IoT systems are generally hierarchical in structure,
and the needs of distributed sensing, data gathering, and com-
putational efficiency!!®*]. On the bottom level, sensor nodes
are being used to measure environmental parameters such
as temperature, humidity, air pollutants, water quality indi-
cators, soil moisture, or wildlife movement. Limited power,
processing power, and storage of these sensors can often
limit these sensors, which requires effective data gathering
and local processing. Depending on the scale of deployment
and the need to transmit data, sensor nodes are typically
connected by wireless communication protocols, such as
low-power wide-area network (LPWAN), Zigbee, LoRa, or
cellular Internet of Things.

Edge devices or gateways are located above the sen-
sor layer to aggregate and preprocess sensor data and pass
In E-

10T, edge computing can be incredibly useful in minimizing

it on to cloud servers or centralized platforms!'%l.

latency, conserving bandwidth, and performing initial ana-
lytical inspection. Cloud platforms at the highest tier offer
comprehensive storage, multifaceted computing, and analyt-
ical services. Such systems have machine learning models
that run on aggregate data across a range of sensors, and
facilitate predictive information, trend analysis, and deci-
sion support. The multi-layered architecture enables E-IoT
systems to work effectively in heterogeneous environments
of large scale and also enables the adaptive and intelligent
monitoring of the environment. Table 2 gives the general
overview of the main elements of E-IoT networks, reflects
their functionality, some of the technologies they represent,
and discloses the vulnerabilities that could be used by adver-

sarial machine learning.
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Table 2. Components of environmental IoT systems, their functions, examples, and potential vulnerabilities to adversarial machine

learning.

Component Function Examples/Technologies Vulnerabilities Related to AML

Sensor Nodes Collc?cF environmental data (temperature, Ai'r qua.l ity sensors, water probes, Tn.put .manipulation, spoofing, noise
humidity, pollutants, etc.) soil moisture sensors injection

Edge Devices Aggregat.e, preprocess data, perform local Gateways, microcontrollers, edge Limitec! computa'tional resources,
computations servers susceptible to poisoned updates

Communication Transmit data between sensors, edge, and LPWAN, LoRa, Zigbee, Cellular Data interception, adversarial

Layer cloud IoT perturbation during transmission
Central storage, high-performance Amazon Web Services (AWS) IoT, = Model extraction, backdoor injection,

Cloud Platforms

computation, ML model hosting

Azure I0T, Google Cloud IoT

poisoning during retraining

2.2. Machine Learning in Environmental Mon-
itoring

Machine learning has played a crucial role in E-IoT net-
works to convert raw sensor readings into actionable data.
Environmental monitoring has a great variety of ML methods,
including not only classical regression and classification mod-
els but also more sophisticated deep learning and graph-based
methods. Continuous prediction is usually performed with the
help of regression models, e.g., predicting the level of pollu-
tants in the air, the rate of water flow, or the content of soil
with nutrients. Some commonly used classification models,
such as support vector machines and random forests, are used
to identify anomalies or classify environmental events, such
as classifying normal and hazardous levels of air quality %],

Convolutional Neural Networks (CNNs) and Recurrent
Neural Networks (RNNs) are deep learning models that are
more effective when modeling complex spatio-temporal pat-
terns that exist in environmental datal?!?%!, Graph neural net-
works (GNNs) have been used more often to learn relational
and topological dependencies between sensor nodes in a net-
work, including interactions between spatially distributed
measurement points. Federated learning is also becoming a
promising method of distributed environmental monitoring
that enables ML models to be learned on a large population
of edge devices without the need for a centralized system of
data collection, which increases the level of data privacy and
saves on the costs of transmissions. Together, these machine
learning methods can make the E-IoT systems predict, detect
anomalies, and warn about possible dangers in real-time and

analyze the tendencies in the environment over the long term.

2.3. Characteristics of Environmental Data

The environmental data have their peculiarities that
characterize them during comparison with other datasets

within IoT and shape both the design and security of machine
learning models. Noise and variability, which are caused by
sensor imprecision, environmental noise, or missing measure-
ments, are one of the distinguishing characteristics. The other
important attribute is spatio-temporal correlation, which is an
expression of the interdependence of environmental phenom-
ena over space and time, e.g., the distribution of pollutants
in air or water networks. The presence of these correlations
makes environmental data very informative yet difficult to
model because the traditional assumptions of independent
and identically distributed (i.i.d.) data are frequently not
true (23241

Cleaning environmental data also suffers from the is-
sue of sparsity and missing values, especially in remote or
unfavorable environments where sensor malfunction or loss
of communication is the norm. Also, the processes of the
environment tend to have concept drift, with the underlying
patterns changing over time with seasonal variations, cli-
mate variations, or human actions. The machine learning
models implemented in E-lIoT networks should thus be adap-
tive, resilient to noise, and should also be able to withstand
dynamic distributions. Behavior, being high-dimensional,
heterogeneous, and temporally changing data simultaneously,
presents both attacker possibilities to perform complex anal-
ysis and the possibility of adversarial manipulation, where
minor perturbations have disproportionate effects on model
predictions 23261,

These distinctive characteristics of environmental data
have direct implications for adversarial machine learning
vulnerabilities. High noise levels and natural variability can
obscure adversarial perturbations, making evasion attacks
more difficult to detect while allowing attackers to embed ma-
licious signals within normal fluctuations. Data sparsity and
missing observations, which are common in remote sensing

environments, can significantly increase the effectiveness of
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poisoning attacks, as even a small number of manipulated
samples may disproportionately influence model training and
bias learned patterns. Furthermore, strong spatio-temporal
correlations, while useful for improving predictive accuracy,
may also enable adversarial effects to propagate across inter-
connected sensors, amplifying the impact of localized attacks
and complicating detection. At the same time, these correla-
tions can be leveraged defensively through cross-validation
and anomaly detection across neighboring nodes. Finally,
concept drift in environmental systems creates opportuni-
ties for adversaries to exploit outdated models, introducing
perturbations that align with shifting data distributions and
evade detection. Understanding these interactions is essential
for designing robust AML defenses tailored to environmental

monitoring contexts.

2.4. Security Implications of Machine Learning
in E-IoT

Although the incorporation of ML into E-IoT networks
has tremendous benefits in terms of analytics, it also brings
emerging security issues. In contrast to the more conven-
tional cyber threats, which are focused on network protocols,
devices, or data integrity, adversarial machine learning at-
tacks make use of the vulnerabilities within predictive models
in particular. Such attacks are more likely to have an impact
because of the dependence on ML models to make impor-
tant environmental monitoring choices. Adversarial pertur-
bations can be amplified by sensor noise, spatio-temporal
correlations, and distributed data collection in a manner that
is hard to detect and reduce. Also, edge devices and gate-
ways tend to have a very restrictive resource budget, pre-
venting them from being able to support computationally
expensive defenses like adversarial training or model test-

27281 Therefore, it is important to have knowledge of

ingl
the architecture, data, and ML usage of E-IoT networks to be
able to evaluate the weaknesses of the system and establish
protection mechanisms, which will be discussed later in this

review.

3. Adversarial Machine Learning
Threats in Environmental IoT

By introducing machine learning capabilities to envi-

ronmental [oT (E-IoT) networks, there has been an impres-

sive set of predictive and analytical power, but it has also
opened the systems to a range of adversarial threats*?°!, Ad-
versarial machine learning (AML) attacks are not directed
at communication protocols or physical devices, in contrast
to conventional attacks, which focus on the behavior of pre-
diction models. Such attacks may undermine the credibility
of environmental surveillance, mislead important decision-
making, and, worse still, put the safety of the population or
environmental management in danger. This section offers a
broad description of the nature of AML attacks applicable
to E-IoT, how they are executed, on what components they
impact, and what their impact could be on the environmental

monitoring systems.

3.1. Taxonomy of Adversarial Attacks

Adversarial attacks in E-IoT may be generally classi-
fied into evasion attacks, poisoning attacks, model extraction
attacks, and backdoor or Trojan attacks, whereby each is
based on a different aspect of the ML lifecycle. Various at-
tacks, such as evasion attacks, are attacks that happen during
the inference phase, and an attacker intentionally manipulates
the input data to cause misclassification or prediction errors.
In environmental surveillance, it may mean the manipulation
of sensor outputs to conceal high levels of pollutants, or cre-
ating a false alarm of some natural threat, e.g., flooding or
wildfires. The attacks can be very nuanced and utilize small
perturbations that are within sensor limits and are therefore
hard to notice but have disproportionately large impacts on
model outputs 3931,

These attacks are aimed at the machine learning model
teaching. In these attacks, the attackers introduce the train-
ing set with well-designed malicious data, which makes the
model learn biased or malicious patterns. As an illustration,
when an ML model is trained to identify an anomaly in water
quality, the training data might be poisoned, which would
make the model desensitized to a high level of contaminants
and thus fail to alert to the issue and cause ecological damage.
The problem of poisoning attacks is of particular concern
to federated/distributed learning settings, where the outputs
of several nodes are combined, and are more likely to be
impacted by a malicious one[3%.

Model extraction and inference attacks enable the at-
tackers to rebuild or estimate proprietary models by present-
ing system queries in a systematic way. After an attacker is
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aware of the framework or parameters of the model, it is a bit
simpler to develop specific adversarial inputs. These attacks
are not only a danger to the integrity of the system but to
intellectual property as well, especially when using commer-
cially deployed predictive models within an environmental
monitoring context (33,

Lastly, backdoor attacks or Trojan attacks are those that
entail inserting concealed triggers in the model when training
it, which may later be triggered to induce certain erroneous
responses. When applied to E-IoT, an attacker may place
a latent vulnerability in a system that can be exploited un-
der a specific environmental condition, or data pattern, to
cause misclassification or suppressed detection of important
events. These attacks are very strong in that they tend to be
dormant as they are usually checked in the normal course of
validation and only appear in certain situations, and are very

difficult to identify and prevent[34],

3.2. Attack Surfaces in E-IoT Systems

There are several vulnerabilities to AML attacks in the
lifecycle of an E-IoT system, including the data collection
phase, all the way to the model deployment. Compromised
or spoofed sensors may feed the ML model with altered data
during the data collection phase, which amounts to evasion
attacks on the source. During transmission, rivals can inter-
cept or modify data packets to cause adversarial perturbation,
either with the aid of weak encryption or insecure commu-
nication protocols. Poisoning attacks are also specifically
vulnerable to the training phase, and are especially common
in federated learning or in collaborative sensing networks,
where the data is collected by many, potentially untrusted,
sources. Evasion attacks take advantage of the weaknesses
of the deployed ML model to generate erroneous predictions
during real-time inference during model inference. Lastly,
during model update/retraining, attackers can corrupt incre-
mental learning operations, continuing to propagate past un-
noticed vulnerabilities/backdoors. The interchangeability of
such attack surfaces highlights the challenge of maintaining

ML-enabled environmental monitoring networks 3233371,

3.3. Case Studies in Environmental Monitoring

Several studies have demonstrated the practical risks

of AML in environmental contexts. For instance, adver-

sarial perturbations in air quality monitoring systems have
been shown to induce misclassification of pollution levels,
potentially resulting in false safety alerts or regulatory non-
compliance. In water quality monitoring networks, data poi-
soning experiments have illustrated how biased training sets
can prevent detection of high contaminant concentrations.
Similarly, wildfire detection systems relying on distributed
sensors and ML-based prediction models are vulnerable to
both evasion and poisoning attacks, which can delay critical
alerts and exacerbate ecological and human damage. These
examples highlight that even small-scale perturbations or
carefully timed attacks can have outsized consequences due
to the reliance on automated, ML-driven decision-making in

environmental monitoring 38491,

3.4. Impacts and Implications

AML attacks in E-IoT networks go beyond technical
failures. Inaccurate forecasts may jeopardize the quality of
environmental information, destroy the credibility of people,
and lead to poorly informed policy choices*!). Adversarial
attacks can lead to a delay in responding or even cause un-
suitable interventions in a safety-related situation, like flood
warnings, wildfire alerts, or detecting hazardous emissions,
which are dangerous to human lives, wildlife, and ecosystem
conditions. Furthermore, the spread and resource-limited na-
ture of most E-IoT systems increase the challenge in tracking
and deterring adversarial behavior, as nodes may act inde-
pendently with little processing power to conduct effective
anomaly detection or verification.

AML threats in E-IoT are very insidious, especially
because of high-impact consequences, a variety of attack
surfaces, and limited resources*?l. Knowing these vulnera-
bilities is a requirement to create an effective defense mech-
anism, and this will be addressed in the following section.
The systematic taxonomy of types of attacks, their mecha-
nisms, and practical consequences will help researchers and
system designers to devise specific approaches that increase

the resilience of environmental monitoring networks.
4. Defense Mechanisms and Re-

silience Strategies

The identification of the adversarial machine learning
(AML) threat to environmental IoT (E-IoT) networks has

95



Journal of Environmental & Earth Sciences | Volume 08 | Issue 06 | June 2026

led to the emergence of a variety of defense mechanisms
that should enhance the resilience of the system[*}]. These
defenses are created in response to vulnerabilities in machine
learning models, the training data, and deployment settings,
unlike traditional cybersecurity measures. Plausible defense
solutions need to take into account the peculiarities of the
E-IoT, such as resource-constrained sensor nodes, hetero-
geneous deployment, spatio-temporal relationships, and the
necessity to have reliable environmental information. It is
an exhaustive background of the defense mechanisms in
the form of data-level, model-level, and system-level strate-
gies and how the data-level, model-level, and system-level
defense mechanisms have been applied, limited, and com-

promised in the case of environmental monitoring.

4.1. Data-Level Defenses

Data-level security is aimed at improving the quality
and resilience of data coming to machine learning models.
A central method is data preprocessing, which is designed
to eliminate noise, normalize inputs, and identify anomalies
prior to reaching the model 4. Statistics outlier detection
methods, smoothing filters, sensor fusion, and more can
be used to reduce the effects of corrupted or perturbed sen-
sor measurements to make evasion attacks less effective.
Also, the use of redundancy in sensor placement and cross-
checking with a number of nodes can be used to determine
discrepancies that are signatures of adversarial manipula-
tion.

The other strategy that is important is robust data aug-
mentation, whereby the models are trained on varied and
representative data that mimics possible perturbations or

(431, The model is also made less susceptible to

anomalies
small, malignant alterations in sensor readings through ex-
posing models to a broader spectrum of variations in inputs,
including adversarial examples that can be synthetically gen-
erated. Additionally, data aggregation techniques, which are
secure especially in federated or distributed learning, can
minimize the threat of poisoning attacks through weights or
filtering of contributions made by possibly untrusted sources.
The data-level defenses are necessary, but they need to be
well-tuned to ensure the balance between the high level of
robustness and the limitations on computational power and

real-time performance in E-loT networks.

4.2. Model-Level Defenses

The model-level defenses intend to improve the inher-
ent resistance of the machine learning algorithms to adversar-

ial attacks [

1. Adversarial training is one of those commonly
used methods, as models are directly trained on clean and
adversarial perturbed samples. This exposure enables the
model to gain decision boundaries that are not sensitive to
small perturbations, hence reducing exposure to evasion at-
tacks. Additional approaches are good architecture design,
i.e., ensemble models, dropout regularization, or special-
purpose layers that make adversarial inputs more difficult to
be effective.

Estimation of uncertainty and confidence calibra-
tion are also essential aspects of model-level defenses7].,
Bayesian neural networks or Monte Carlo dropout technol-
ogy can be employed to compute prediction uncertainty in
models to indicate problematic input or abnormal structure.
E-IoT systems can avoid such erroneous decisions made due
to adversarial perturbation by labeling low-confidence pre-
dictions to be further verified or to be handled by humans.
Nevertheless, they can add computational demands, which is
a vital factor with edge-deployed models with a constrained

energy budget.

4.3. System-Level Defenses

System-level defenses consider the larger network
structure and protocols to be more resilient to AML at-

tacks[4?]

. Federated learning can be securely aggregated
using secure aggregation protocols, where malicious nodes
are not allowed to affect the changes in the model to make
collaborative training resistant to poisoning attacks. Like-
wise, multiple node redundancy and cross-validation can
be used to identify anomalies due to localized adversarial
manipulation, and adaptive sampling and dynamic sensor se-
lection can be used to decrease the exposure to compromised
nodes.

Moreover, system-level monitoring and anomaly de-
tection frameworks may offer real-time monitoring of both
the network activity and data trends as well as model be-
havior¥l. These frameworks usually integrate statistical
analysis, time pattern identification, and domain informa-
tion to identify anomalies that are signs of AML attacks.
E-IoT systems can automatically adjust their sensing, data
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routing, or model parameters based on the observed attacks
through advanced strategies, e.g., self-healing networks, and
thus increase their resilience without the need to adjust them
manually.

System-level defenses have to trade off security against
practical deployment as well as communication, energy, and
real-time operational constraints. In very big or distant E-IoT
networks, the capacity to introduce lightweight, distributed,
and dynamic defense systems is vital in safeguarding not
just the security but also the dependability of environmental

surveillance*].

4.4. Trade-Offs and Evaluation Challenges

Although the data, model, and system-level protections
offer several tiers of defenses, their application on the E-IoT
networks is associated with trade-offs. Indicatively, model
resilience can be enhanced through strong preprocessing or
adversarial training, but at the expense of higher computa-

tional cost, energy use, and latency*%). Likewise, system-
level redundancy has better detection but must add sensors
and bandwidth, which might not be possible in resource-
constrained deployments.

The assessment of the effectiveness of AML defences
in E-IoT is a special problem as well ], The above defense
mechanisms have been summarized in Table 3, and their
strengths, weaknesses, and suitability in various E-IoT de-
ployment scenarios have been noted. Environmental data are
generally noisy, sparse, and highly correlated, which makes it
difficult to measure model robustness. In addition, there are
few realistic threat models and benchmarking data sets used
in the environmental applications, and it is hard to measure
the performance of defenses in the real attack environment.
Nevertheless, the multi-level defences, properly adjusted ac-
cording to the specifics of the E-IoT network, continue to be
the most promising with regard to increasing the degree of

adversarial resilience.

Table 3. Defense strategies for mitigating adversarial machine learning threats in E-IoT networks, classified by data, model, and system

levels, with pros and limitations.

Defense Level Strategy/Method Description Pros Cons/Limitations
Data-Level Preprocessing/Filterin Remove noise, detect anomalies Simple, low May not detect sophisticated
p g e before feeding to ML models computational cost adversarial perturbations
Data-Level Robust Data Augmentation Train on adversarial or varied Improv@s model Require§ gareful calibration,
datasets generalization extra training
. - Trai 1 with ial Directly i ionall i
Model-Level Adversarial Training rain model with adversaria irectly improves Computatlona y expensive,
examples robustness increases latency
. L if icti fi Helps fl ial Requi itional
Model-Level Uncertainty Estimation Quantify pr.ec.ilcthn confidence to elps flag potentia equires fiddltlona
detect suspicious inputs attacks computational resources
Secure . Reduce influence of compromised Enhances Communication overhead,
System-Level Aggregation/Federated T . . . .
Learning nodes in distributed learning collaborative security ~ complexity

Reconfigure sensing, routing, or
computation in response to detected

System-Level Self-Healing Networks

attacks

Complex implementation,
resource-intensive

Enables continuous
resilience

5. Open Challenges and Future Direc-
tions

Although the threats of adversarial machine learning
(AML) in environmental IoT (E-IoT) networks have been
studied and mitigated to a large extent, there are still many
obstacles that prevent the implementation of completely
resilient systems. Exceptional features of environmental
surveillance, such as decentralized and resource-limited de-
ployments, spatio-temporal associations in information, and
the fundamental importance of precise forecasting, pose dif-
ficulties in both technical and operational aspects?l. The
given section dwells upon the key open issues of AML in

E-IoT and provides some possible future research directions,
with references to the intersections of security, machine learn-

ing, and environmental science.

5.1. Lack of Realistic Datasets and Threat Mod-
els

The lack of realistic data that is representative of the
environment, sensor noises, and adversarial conditions has
become one of the most problematic issues in the develop-

321, The majority

ment of AML studies concerning E-IoT!
of publicly available data sets are either those that are not

so large in number, do not have enough time resolution, or
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do not contain examples of adversarial manipulation. This
is a weakness in building and benchmarking solid models
since it is not always possible to simulate attacks that are
entirely applicable in the real world. Likewise, current threat
modeling methods tend to rely on simplistic assumptions
about attack methods and not take into account the complex-
ities of how adversarial inputs, spatio-temporal relationships,
and distributed sensing interact. To test the attacks and de-
fenses in an environment that is similar to the conditions that
are encountered in real environmental monitoring deploy-
ments, high-fidelity datasets and all-inclusive threat models

are necessary.

5.2. Resource Constraints and Scalability

IoT networks in the environment are typically deployed
in remote or harsh environments with severe power, com-

(531, It can be com-

puting, and communication constraints
putationally expensive and energy-consuming to implement
powerful defenses, e.g., adversarial training, uncertainty es-
timation, or continuous anomaly detection. The challenge
of balancing security and operational effectiveness is recur-
ring, especially when a network is expanded to the level
of thousands of sensors or a broad geographical area. Fu-
ture studies should involve the development of lightweight,
distributed, and adaptive defense features that are resilient
without violating E-IoT infrastructural limitations. Space
Unless the network is linear or acts as a complete system,
edge-based algorithms, federated learning, and energy-aware
algorithms are all potentially promising directions to resolve

these challenges.

5.3. Handling Concept Drift and Environmen-
tal Dynamics

The environmental processes are dynamic in nature and
have a seasonal variation, climatic change effects, and human-
made disturbances. Such changes may cause concept drift,
where the statistical characteristics of the environmental data
change over time, and this may affect the performance of

[341 Opponents can use concept

the machine learning models
drift to unleash attacks that are not noticed by models that are
trained on old data. A major research problem is to design mod-
els that can adapt to the changing environmental conditions

and be resilient to adversarial perturbations. The factors that

should be explored in the future include incremental learning,

continual learning, and self-adaptive model architectures.

5.4. Integration of Trustworthy Al and Self-
Healing Systems

With the growing impact that E-IoT networks have on
policy and the decisions of people regarding their safety, the
integration of the principles of reliable Artificial Intelligence
(AI) becomes necessary 53], This is in the form of ensuring
that there is transparency, interpretability, fairness, and ac-
countability in model predictions. These principles, along
with adversarial resilience, can be used together to increase
confidence in the outputs of environmental monitoring and
help with regulatory compliance. In addition, self-healing
systems, which identify, isolate, and neutralize compromised
nodes or corrupted data streams, are also a promising di-
rection for enhancing operational resilience. These systems
would be able to automatically reconfigure sensing, computa-
tion, and communication pathways to keep them functioning

reliably against constant attacks.

5.5. Interdisciplinary Research Opportunities

The overlap between the fields of environmental sci-
ence, [oT infrastructure, and cybersecurity makes interdisci-
plinary research necessary*®371. The development of AML
defenses needs the knowledge of domain specialists to inter-
pret phenomena in the environment, sensor constraints, and
the decisive thresholds of intervention. Cooperation between
computer scientists, ecologists, environmental engineers, and
policymakers can result in more credible threat models, more
effective metrics of evaluation, and useful mitigation mea-
sures. Moreover, regulatory and policy frameworks that
include AML strength under environmental monitoring stan-
dards may provide an incentive to implement strong and

reliable systems.

5.6. Future Research Directions

The next generation of AML in E-IoT research ought to
focus on the creation of standardized, realistic datasets and
benchmarks that mirror the issues of real monitoring of the
environment >, Figure 2 illustrates the key open challenges
in AML for E-IoT networks and maps potential research di-

rections to address these gaps. Addressing scalability and
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resource constraints requires lightweight, adaptable, and dis-
tributed defense systems. Long-term resilience will require
models that can continuously learn their environment, which
is dynamic and which have system-level self-healing and
trust-enhancing capabilities. Lastly, an interdisciplinary so-

lution combining cybersecurity, environmental monitoring,

Lack of Realistic Datasets

+ Real-world noise

and regulatory aspects will offer a comprehensive model for
constructing secure and reliable E-IoT networks that are able
to meet scientific, industrial, and societal demands. A system-
atic overview of current research gaps and how they relate
to E-IoT networks, as well as future research opportunities,
is tabulated in Table 4.

Benchmark Dataset Creation

* High-fidelity data generation

——— i o Reallics 5 2
. . L 1 ealistic adversarial scenarios
Environmental variability 1 :
+ Lack of adversarial benchmarks : :
! 1
H 1 ! Lightweight Defense Mechanisms
1
H 1 r—
: A M ! * Energy-efficient
[P > H * Low-latency
_____________ - q q -«
i Adversarial Machine
¥ Learning IoT Networks

Resource Constraints

¢ Limited energy
* Restricted Computation
+ Bandwidth limitation

v
Concept Drift

-+ *+ Shifting sensor dynamics

¥

Interdisciplinary Collaboration

Continual / Federated Learning

» Incremental learning
* Privacy-preserving training

+ Changing environmental patterns

Trustworthy AI

+ Explainable models
* Fair, secure predictions

Cybersecurity | Environmental Science | Policy Integration

Figure 2. Conceptual roadmap of open challenges and future research directions for adversarial machine learning in environmental [oT

networks.

Table 4. Open challenges in adversarial machine learning for environmental IoT networks, their implications, and potential research

directions.

Challenge/Gap Description

Implications for E-IoT Potential Research Directions

Few datasets capture sensor noise,
environmental variation, and adversarial
scenarios

Edge devices have limited energy,
computation, and communication
capacity

Environmental conditions evolve over
time, affecting model performance
Need for interpretable, fair, and
accountable ML predictions
Cybersecurity, environmental science,
and policy knowledge often siloed

Lack of Realistic Datasets

Resource Constraints

Concept Drift and
Environmental Dynamics

Integration of Trustworthy Al

Interdisciplinary Collaboration

Limits evaluation of defenses Develop high-fidelity, benchmark

datasets
Limits feasibility of robust
defenses

Lightweight, adaptive, distributed
defenses

Vulnerability to attacks
exploiting outdated models
Supports regulatory
compliance and public trust

Incremental/continual learning
methods

Design explainable and
trustworthy ML systems
Promote interdisciplinary

Limits holistic solutions
frameworks and standards

6. Conclusion

E-IoT networks, which are driven by machine learning,
are a paradigm of monitoring and controlling the intricate
environmental processes. These systems deliver new capabil-

ities of real-time, high-resolution data collection, predictive
analysis, and automated decision support and have been used
in applications such as pollution monitoring and water qual-
ity management, wildfire detection, and climate research.

Nonetheless, the implementation of machine learning on
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such networks brings another category of threats called ad-
versarial machine learning (AML) that fail the predictive
models instead of conventional network or hardware objects.

The given review has offered an in-depth analysis of the
latest situation in AML of environmental IoT networks. Sec-
tion 2 described the design of E-IoT systems, with a special
focus on the hierarchy of sensors, edge devices, and cloud
platforms, along with the specific nature of the environmen-
tal data, such as noise, sparsity, spatio-temporal correlations,
and concept drift. Section 3 analyzed the adversarial threat
taxonomy, such as evasion, poisoning, model extraction, and
backdoor attacks, and discussed their possible effect on the
reliability, accuracy, and safety of environmental monitor-
ing. Section 4 has covered defense mechanisms and system
resilience strategies at data, model, and system levels, includ-
ing methods like preprocessing, robust modeling, adversarial
training, secure aggregation, and self-healing architectures.
Section 5 emphasized unresolved issues and future research,
such as the lack of realistic data, resource-related limita-
tions, environmental dynamics, and interdisciplinary and
trust-based solutions. The provided evidence indicates that
the need to introduce adversarial resilience in the design and
functioning of E-IoT networks is crucially important. Devoid
of proper protection, adversarial attacks may undermine not
just the accuracy of environmental forecasts but also the cred-
ibility of the policy choices, actions to protect the population,
and ecological management efforts as well. To ensure that
these networks are robust enough to work in the conditions
of the environment and in the face of changing adversaries,
the light-weight, adaptive, and distributed defense strategies,
based on continuous learning and self-healing mechanisms,
have to be developed.

Moreover, this review highlights the greater conse-
quences of AML in E-IoT that are not directly related to
technical performance. It requires credible and explainable
models, realistic to benchmark, and interdisciplinary coop-
eration to match technology developments with ecological,
societal, and regulatory goals. The systematic nature of
the vulnerability awareness, the categorization of the attack
mechanisms, the assessment of defenses, and the uncovering
of the existing gaps can enable researchers, practitioners, and
policymakers to design E-IoT systems that are not only intel-
ligent and efficient but also secure, resilient, and trustworthy

enough.

To sum up, environmental [oT and machine learning
convergence suggest a revolutionary potential in the field
of environmental monitoring and control. Simultaneously,
threats from adversaries are quite dangerous and should
be prevented in advance. The most effective way of en-
suring robust, secure, and reliable E-IoT systems is to em-
ploy an integrated strategy incorporating data-, model-, and
system-defenses and adaptive learning strategies and inter-
disciplinary cooperation. Further research and development
in this direction is pivotal towards maximizing the potential
of smart environmental surveillance and preserving the con-
sistency and credibility of the information and judgments

that constitute ecological sustainability and citizen safety.
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