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ABSTRACT

Interrelated environments are also becoming the driving force behind how intricate physical, social, and cyber-
physical systems are observed and handled. The key in this development is the incorporation of Internet of Things 
(IoT) sensing infrastructures and smart systems that have data analytics, learning, and decision support capabilities. 
The review is a well-organized account of the development of recent connected environments with a specific emphasis 
on the interactions of IoT sensors and intelligent systems to improve monitoring and decision-making. First, the article 
discusses IoT sensing infrastructures, which comprise architectural foundations, sensor technologies, communication 
mechanisms, and deployment considerations that facilitate the acquisition of large volumes of data. It then looks at 
intelligent systems data processing and analytics, with the contribution of machine learning, artificial intelligence, 
and edge-cloud design to the conversion of raw sensor information into insights. Based on these premises, the review 
examines frameworks and strategies of fusion that combine heterogeneous sensor data and intelligent analytics across 
multiple layers of systems. The application domains, such as smart cities, healthcare, industrial automation, and 
environmental monitoring, are mentioned as examples of the representative areas where the concept of intelligent 
connected environments has practical implications and issues. The Major technical, organizational, and societal issues—
scalability, data heterogeneity, security, privacy, and trust—are discussed critically. Lastly, the article also describes 
the emerging trends and future research directions, such as distributed intelligence, privacy-preserving learning, 
and autonomous decision systems. With its holistic view of connected environments, this review is expected to help 
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researchers and practitioners in developing robust, scalable, and trustworthy next-generation monitoring and decision 
support in connected environments.
Keywords: Connected Environments; Internet of Things; Intelligent Systems; Data Fusion; Decision Support

1.	 Introduction
The quick advancement of digital technologies has 

essentially transformed the manner in which the physical 
situations are felt, tracked, and handled. The development 
of sensing, communication, and computation has made 
possible the development of connected environments, 
where heterogeneous physical objects, including infra-
structure and machines, human beings, and natural sys-
tems, are constantly observed and modeled digitally [1]. The 
central aspect of this change is the Internet of Things (IoT) 
that offers the base sensing and connection platform of 
large-scale data collection. Nevertheless, the simple pres-
ence of the IoT sensors is not enough to tackle the growing 
complexity, size, and dynamism of the contemporary en-
vironment. IoT infrastructures should be closely coupled 
with smart systems with the capability of interpreting, rea-
soning, and decision support of sensed data to reap the full 
benefits of the sensed information [2–4].

Connected environments can be described in a way 
that they are able to perceive environmental states in real 
time, interpret contextual information, and justify action or 
automated reactions. The capabilities are becoming in de-
mand in a large variety of application fields, such as smart 
cities, health systems, industrial automation, transporta-
tion systems, and environmental surveillance. In this case, 
many decisions may be made based on the integration of 
streams of data produced by various IoT sensors, includ-
ing environmental sensors, wearables, cameras, and in-
dustrial sensors. The volume, heterogeneity, velocity, and 
uncertainty of such streams of data are quite challenging 
and cannot be handled only through classic data process-
ing methods. Artificial intelligence (AI), machine learning 
(ML), and high-order information analytics are thus essen-
tial elements of connected environments [5–7].

The introduction of IoT sensors and smart systems 
signifies the shift in paradigm from data-focused moni-
toring to knowledge-based and decision-driven systems. 
Early IoT implementations were mostly limited to con-
nectivity and remote access to data, thus allowing simple 

monitoring and visualization. Even more recent trends 
have focused on the field of smart data processing, with 
raw sensor data being converted into actionable informa-
tion via learning, inference, and prediction. Such a combi-
nation allows the use of high-level functions, like anomaly 
detection, predictive maintenance, adaptive control, and 
autonomous decision-making. Therefore, the connected 
environments are becoming cyber-physical social systems 
that closely integrate the physical world and the compu-
tational intelligence [8–10]. Figure 1 illustrates a high-level 
conceptual view of connected environments, highlighting 
the interactions among IoT sensing infrastructures, intelli-
gent data processing, and monitoring and decision support 
mechanisms.

Nevertheless, the combination of IoT sensing and 
intelligent systems is a complicated and fast-developing 
subject of research. The control over the heterogeneity of 
the data of the IoT, which are different in terms of modality, 
scale, reliability, and time characteristics, is one of the key 
challenges. Smart systems should be able to work with noisy 
and incomplete data and under severe limitations in terms of 
latency, energy use, and computational power. Besides, the 
growing spread of IoT installations has triggered the move-
ment of centralized processing from clouds to edge and fog 
computing models, where the intelligence can be located 
closer to the data points. This shift presents fresh trade-offs 
between computational efficiency, model accuracy, system 
scalability, and real-time responsiveness [11,12].

The necessity of effective data fusion through sev-
eral sensing modalities and system layers is also another 
important feature of connected environments. To improve 
situational awareness, robustness, and uncertainty in mon-
itoring and decision support activities, multi-sensor fu-
sion is required. The fusion may be performed at various 
levels, such as raw data fusion, feature-level fusion, and 
decision-level aggregation with different benefits and con-
straints. Intelligent systems are very important in facili-
tating such fusion by learning representations that reflect 
cross-modal correlations and contextual dependencies. 
Nevertheless, the creation of scalable and flexible fusion 
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frameworks, capable of adaptation to a changing environ-      ment, is an unresolved research problem.

Figure 1. Conceptual overview of intelligent connected environments, showing the integration of IoT sensing, communication net-
works, intelligent analytics, and decision support with feedback-driven adaptation.

The provisions of security, privacy, and trustworthi-
ness also make intelligent connected environments more 
challenging. Cyber threats have a natural vulnerability 
to IoT systems, as they are distributed in nature and re-
source-constrained devices. Meanwhile, smart analytics 
frequently do not stick to basic information, which means 
that they use personal health records or activity logs and 
pose serious privacy challenges. The provision of secure 
data transmission, privacy-sensitive learning, and clear de-
cision-making has thus been a key focus in recent research. 
Intelligent systems should be not only accurate and effi-
cient, but also explainable, robust, and (of course) meeting 
regulatory and ethical standards [13].

This field is interdisciplinary with a broad scope; 

hence, it is high time that a general overview of available 
research is conducted. Although the literature has covered 
many studies that focus on certain elements of the IoT sys-
tems or intelligent analytics, there have been limited stud-
ies that have been done to give a consolidated view con-
cerning the combination of these systems in the monitoring 
and decision support in connected environments. Current 
reviews tend to address a particular domain of application, 
e.g., smart healthcare or industrial internet of things, or a 
particular technology, e.g., deep learning or edge comput-
ing. Consequently, the comprehensive perspective of ar-
chitectural structures, integration approaches, system-level 
issues, and cross-domain dynamics is not unified [14].

This review article aims to review the state of the 
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systems can deliver streams of real-time data that can be 
used to facilitate situational awareness and system-level 
intelligence through the large-scale implementation of in-
terconnected sensing devices. The section is a review of 
the architectural principles, sensing technologies, commu-
nication mechanisms, and deployment considerations that 
characterize the use of modern IoT infrastructures, with an 
especially strong focus on their application in monitoring 
and decision support [18].

2.1.	Architectural Foundations of IoT Sensing 
Systems
IoT sensing systems architecture has changed from 

a simple, centralized design to a very distributed and hier-
archical design. The initial sensing-based IoT architectures 
used were basically direct data relaying between sensors 
and central servers, where data was stored and analyzed. 
Although useful in small-scale deployments, these archi-
tectures are limited in scalability, latency, fault tolerance, 
and performance when used in complex connected envi-
ronments.

Modern IoT designs typically use a layered or ser-
vice-oriented architecture and include sensing, network, 
middleware, and application layers. The sensing layer is 
a collection of heterogeneous sensor nodes where data 
acquisition is done, and the network layer facilitates the 
transfer of data to the wired or wireless communication 
technologies. Middleware services offer abstraction, de-
vice management, and data aggregation services and help 
enable interoperability between a variety of hardware and 
software components. Monitoring dashboards, analytics 
engines, or decision support systems absorb the data at the 
application layer.

Later, the combination of edge and fog computing 
has transformed the design of IoT architecture. Through 
the individual processing of local data around the source 
of sensing, edge-based architecture minimizes the com-
munication overhead, response times, and resilience to 
disruptions in the network. Such architectures are espe-
cially pertinent to time-sensitive monitoring applications, 
where there is a need to have immediate decision support. 
Nevertheless, they also increase further complexity in 
the coordination of the systems, resources, and software 
maintenance [18–20].

art in related environments made possible by the combi-
nation of IoT sensors and intelligent systems. The review 
will provide a synthesis of the research contributions in the 
area of sensing technologies, intelligent data processing 
techniques, and fusion architecture with a strong reference 
to the contribution it has in the development of monitoring 
and decision support functionality. Analyzing exemplary 
studies in various fields of application, this article aims to 
find the general design patterns, performance advantages, 
and drawbacks, and to point out some unresolved issues 
and research opportunities.

In particular, the following are the key questions to 
be addressed in this review: (i) What are the most com-
mon IoT sensing infrastructures used in connected envi-
ronments, and what are their challenges? (ii) What are the 
ways of using intelligent systems to process, analyze, and 
interpret IoT-generated data? (iii) What are the proposed 
fusion strategies and architecture frameworks to make 
IoT sensors work effectively with intelligent analytics? 
(iv) What is the application-level benefits that have been 
shown, and what are the practical constraints that restrict 
the application in the real world? The responses to these 
questions give the review a systematic insight into the way 
joined environments are being created and optimized to aid 
in making intelligent decisions and monitoring [15–17].

The rest of this paper has the following structure. 
Section 2 is a review of IoT sensing infrastructures and 
communication architectures on which connected environ-
ments are based. Section 3 discusses smart systems and 
analytics methods applied in processing IoT data. Section 
4 dwells upon fusion frameworks that combine sensing 
and intelligence in order to promote better monitoring and 
decision support. Section 5 is about application areas, crit-
ical issues, and future research. Lastly, Section 6 wraps up 
the article and summarizes the key findings as well as the 
future perspective of smart connected environments.

2.	 IoT Sensing Infrastructure in Con-
nected Environments

The IoT sensing infrastructure forms the core of 
the connected environments and allows the sensing of the 
physical, biological, and social events continuously. IoT 
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2.2.	Sensor Technologies and Data Acquisition 
Modalities

The IoT sensing infrastructures represent a diverse 

range of sensor technologies that can be used to measure 

various components of connected environments. Table 1 

gives a summary of representative types of IoT sensors, the 

data characteristics of these sensors, and their application 

environments. Environmental sensors are physical sensors 

that measure temperature, humidity, quality of air, noise, 
and radiation, which are very important in smart cities 
and environmental monitoring. Wearable and biomedical 
sensors capture physiological and behavioral information 
which can be used to provide round-the-clock health ser-
vices and personalized health care. In industry, machines are 
monitored by sensors used to identify machine conditions, 
energy use and manufacturing operations, and are useful in 
predictive maintenance and optimizing processes [21–24].

Table 1. Representative IoT sensing technologies, data types, deployment contexts, and application areas in connected environments.

Sensor Category Typical Data Types Deployment Contexts Key Characteristics Representative Applica-
tions

Environmental sensors Temperature, humidity, 
air quality, noise

Urban spaces, natural 
environments

Low power, continuous 
sampling

Pollution monitoring, 
climate observation

Wearable sensors Heart rate, motion, physi-
ological signals

On-body, personal envi-
ronments

Mobility-aware, priva-
cy-sensitive

Health monitoring, activi-
ty recognition

Industrial sensors Vibration, pressure, ener-
gy usage Factories, machinery High reliability, harsh 

environments
Predictive maintenance, 

process control

Visual sensors Images, video streams Fixed or mobile platforms High data volume, rich 
context

Surveillance, traffic mon-
itoring

Mobile sensing platforms Multi-modal sensor data Vehicles, drones Dynamic coverage, adap-
tive sensing

Disaster response, smart 
transportation

Besides the common scalar sensors used, new IoT 
systems are also adding high-dimensional sensing modali-
ties such as cameras, microphones, and radar sensors. These 
sensors create very rich data streams with lots of informa-
tive contextual information and need a lot more data and 
computing power. Mobile use cases like unmanned aerial 
vehicles and connected vehicles can expand the spatial and 
temporal bounds of IoT infrastructures and allow dynamic 
and adaptive data collection. The issue of data acquisition 
in the IoT systems should consider the problem of sampling 
rates, synchronization, and the quality of the data collected. 
Sensors can be exposed to limited power and computing 
power that requires a trade-off in the accuracy of the mea-
surements and the lifespan of the system. Further, activities 
in the field are prone to noise, sensor drift, and the loss of 
data occasionally, which may negatively impact down-
stream intelligent analytics. Because of this, effective data 
acquisition planning and calibration facilities are critical 
constituents of effective IoT sensing structures [25].

2.3.	Communication Protocols and Network-
ing Technologies
An essential facilitator of IoT sensing infrastructure 

is efficient communication that would enable the exchange 

of data among distributed sensors, processing, and deci-
sion-making units. The IoT systems use a wide range of 
networking technologies, including short-range wireless 
networks and wide-area communication networks. Person-
al area networks and indoor sensing applications typically 
deploy short-range technologies (like Bluetooth Low Ener-
gy and IEEE 802.15.4-based) that are low-power-consum-
ing. On the contrary, long-range communication technol-
ogies, such as cellular networks and low-power wide-area 
networks, are able to accomplish large-scale deployments 
in urban and rural areas [26].

IoT communication systems at the protocol layer are 
implemented to support limited devices and untrustworthy 
network environments. The lightweight messaging pro-
tocols allow data to be exchanged efficiently through the 
use of minimum overhead. In many cases, these protocols 
carry either publish-subscribe or request-response belief 
systems to provide scalable and asynchronous communi-
cation between the sensors and back-end services. Interop-
erability is also an issue since heterogeneous devices can 
be based on alternative communication stacks and data 
formats. Connected environments that involve real-time 
monitoring and decision support are especially critical in 
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and actionable knowledge. With IoT deployments produc-
ing larger, increasingly diverse, and dynamic data streams, 
new rule-based and statistical methods of processing have 
been found inadequate to support vigorous monitoring and 
decision support. Artificial intelligence, machine learning, 
and intelligent systems are the ability of the connected envi-
ronments to identify patterns, to make predictions of future 
behavior, and to adjust to changing circumstances through 
intelligent systems. This part is a literature review of the role 
of intelligent systems in IoT-enabled systems, including data 
processing pipelines, learning paradigms, architectural as-
pects, and important performance limitations [31].

3.1.	Data Preprocessing and Feature Repre-
sentation
The data generated by the IoT will need preprocess-

ing to a large scale before intelligent analytics can be im-
plemented due to the problem of noise, partiality, heteroge-
neity, and scale. Measurement errors, non-existent values, 
a temporal mismatch, and outliers due to environmental 
interference or other hardware constraints tend to affect 
sensor data. Preprocessing is much needed; hence filtering, 
normalization, interpolation and synchronization tech-
niques are necessary to secure data quality and consistency 
across sensing modalities.

The representation of the features is important in 
facilitating learning and inference. The features of early 
intelligent systems were based on domain knowledge and 
were heavily handcrafted thus being interpretable but not 
general and scaling to larger system. As the environments 
that are connected become more complex, representa-
tion learning methodologies have become a central focus, 
where systems may automatically infer informative fea-
tures of raw or low-level processed data. These methods 
are especially useful in high-dimensional sensing modali-
ties, where it is impractical to perform the task of creating 
feature designs manually. Capable feature representation 
not only enhances the accuracy of the model but also min-
imizes the computational cost and increases the ability to 
withstand environmental variability [32,33].

3.2.	Machine Learning and Artificial Intelli-
gence Techniques
Machine learning is the prevailing paradigm of anal-

ysis in smart connected environments, which offers the 

terms of network management and quality of service. The 
latency, bandwidth, and reliability should be well-balanced 
to deliver data in time and with the correct magnitude. Op-
timization of communication performance in changing en-
vironmental conditions is increasingly being used through 
adaptive networking techniques such as dynamic routing 
and congestion control [27–29].

2.4.	Deployment, Scalability, and Energy Con-
siderations
The interaction of IoT sensing infrastructures in the 

interconnected environments is surrounded by complicated 
logistical and operational issues. The location of the sensors 
should consider the coverage, redundancy, and environ-
mental limitations, and also the application-specific moni-
toring goals. The quantity of sensor nodes can be thousands 
or even millions in a large-scale deployment, like in intel-
ligent cities or industrial facilities, which poses significant 
problems in the area of scalability and manageability as 
well. IoT sensors have a fundamental concern of energy 
efficiency since a number of them use either batteries or 
energy-harvesting mechanisms. To extend sensor lifetime, 
sensing, communication, as well as processing activities 
must be optimized. Duty cycling, adaptive sampling, and 
in-network data aggregation are the techniques whose com-
mon use is to decrease energy consumption. Nevertheless, 
such methods can also affect the data fidelity and timeli-
ness, and point to the necessity of smart trade-offs.

Scalability is also based on whether or not the IoT in-
frastructures can accommodate the dynamic changes, such 
as the addition or elimination of sensors and application 
requirements changes. Provisioning of automated devices, 
remote configuration, and fault detection mechanisms are 
thus critical to ensure that the performance of the systems 
will not be affected in the long term. Scalable and ener-
gy-aware IoT sensing infrastructures are an important base 
to support higher-level intelligent systems, as complex con-
nected environments are becoming a new reality [30].

3.	 Intelligent Systems for Data Pro-
cessing and Analytics

Connected environments have intelligent systems in its 
center, which receive raw data generated by IoT sensing in-
frastructures and convert them into meaningful information 
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capacity to learn patterns and relationships directly out 
of data. Supervised learning has been commonly applied 
to classification, regression, and state estimation prob-
lems, in which there are labeled examples. These methods 
are useful in the monitoring applications where they are 
useful in fault detection, condition assessment and event 
recognition. Unsupervised and semi-supervised learning 
approaches are of particular importance in an IoT case, 
where labeled data can be either unavailable or costly. 
These algorithms facilitate clustering, object detection and 
structure discovery of large-scale sensor data.

In more recent times, deep learning strategies have 
been gradually embraced owing to the high scorecard in 
addressing nonlinear and complex relationships as well as 
multi-modal data. Neural network architectures have been 
proven to be effective in drawing hierarchical representa-
tions of a wide variety of sensing inputs, which in turn lead 
to advanced analytics, including image-based monitor-

ing, speech recognition, and prediction in space and time. 
Nonetheless, the implementation of deep learning models 
in interconnected settings presents difficulties in the form 
of computational complexity, energy usage, and interpret-
ability of the models [34,35].

In addition to data-driven learning, intelligent sys-
tems can also support knowledge-based and hybrid meth-
ods, which unite learning and symbolic reasoning or do-
main rules. These systems have the capability of improving 
decision support through the combination of contextual 
knowledge, constraints, and expert information, especially 
in safety-critical systems. The concurrence of data-driven 
and knowledge-based intelligence is an indicator of vary-
ing demands of interconnected surroundings and the im-
portance of fluid analytical models. Table 2 contrasts the 
key intelligent analytics paradigms applied to the process-
ing of the IoT data with their benefits and drawbacks in the 
context of connected settings [35–38].

Table 2. Intelligent analytics techniques for IoT-enabled connected environments, including learning modes, typical tasks, strengths, 
and limitations.

Analytics Paradigm Learning Mode Typical Tasks Strengths Limitations

Supervised learning Labeled data Classification, regression High accuracy with quali-
ty labels

Labeling cost, limited 
adaptability

Unsupervised learning Unlabeled data Clustering, anomaly 
detection

Suitable for large-scale 
IoT data Ambiguous interpretation

Deep learning Representation learning Vision, speech, spatio-
temporal analysis

Handles complex 
multi-modal data

High computation and 
energy cost

Knowledge-based sys-
tems Rule-driven reasoning Decision support, diag-

nostics
Interpretability, domain 

integration Limited scalability

Hybrid approaches Data + knowledge Monitoring and control Balance accuracy and 
explainability

Increased system com-
plexity

3.3.	Edge, Fog, and Cloud Intelligence Archi-
tectures
The spatial positioning of clever analytics plays an 

important role in system functionality in interdependent 
surroundings. Classical cloud-based systems concentrate 
data processing and model training in distant information 
centers, which provides a significant amount of processing 
power and scalability. Cloud-based intelligence is likely to 
experience high latency and reliance on a stable network 
connection, whereas real-time monitoring and decision 
support cannot be effectively employed due to its inappli-
cability to high-frequency analytics and long-term trend 
analysis.

To overcome them, there has been the emergence of 

edge and fog computing paradigms that are complemen-
tary. Edge intelligence is an element of deploying small 
analytical models at or near sensing devices and allows 
quicker reaction and local control. Fog computing builds 
upon that idea but creates choice-points to enable distrib-
uted analytics and coordination between an edge and the 
cloud, using a series of processing layers. The hierarchical 
decision-making of these architectures implies that simple 
actions are handled at lower levels, whereas more complex 
analyses are done at higher levels.

Intelligence is distributed between edge, fog, and 
cloud layers, which pose trade-offs in the latency, accuracy, 
energy efficiency, and complexity of the system. Such crit-
ical design factors are model partitioning, workload sched-
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infrastructures offer massive and uninterrupted data collec-
tion features, whereas intelligent systems offer high-quality 
analysis tools; however, their potential is achieved through 
the successful integration of these elements. Fusion mech-
anisms also facilitate integrations of disparate data sourc-
es, analysis models, and context application information to 
produce consistent, trustworthy, and workable results. This 
part is a review of conceptual fusion models, integration 
strategies, and architectures that facilitate intelligent con-
nected environments [44–46].

4.1.	Conceptual Frameworks for Sensor–Intel-
ligence Fusion
It is a well-known fact that sensor-intelligence fu-

sion in an interrelated environment is often described as a 
multi-layered process involving data collection, informa-
tion retrieval, and decision-making. Conceptual models 
usually identify sensing layers, which generate data, intel-
ligence layers, which analyze and reason about the data, 
and application layers, which provide monitoring or deci-
sion support capabilities. Each layer fuses with operations 
and provides feedback at other layers, providing the char-
acteristic of being able to operate in a closed circuit.

The initial fusion models were mainly concerned 
with combining sensor areas so as to enhance the accuracy 
and area of measurement. With the advancement of intel-
ligent systems, fusion frameworks were developed to add 
learning, inference, and adaptation. The current models 
focus on combining sensing data with contextual infor-
mation, including spatial, time, and semantics. On the one 
hand, it enables systems to interpret sensor readings in a 
more general context of operation. This combination al-
lows reasoning at a higher level and increases the topicali-
ty of the decisions generated.

Other system-level issues covered by conceptual 
fusion frameworks include modularity, scalability, and in-
teroperability. These frameworks support the sensing to 
intelligence interfaces by defining clear interfaces among 
heterogeneous devices and heterogeneous analytical mod-
els. This kind of abstraction is needed in any related envi-
ronment, where the configuration of systems might change 
over time and cross administrative or organizational bound-
aries [47,48].

uling, and resource management. Smart systems should be 
designed to work with a heterogeneous hardware capacity 
and dynamically evolving workload, which represents the 
significance of adaptable and scalable designs [39–41].

3.4.	Real-Time Analytics and Decision Support 
Constraints
Real-time/near-real-time analytics are frequently 

needed to monitor and make decisions in interconnected 
environments, and their demands are often very strict on 
the intelligent systems. In such applications as industrial 
automation, healthcare monitoring, or traffic control, it is 
necessary to identify anomalies when they happen, quickly 
analyze system states, and timely generate control actions. 
Sophistication of computations, as intelligent analytics, has 
to strike a balance between responsiveness and reliability [42].

The real-time requirement brings about effective in-
ference of models, simplified data pipelines, and predict-
able behavior. Some of the strategies that have been used 
to address these requirements include approximate com-
puting, incremental learning, and event-driven processing. 
Concurrently, smart systems should be resistant to uncer-
tainty and incomplete information because the information 
of the IoT is rarely ideal in reality. This reliability is es-
pecially significant to those decision support systems that 
impact important operations or human safety.

Intelligible decision support is also becoming more 
and more about explainability and trustworthiness. The 
closer the environments are to each other, the more au-
tonomy they have, and the more the stakeholders need to 
understand how the decision failures are made and be sure 
that they will not affect the results. Smart systems should 
thus not only be able to make accurate predictions, but also 
be able to give clear arguments, verification, and oversight 
mechanisms. These factors influence the design and imple-
mentation of smart analytics in IoT-based connected spac-
es [43].

4.	 Fusion of IoT Sensors and Intelli-
gent Systems

IoT sensor combination with intelligent systems is 
one of the key facilitators of the next-level monitoring and 
decision support in connected environments. IoT sensing 
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4.2.	Multi-Level and Multi-Modal Data Fusion 
Strategies
The fusion of data in networked surroundings may 

take place on various levels, and each presents unique ben-
efits and difficulties. Raw sensor data (of several sources) 
at the lowest level are used to generate improved measure-
ments or to counteract sensor limitations individually [4]. 
Although this method can enhance data fidelity, it can be 
costly in terms of computational resources and, more impor-
tantly, it usually necessitates strict synchronization, which is 
not feasible in resource-limited IoT systems [49].

The principle of feature-level fusion is based on the 
representations obtained from sensor data, and the hetero-
geneous modalities, including environmental measure-
ments, visual data, and physiological signals, can be inte-
grated. At this level, intelligent systems are important since 
they learn features that define cross-modal correlations and 
complementary data. The reason why feature-level fusion 
is often used is that it provides the right mix between ex-

pressiveness and computational performance.
Decision-level fusion is the use of multiple analyti-

cal models or subsystems to come up with a final decision 
or recommendation. This method provides flexibility and 
robustness, with personal models being able to be formu-
lated separately and aggregated by voting, weighting, or 
probabilistic arguments. Decision-level fusion is quite suit-
able in distributed architectures, in which the intelligence 
is distributed across edge, fog, and cloud layers. It can, 
however, blur the underlying data association and restrict 
the possibility of exploiting the fine-grained sensor inter-
actions.

The fusion of multi-modes has been a key concern 
because there are variations in data types, sampling rates, 
uncertainty values, and semantic content among perception 
modes. The smart fusion strategies should thus be able to 
support heterogeneity without losing vital information, and 
in many cases, the adaptive and contextual mechanisms 
are a necessity [4,50]. The characteristics and trade-offs of 
different fusion levels are summarized in Table 3.

Table 3. Fusion levels and integration strategies for combining IoT sensor data and intelligent analytics in connected environments.

Fusion Level Input to Fusion Role of Intelligent Sys-
tems Advantages Challenges

Data-level fusion Raw sensor data Noise reduction, align-
ment

High fidelity, redundancy 
exploitation

High computation, syn-
chronization

Feature-level fusion Extracted features Representation learning Efficient, scalable Feature compatibility

Decision-level fusion Model outputs Aggregation, reasoning Robustness, modularity Loss of fine-grained 
information

Cross-layer fusion Multi-level inputs Context-aware inference Holistic understanding Architectural complexity

4.3.	Architectures for Integrated Monitoring 
and Decision Support
The physical implementation of sensor-intelligence 

fusion has a great impact on the performance and reli-
ability of the systems. Integrated architectures will enable 
support of continuous monitoring, real-time analytics, and 
feedback-driven decision support. In that kind of archi-
tecture, the information coming out of IoT sensors is con-
sumed by intelligent analytics modules and results in the 
creation of insights or control data that can be sent back to 
actuators or human operators.

Centralized fusion architectures consolidate data and 
intelligence in the same processing platform and have an 
easier time coordinating and globally optimizing. Although 
it is useful with small to medium-sized systems, central-

ized methods have constraints in terms of scale, fault tol-
erance, and latencies. The distributed and hierarchical ar-
chitectures solve these limitations by splitting fusion tasks 
across many layers or nodes. Edge-based fusion can be 
used to make local decisions quickly, whereas higher-level 
fusion at the fog layer, or cloud layer, can be used to opti-
mize and learn a system wide.

The closed-loop architectures are especially applica-
ble where there is a connected environment where adaptive 
behavior is required. In these systems, intelligent analytics 
generate decisions that act as inputs to sensing strategies, 
resource allocation, or system control, and so on, forming 
a loop of continuous feedback. This closed-loop integra-
tion is more responsive and efficient; however, it also cre-
ates more complexity in the system and thus needs to be 
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carefully designed to remain stable and strong [51].

4.4.	Performance, Robustness, and Adaptabil-
ity Considerations
A successful combination of IoT sensors and intelli-

gent systems should take into consideration performance 
limitations and uncertainties inherent to the real world. The 
monitoring and decision support systems will be able to 
perform effectively even in different environmental condi-
tions, network failure, and sensor failure. Fusion approach-
es are also known to ensure robustness due to redundan-
cy and complementary information between sensors and 
analysis models. The other major requirement is flexibility 
because interrelated environments are dynamic in nature. 
The sensors, distributions of data, and the goals of oper-
ation can be altered with time, and there is a need to per-
sistently adapt fusion mechanisms and intelligent models. 
Continuous concept drift and constant model maintenance 
are some of the drawbacks of learning-based fusion meth-
ods because of their flexibility. Stability and interpretabil-
ity can be increased by using hybrid methods that involve 
learning and rule-based or statistical approaches [21,52,53].

Fused systems have been evaluated based on more 
than the traditional metrics of accuracy to include latency, 
energy consumption, scalability, and user trust. The trade-
offs between these factors should be handled with a lot 
of care to fulfill application-specific requirements. Since 

the interdependent environments now need critical infra-
structure and societal operations, the combination of IoT 
sensors and smart systems should be planned in a holistic 
view that balances technical performance and reliability 
with transparency and ethical issues.

5.	 Applications, Challenges, and Fu-
ture Research Directions

The convergence between IoT sensors and intelligent 
systems has made it possible to implement a broad spec-
trum of applications, which are based on constant mon-
itoring and a decision support process. In various fields, 
networked environments utilize sensing and intelligence 
to build situational awareness and operational efficiency, 
and are used to help make adaptive responses to dynamic 
environments. Such implementation in practical environ-
ments is not without technical, organizational, and societal 
challenges, even though its application has yielded some 
significant achievements. This section will examine rep-
resentative areas of application, explain some of the main 
challenges that are inhibiting its use extensively, and de-
scribe fruitful lines on which future research can focus [54,55]. 
Figure 2 provides an application-driven view of intelligent 
connected environments, linking major application do-
mains with enabling technologies and cross-cutting chal-
lenges.

Figure 2. Application-driven view of intelligent connected environments, illustrating key domains, enabling IoT-intelligence fusion 
technologies, and associated technical and societal challenges.
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5.1.	Application Domains of Intelligent Con-
nected Environments
Smart cities are among the most visible spheres of 

application of connected environments, which combine 
IoT sensors and smart analytics to oversee the urban infra-
structure, transport, environmental conditions, and services 
offered to the population. The collected data of the distrib-
uted sensors makes it possible to manage traffic and mon-
itor pollution and optimize energy in real time, and the in-
telligent systems allow taking the analytics of predictions 
and decisions concerning the city planning and adminis-
tration. Urban environment suggests the need of scalable 
fusion architectures and context-aware intelligence.

In medical care, wearable and ambient sensors allow 
patients to be continuously monitored in connected spac-
es in order to be non-intrusive. Smart systems are used to 
process physiological and Behavioral data to identify ab-
normalities, anticipate health problems, and assist the clin-
ical decision-making process. These systems can enhance 
patient outcomes and healthcare expenditures, especially 
on remote and home-based care cases. Nevertheless, med-
ical Apps also put high demands on the accuracy, reliabili-
ty, and privacy of data, and it is crucial to have reliable and 
understandable intelligent analytics [56,57].

Industries are more likely to use the IoT-based mon-
itoring and intelligent decision support to boost produc-
tivity and safety. Intelligent systems analyze the data on 
detailed operation of machinery and production lines cre-
ated by the sensors embedded in them in order to provide 
the opportunity to perform predictive maintenance, control 
quality, and optimize processes. Coupling of sensing and 
intelligence facilitates the shift to smart manufacturing and 
Industry 4.0 paradigm, in which autonomous and adaptive 
systems are at the canter stage.

Another important area of application is environ-
mental monitoring and management. Ecosystems are ob-
served in connected environments and variables related 
to climate are tracked and environmental hazards are de-
tected. The early warning systems of natural disaster oc-
currences like floods and wild fires can be accomplished 
by intelligent fusion of multi-modal sensor data and long-
term evaluation of the environment can be achieved. These 
applications are frequently used in fatigued and far locales 
with a greater focus on dependability and energy efficien-
cy in sensing and analytics [58–60]. A summary of the main 
areas of application of intelligent connected environments, 
including their monitoring goals, decision support capabil-
ities, and outstanding challenges, is presented in Table 4.

Table 4. Application domains of intelligent connected environments, associated monitoring objectives, decision support functions, 
and open challenges.

Application Domain Monitoring Objectives Decision Support Func-
tions Benefits Open Challenges

Smart cities Traffic, pollution, energy Urban planning, control Efficiency, sustainability Scalability, interoperability
Healthcare Physiological monitoring Diagnosis, alerts Personalized care Privacy, reliability

Industrial systems Equipment condition Maintenance planning Reduced downtime Integration complexity
Environmental monitoring Ecosystem observation Risk assessment Early warning Harsh deployment conditions

5.2.	Technical and System-Level Challenges
Although the advantages of intelligent connected 

surroundings have been proven, a number of technical hur-
dles do not favor the popularization of these systems. The 
data heterogeneity is one of the most basic problems be-
cause the IoT systems combine sensors with different mo-
dalities, resolutions, and reliability qualities. These differ-
ences have to be resolved by intelligent systems with the 
aim of generating consistent and meaningful results, and 
this may be done with limited computational and energy 
resources.

The other significant issue is scalability, especial-
ly when deploying it on a large scale with thousands of 
sensors and several analytical components. The larger the 
system, the harder it becomes to manage the data flows, 
maintain the model performance, and provide timely deci-
sion support. These issues are alleviated in distributed and 
hierarchical architectures with the added overhead of coor-
dination and system management.

Security and privacy are also major impediment par-
ticularly in applications that depend on sensitive or mis-
sion-critical data. The IoT devices can be easily attacked 
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5.4.	Emerging Trends and Future Research 
Directions
The evolution of connected environments is under-

going a fundamental paradigm shift from cloud-centric 
intelligence toward device-native intelligence, driven by 
the limitations of centralized architectures in latency, band-
width, privacy, and energy efficiency. This transition in-
troduces several emerging research directions that warrant 
systematic investigation.

TinyML and On-Device AI: The deployment of mil-
liwatt-scale machine learning models directly on micro-
controller-class IoT devices enables local inference without 
continuous cloud connectivity. Why emerging: Growing 
demand for ultra-low-power analytics in battery-operated 
sensors, privacy constraints, and network intermittency. 
Technical bottlenecks: Severe memory (KB-level) and 
compute constraints, lack of standardized model optimiza-
tion toolchains for heterogeneous hardware, and difficulty 
supporting online learning with limited resources. Open 
problems: Automated architecture search for sub-milliwatt 
budgets, quantization-aware training for extreme compres-
sion (sub-8-bit), and energy-adaptive inference scheduling.

Foundation Models for IoT: Large pre-trained mod-
els adapted for IoT data streams offer zero-shot and few-
shot learning capabilities across sensing modalities. Why 
emerging: Need to reduce labeling costs in diverse deploy-
ment scenarios and enable cross-domain knowledge trans-
fer. Technical bottlenecks: Mismatch between foundation 
model scale (billions of parameters) and IoT device con-
straints, lack of pre-training datasets capturing real-world 
sensor distributions (noise, missing data, concept drift), 
and high inference latency. Open problems: Distillation of 
foundation models to edge-deployable sizes, prompt engi-
neering for sensor time-series data, and continual adapta-
tion to deployment-specific conditions.

Generative AI-Assisted Monitoring: Diffusion mod-
els and large language models (LLMs) can synthesize 
realistic sensor data, impute missing measurements, and 
generate natural language explanations of system states. 
Why emerging: Need for human-interpretable decision 
support, data augmentation for rare events (e.g., equipment 
failures), and anomaly explanation. Technical bottlenecks: 
High computational cost of generation, risk of hallucina-

by cyber-attacks as they have limited resources and are 
exposed to the physical environment. Meanwhile, smart 
analytics can also show sensitive data accidentally or be 
biased. The solution to these issues must involve integrat-
ed solutions that comprise secure communication, priva-
cy-protecting analytics, and solid system design.

Implementation in practice is further complicated 
by reliability and robustness. Linked environments need 
to work around the clock, even in the conditions of sensor 
failures, network failures, and variations of environmental 
conditions. The intelligent systems that are trained using 
historical data might not be able to respond to novel situ-
ations or concept drift, causing failure as time elapses. To 
achieve long-term reliability, this means that there should 
be continued monitoring, adaptation, and validation of 
both the sensing and analytics components [61,62].

5.3.	Standardization, Interoperability, and So-
cietal Considerations
In addition to technical issues, standardization and 

interoperability are key to the success of connected en-
vironments. Integration between devices, platforms, and 
vendors is complicated by the absence of standardized data 
formats, communication protocols, and system interfac-
es. It is necessary to have interoperable frameworks that 
allow scalable and sustainable deployments, especially in 
cross-domain and multi-stakeholder environments. The so-
cial and moral issues are becoming accepted as part of de-
signing intelligent connected environments. The problem 
of data ownership, user consent, algorithmic transparency, 
and accountability affects the acceptance and trust of the 
people. In any kind of intelligent system that includes deci-
sion support applications that influence human welfare or 
safety, human control and intervention should be encour-
aged and not have an autonomous operational nature.

The policy and regulatory structures also influence 
the creation and implementation of connected environ-
ments. Data protection regulations and data safety stan-
dards impose more limitations on the design of systems, 
but also provide a responsible approach to innovation. The 
problem of achieving a balance between technological de-
velopment and ethical and social principles is a persistent 
issue for both researchers and practitioners [63,64].
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of distributed, adaptive, and trustworthy intelligence em-
bedded within sensing infrastructure itself. Future research 
must address cross-cutting challenges including: (i) prin-
cipled trade-offs between on-device accuracy and resource 
consumption, (ii) verification frameworks for AI-generated 
decisions in safety-critical monitoring, (iii) privacy-pre-
serving collaborative learning across untrusted device 
networks, and (iv) human-in-the-loop mechanisms for au-
tonomous systems operating in unpredictable real-world 
environments [4,65,66].

6.	 Conclusions
The review has analyzed the changing landscape of 

connected environments that is facilitated by the integra-
tion of IoT sensing infrastructures and intelligent systems 
with special attention to how these systems can be used 
to enhance monitoring and decision support functions. 
Combining research in the areas of sensing technologies, 
intelligent analytics, and fusion architecture, the article has 
offered a unified view on how these elements of research 
collectively help in building responsive, adaptive, and da-
ta-driven environments.

The IoT sensing infrastructures were examined as 
the underlying platform of interconnected environments, 
which allows massive and persistent monitoring of phys-
ical, biological, and social processes. Sensors, communi-
cation technology, and deployment schemes have greatly 
facilitated the magnitude and resolution of monitoring 
applications. Nevertheless, the heterogeneity of nature, 
the resource limitations, and the scalability issues of IoT 
systems make it evident that more sophisticated data pro-
cessing mechanisms are needed, which go beyond the tra-
ditional monitoring methods.

The analytical core that processes raw sensor data, 
resulting in meaningful information and actionable knowl-
edge, was found to be an intelligent system. The machine 
learning and artificial intelligence technologies can as-
sist in a wide variety of monitoring and decision support 
tasks, such as anomaly detection, prediction, and adaptive 
control. Balance between responsiveness, computational 
efficiency, and scalability, the intelligence distribution has 
become a prominent architectural trend with edge, fog, 
and cloud layer distributions allowing systems to strike a 

tions in safety-critical contexts, and difficulty evaluating 
generated sensor data quality. Open problems: Real-time 
generative models for streaming IoT data, controllable 
generation conditioned on physical constraints, and uncer-
tainty-aware synthetic data validation.

Autonomous AI Agents: Multi-agent systems com-
bining perception, reasoning, planning, and actuation can 
manage connected environments with minimal human 
oversight. Why emerging: Increasing complexity and scale 
of IoT deployments exceed human cognitive limits for di-
rect control. Technical bottlenecks: Coordination overhead 
in large agent collectives, alignment between agent objec-
tives and human values, and verification of agent behavior 
in unseen scenarios. Open problems: Decentralized multi-
agent learning with communication constraints, hierarchi-
cal task decomposition from high-level goals, and safe ex-
ploration in physical environments.

Semantic Sensing: Moving beyond raw signal trans-
mission to semantic information extraction at the sensor 
node reduces communication overhead and enables mean-
ing-aware processing. Why emerging: Bandwidth and 
energy costs of transmitting high-dimensional raw data 
(video, audio) outweigh the value of full fidelity. Techni-
cal bottlenecks: Defining task-relevant semantics without 
application-specific tuning, handling semantic ambiguity 
across contexts, and standardization of semantic data rep-
resentations. Open problems: Adaptive semantic quanti-
zation based on downstream task importance, distributed 
semantic consensus among heterogeneous sensors, and se-
mantic compression bounds.

Neuromorphic Sensing and Computing: Event-based 
vision sensors and spiking neural networks offer micro-
second-level temporal resolution and orders-of-magnitude 
energy reduction for dynamic scene understanding. Why 
emerging: Traditional frame-based sensing wastes re-
sources on redundant static information; edge AI demands 
event-driven processing. Technical bottlenecks: Imma-
ture algorithm ecosystems compared to conventional deep 
learning, lack of large-scale neuromorphic datasets, and 
limited hardware availability. Open problems: Cross-modal 
neuromorphic fusion (event cameras + traditional sensors), 
online learning with spike-timing-dependent plasticity, and 
hybrid analog-digital neuromorphic architectures.

Collectively, these directions converge on a vision 
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make the most out of the potential of smart connected en-
vironments and to make sure that they are being introduced 
into society responsibly and beneficially.

Funding
This work received no external funding.

Institutional Review Board State-
ment

Not applicable. 

Informed Consent Statement
Not applicable. 

Data Availability Statement
Not applicable. No new data was created and ana-

lyzed.

Conflicts of Interest
The authors declare no conflict of interest.

AI Use Statement
The authors declare that no artificial intelligence (AI) 

tools were used in the preparation of this manuscript.

References
[1]	 Parise, S., Guinan, P.J., Kafka, R., 2016. Solving 

the crisis of immediacy: How digital technology can 
transform the customer experience. Business Hori-
zons. 59(4), 411–420.

[2]	 Bhuvaneswari, M., Bharani, M., Kumar, M.S., et al., 
2026. IoT Fusion: Empowering Decision-Making 
with Integrated Intelligence. In: Gupta, N., Diaz Ro-
man, J.D. (Eds.). Decision Support Systems for In-
dustrial and Scientific Applications. Springer: Cham, 
Switzerland. pp. 23–37.

[3]	 Ramani, D.R., Sujitha, B.B., Tangade, S., 2025. Smart 
environmental monitoring systems: IoT and sensor‐
based advancements. In: Suresh, A., Devi, T., Deepa, 
N., et al. (Eds.). Environmental Monitoring Using 

balance between responsiveness, computational efficiency, 
and scalability. Meanwhile, the problem of model robust-
ness, explainability, and real-time performance are also a 
point of concern that can be used to justify a practical im-
plementation.

The combination of IoT sensors and intelligent sys-
tems became a core facilitator of advanced connected en-
vironments. Situational awareness and reaction to uncer-
tainty: Multi-level and multi-modal fusion strategies can 
help integrated systems to be more robust to uncertainty 
and provide support to closed-loop monitoring and deci-
sion-making. Architectures that integrate sensing, analytics 
and feedback can also provide big performance advantag-
es, but also come with added complexity of system design 
and management. Fusion hence demands good coordina-
tion among architectural levels and integration of perfor-
mance, reliability, and adaptability.

The analysis enabled by application showed the wide 
scope of the intelligent connected environments impact on 
such spheres as smart cities, healthcare, industrial automa-
tion, and environmental monitoring. Although these appli-
cations demonstrate the transformative power of sensor in-
telligence fusion, one can also identify the enduring issues 
of data heterogeneity, security, privacy, interoperability, 
and acceptance in society. To overcome these issues and 
move on to sustainable and large-scale deployments, these 
issues need to be tackled.

In the future, the further development of intertwined 
environments will rely on the development of adaptive 
fusion schemes, distributed and privacy intelligence, and 
human-oriented system design. Federated learning, digital 
twins, and autonomous decision systems are the new di-
rections that allow promising ways to improve monitoring 
and decision support without violating ethical and regula-
tory limitations. The next-generation studies should be ho-
listic and include technological innovation with aspects of 
trust, transparency, and impact on society.

Summing up, the integration of IoT sensors and in-
telligent systems is one of the paradigms of the next gener-
ation of connected environments. This fusion can be used 
to create more informed, timely, and resilient responses to 
complex real-world challenges because it bridges the gap 
between data acquisition and decision-making. Further in-
terdisciplinary studies and cooperation will be crucial to 



584

Journal of Environmental & Earth Sciences | Volume 08 | Issue 08 | August 2026

Internet of Things (IoT): Architectural aspects, chal-
lenges, and protocols. Concurrency and Computation: 
Practice and Experience. 32(21), e4946.

[16]	Pundir, S., Wazid, M., Singh, D.P., et al., 2019. Intru-
sion detection protocols in wireless sensor networks 
integrated to Internet of Things deployment: Survey 
and future challenges. IEEE Access. 8, 3343–3363.

[17]	Ahmed, E., Yaqoob, I., Gani, A., et al., 2016. Internet-
of-things-based smart environments: State of the art, 
taxonomy, and open research challenges. IEEE Wire-
less Communications. 23(5), 10–16.

[18]	Gubbi, J., Buyya, R., Marusic, S., et al., 2013. Inter-
net of Things (IoT): A vision, architectural elements, 
and future directions. Future Generation Computer 
Systems. 29(7), 1645–1660.

[19]	Xu, Y., Helal, A., 2015. Scalable cloud–sensor archi-
tecture for the Internet of Things. IEEE Internet of 
Things Journal. 3(3), 285–298.

[20]	Kuo, Y.-W., Li, C.-L., Jhang, J.-H., et al., 2018. De-
sign of a wireless sensor network-based IoT platform 
for wide area and heterogeneous applications. IEEE 
Sensors Journal. 18(12), 5187–5197.

[21]	Abdulhussain, S.H., Mahmmod, B.M., Alwhelat, A., 
et al., 2025. A comprehensive review of sensor tech-
nologies in IOT: Technical aspects, challenges, and 
future directions. Computers. 14(8), 342.

[22]	Micko, K., Papcun, P., Zolotova, I., 2023. Review of 
IoT sensor systems used for monitoring the road in-
frastructure. Sensors. 23(9), 4469.

[23]	Gomez, C., Chessa, S., Fleury, A., et al., 2019. In-
ternet of Things for enabling smart environments: A 
technology-centric perspective. Journal of Ambient 
Intelligence and Smart Environments. 11(1), 23–43.

[24]	Din, I.U., Guizani, M., Hassan, S., et al., 2018. The 
Internet of Things: A review of enabled technologies 
and future challenges. IEEE Access. 7, 7606–7640.

[25]	Fei, T., Mukhopadhyay, S.C., Da Costa, J.P.J., et al., 
2024. Spatial environment perception and sensing in 
automated systems: A review. IEEE Sensors Journal. 
24(14), 21813–21833.

[26]	Gunasekaran, K., Kumar, V.V., Kaladevi, A.C., et al., 
2023. Smart decision-making and communication 
strategy in industrial Internet of Things. IEEE Access. 
11, 28222–28235.

[27]	Al‐Atawi, A.A., 2024. Enhancing data management 
and real‐time decision making with IoT, cloud, and 
fog computing. IET Wireless Sensor Systems. 14(6), 
539–562.

[28]	Ashfaq, M., Nur, S., 2024. IoT Sensor Networks-Or-
chestrating Connectivity, Efficiency, and Intelligence 
Across Diverse Domains. International Journal of 

Artificial Intelligence. Scrivener Publishing LLC: 
Beverly, MA, USA. pp. 45–60.

[4]	 Alam, F., Mehmood, R., Katib, I., et al., 2017. Data 
fusion and IoT for smart ubiquitous environments: A 
survey. IEEE Access. 5, 9533–9554.

[5]	 Rane, N.L., Paramesha, M., Choudhary, S.P., et al., 
2024. Machine learning and deep learning for big data 
analytics: A review of methods and applications. Part-
ners Universal International Innovation Journal. 2(3), 
172–197.

[6]	 Seng, J.K.P., Ang, K.L.M., Peter, E., et al., 2022. Arti-
ficial intelligence (AI) and machine learning for mul-
timedia and edge information processing. Electronics. 
11(14), 2239.

[7]	 Ali, Z., Grudén, K., 2025. Intelligent multi-agent 
framework for automated data analytics and machine 
learning tasks (AI agent) [Master’s Thesis]. Universi-
ty of Borås: Borås, Sweden.

[8]	 Khan, J.Y., 2019. Introduction to IoT systems. In: 
Khan, J.Y., Yuce, M.R. (Eds.). Internet of Things 
(IoT): Systems and Applications. Jenny Stanford Pub-
lishing: New York, NY, USA. pp. 1–24.

[9]	 Kyung, C.-M., Yasuura, H., Liu, Y., et al., 2017. 
Smart Sensors and Systems: Innovations for Medical, 
Environmental, and IoT Applications. Springer Inter-
national Publishing: Cham, Switzerland.

[10]	Smys, S., 2020. A survey on internet of things (IoT) 
based smart systems. Journal of ISMAC. 2(4), 181–
189.

[11]	Sheng, Z., Mahapatra, C., Zhu, C., et al., 2015. Re-
cent advances in industrial wireless sensor networks 
toward efficient management in IoT. IEEE Access. 3, 
622–637.

[12]	Elmustafa, S.A.A., Mujtaba, E.Y., 2019. Internet of 
things in smart environment: Concept, applications, 
challenges, and future directions. World Scientific 
News. 134(1), 1–51.

[13]	Channi, H.K., Sandhu, R., Singh, N., et al., 2025. 
Governance frameworks for smart systems. In: Ma-
hajan, S., Rocha, Á., Pandit, A.K., et al. (Eds.). Smart 
Systems: Engineering and Managing Information for 
Future Success: Navigating the Landscape of Intelli-
gent Technologies. Springer: Cham, Switzerland. pp. 
157–189.

[14]	Inbamani, A., Divya, N., Gandhi, R.R.R., et al., 2024. 
Cyber Security for intelligent systems. In: Jabbar, 
M.A., Tiwari, S., Pani, S.K., et al. (Eds.). The Fusion 
of Artificial Intelligence and Soft Computing Tech-
niques for Cybersecurity. Apple Academic Press: Palm 
Bay, FL, USA. pp. 133–150.

[15]	Gupta, B.B., Quamara, M., 2020. An overview of 



585

Journal of Environmental & Earth Sciences | Volume 08 | Issue 08 | August 2026

on recent advancements, a research framework, and 
the path ahead. Decision Support Systems. 99, 1–8.

[42]	Gomes, E., Costa, F., De Rolt, C., et al., 2021. A 
survey from real-time to near real-time applications 
in fog computing environments. Telecom. 2(4), 489–
517.

[43]	Xu, H., Berres, A., Yoginath, S.B., et al., 2023. Smart 
mobility in the cloud: Enabling real-time situational 
awareness and cyber-physical control through a dig-
ital twin for traffic. IEEE Transactions on Intelligent 
Transportation Systems. 24(3), 3145–3156.

[44]	Hamda, N.E., Hadjali, A., Lagha, M., 2022. Multisen-
sor Data Fusion in IoT Environments in Dempster–
Shafer Theory Setting: An Improved Evidence Dis-
tance-Based Approach. Sensors. 23(11), 5141. 

[45]	Anagnostopoulos, C., Gkillas, A., Mavrokefalidis, C., 
et al., 2024. Multimodal Federated Learning in AIoT 
Systems: Existing Solutions, Applications, and Chal-
lenges. IEEE Access. 12, 180864–180902.

[46]	Ouafiq, E.M., Elrharras, A., Mehdary, A., et al., 2020. 
IoT in smart farming analytics, big data based archi-
tecture. In: Zimmermann, A., Howlett, R., Jain, L. 
(Eds.). Human Centred Intelligent Systems: Proceed-
ings of KES-HCIS 2020 Conference. Springer: Singa-
pore. pp. 269–279.

[47]	Muppala, M., 2025. Digital Oceans: Artificial Intel-
ligence, IoT, and Sensor Technologies for Marine 
Monitoring and Climate Resilience. Deep Science 
Publishing: London, UK.

[48]	Muppala, M., 2025. Artificial intelligence, IoT, and 
sensor technologies for Marine monitoring and cli-
mate resilience. In Digital Oceans: Artificial Intel-
ligence, IoT, and Sensor Technologies for Marine 
Monitoring and Climate Resilience. Deep Science 
Publishing: London, UK.

[49]	Nakamura, E.F., Loureiro, A.A., Frery, A.C., 2007. 
Information fusion for wireless sensor networks: 
Methods, models, and classifications. ACM Comput-
ing Surveys. 39(3), 9.

[50]	Dalla Mura, M., Prasad, S., Pacifici, F., et al., 2015. 
Challenges and opportunities of multimodality and 
data fusion in remote sensing. Proceedings of the 
IEEE. 103(9), 1585–1601.

[51]	Nguyen, H., Vo, M., Hyatt, J., et al., 2025. AI-pow-
ered visual sensors and sensing: Where we are and 
where we are going. Sensors. 25(6), 1758.

[52]	Shafique, K., Khawaja, B.A., Sabir, F., et al., 2020. 
Internet of things (IoT) for next-generation smart 
systems: A review of current challenges, future trends 
and prospects for emerging 5G-IoT scenarios. IEEE 
Access. 8, 23022–23040.

Innovative Research in Computer Science and Tech-
nology. 12(3), 154–161.

[29]	Stolpe, M., 2016. The internet of things: Opportuni-
ties and challenges for distributed data analysis. ACM 
SIGKDD Explorations Newsletter. 18(1), 15–34.

[30]	Tran-Dang, H., Krommenacker, N., Charpentier, P., 
et al., 2022. The Internet of Things for logistics: Per-
spectives, application review, and challenges. IETE 
Technical Review. 39(1), 93–121.

[31]	Curry, E., 2020. Real-Time Linked Dataspaces: 
Enabling Data Ecosystems for Intelligent Systems. 
Springer: Cham, Switzerland.

[32]	García-Gil, D., Luengo, J., García, S., et al., 2019. 
Enabling smart data: Noise filtering in big data classi-
fication. Information Sciences. 479, 135–152.

[33]	Nanjundan, P., Singh, S., George, J., et al., 2026. 
Challenges in preprocessing and normalization of 
heterogenous data. In Multimodal Learning Using 
Heterogeneous Data. Elsevier: Amsterdam, The Neth-
erlands. pp. 75–88.

[34]	Alsharif, M.H., Kelechi, A.H., Yahya, K., et al., 2020. 
Machine learning algorithms for smart data analysis 
in internet of things environment: Taxonomies and 
research trends. Symmetry. 12(1), 88.

[35]	Ullah, A., Anwar, S.M., Li, J., et al., 2024. Smart 
cities: The role of Internet of Things and machine 
learning in realizing a data-centric smart environment. 
Complex & Intelligent Systems. 10(1), 1607–1637.

[36]	Sukor, A.S.A., Zakaria, A., Rahim, N.A., et al., 2019. 
A hybrid approach of knowledge-driven and da-
ta-driven reasoning for activity recognition in smart 
homes. Journal of Intelligent & Fuzzy Systems. 36(5), 
4177–4188.

[37]	Li, W., Chai, Y., Khan, F., et al., 2021. A compre-
hensive survey on machine learning-based big data 
analytics for IoT-enabled smart healthcare system. 
Mobile Networks and Applications. 26(1), 234–252.

[38]	Mohammadi, M., Al-Fuqaha, A., Sorour, S., et al., 
2018. Deep learning for IoT big data and streaming 
analytics: A survey. IEEE Communications Surveys 
& Tutorials. 20(4), 2923–2960.

[39]	Huang, H., Yao, X.A., Krisp, J.M., et al., 2021. Ana-
lytics of location-based big data for smart cities: Op-
portunities, challenges, and future directions. Com-
puters, Environment and Urban Systems. 90, 101712.

[40]	Andrienko, G., Andrienko, N., Jankowski, P., et al., 
2007. Geovisual analytics for spatial decision support: 
Setting the research agenda. International Journal of 
Geographical Information Science. 21(8), 839–857.

[41]	Pick, J.B., Turetken, O., Deokar, A.V., et al., 2017. 
Location analytics and decision support: Reflections 



586

Journal of Environmental & Earth Sciences | Volume 08 | Issue 08 | August 2026

[53]	Thangiah, M., Vaithilingam, A.C., Perumal, I., et al., 
2025. Unveiling the Complexities: Exploring the 
Challenges and Opportunities in Intelligent System 
Implementation. In: Ariffin Abdul Karim, S., Baha-
rum, A. (Eds.). Intelligent Systems of Computing and 
Informatics in Sustainable Urban Development. CRC 
Press: Boca Raton, FL, USA. pp. 88–106.

[54]	Li, J., Dai, J., Issakhov, A., et al., 2021. Towards de-
cision support systems for energy management in the 
smart industry and Internet of Things. Computers & 
Industrial Engineering. 161, 107671.

[55]	Hafdi, K., Kriouile, A., Kriouile, A., 2019. Overview 
on Internet of Things (IoT) Architectures, Enabling 
Technologies and Challenges. Journal of Computers. 
14(9), 557–570.

[56]	Bellini, P., Nesi, P., Pantaleo, G., 2022. IoT-enabled 
smart cities: A review of concepts, frameworks and 
key technologies. Applied Sciences. 12(3), 1607.

[57]	Sánchez-Corcuera, R., Nuñez-Marcos, A., Sesma-So-
lance, J., et al., 2019. Smart cities survey: Technolo-
gies, application domains and challenges for the cities 
of the future. International Journal of Distributed Sen-
sor Networks. 15(6), 1550147719853984.

[58]	Bibri, S.E., 2020. The IoT and big data analytics for 
smart sustainable cities: Enabling technologies and 
practical applications. In Advances in the Leading 
Paradigms of Urbanism and their Amalgamation: 
Compact Cities, Eco–Cities, and Data–Driven Smart 
Cities. Springer: Cham, Switzerland. pp. 191–226.

[59]	Turner, C.J., Emmanouilidis, C., Tomiyama, T., et al., 
2019. Intelligent decision support for maintenance: An 
overview and future trends. International Journal of 

Computer Integrated Manufacturing. 32(10), 936–959.
[60]	Violos, J., Mamanis, G., Kompatsiaris, I., et al., 

2025. Cognition and context-aware decision-making 
systems for a sustainable planet: A survey on recent 
advancements, applications and open challenges. Dis-
cover Sustainability. 6(1), 235.

[61]	Krogstie, L., Ebro, M., Howard, T.J., 2015. How to 
implement and apply robust design: Insights from in-
dustrial practice. Total Quality Management & Busi-
ness Excellence. 26(11–12), 1387–1405.

[62]	Trinkley, K.E., Kahn, M.G., Bennett, T.D., et al., 
2020. Integrating the practical robust implementation 
and sustainability model with best practices in clinical 
decision support design: Implementation science ap-
proach. Journal of Medical Internet Research. 22(10), 
e19676.

[63]	Albouq, S.S., Sen, A.A.A., Almashf, N., et al., 2022. 
A survey of interoperability challenges and solutions 
for dealing with them in IoT environment. IEEE Ac-
cess. 10, 36416–36428.

[64]	Gujar, P., 2025. Data standardization and interoper-
ability. In Data Usability in the Enterprise: How Us-
ability Leads to Optimal Digital Experiences. Apress: 
Berkeley, CA, USA. pp. 89–110.

[65]	Alsadie, D., 2024. Artificial intelligence techniques 
for securing fog computing environments: Trends, 
challenges, and future directions. IEEE Access. 12, 
151598–151648.

[66]	Luo, R.C., Yih, C.-C., Su, K.L., 2002. Multisensor fu-
sion and integration: Approaches, applications, and fu-
ture research directions. IEEE Sensors Journal. 2(2), 
107–119.


