Journal of Environmental & Earth Sciences | Volume 06 | Issue 03 | October 2024

D BILINGUAL Journal of Environmental & Earth Sciences
PUBLISHING

_, GROUP https://journals.bilpubgroup.com/index.php/jees

ARTICLE

Migration Perspectives of Water Sector Cybersecurity
Attila Mate Kovacs”

Doctoral School on Safety and Security Sciences, Obuda University, 1034 Budapest, Hungary

ABSTRACT

The use of digital technologies in the water sector has proved revolutionary in water management but also opens up
critical infrastructure to cyber threats, with extreme risks to public health, economic instability, and even forced migration.
Therefore, this paper will address how cybersecurity vulnerabilities intersect with migration through case studies from
various regions like Norway, Israel, and the United States. By looking into the above incidents, the research speaks
of the cascading effects of cyber-attacks on water systems and the urgency for all-encompassing policy frameworks
addressing cyber and migration. On a similar note, it points out that the intensification of cyber threats is partly due to
the technological innovation era and, on the other hand, the weaknesses in cybersecurity postures. It further highlights
how these emerging technologies—specifically artificial intelligence and blockchain—can improve resiliency and provide
practical recommendations for implementation even in resource-constrained settings. Through this multidisciplinary
approach, the research contributes to a better understanding of protecting communities and critical infrastructure from the
growing threat of cyber-induced displacement.

Keywords: Cybersecurity; Water sector; Forced migration; Critical infrastructure; Digital resilience; SCADA systems;
Migration policy; Technological solutions; Ransomware attacks; Public health

*CORRESPONDING AUTHOR:

Attila Mate Kovacs, Doctoral School on Safety and Security Sciences, Obuda University, 1034 Budapest, Hungary; Email: attilamate.ko-
vacs@gmail.com

ARTICLE INFO

Received: 9 August 2024 | Revised: 6 September 2024 | Accepted: 13 September 2024 | Published Online: 8 October 2024
DOI: https://doi.org/10.30564/jees.v6i3.7020

CITATION

Kovacs, A.M., 2024. Migration Perspectives of Water Sector Cybersecurity. Journal of Environmental & Earth Sciences. 6(3): 217-232. DOI:
https://doi.org/10.30564/jees.v6i3.7020

COPYRIGHT

Copyright © 2024 by the author(s). Published by Bilingual Publishing Group. This is an open access article under the Creative Commons
Attribution-NonCommercial 4.0 International (CC BY-NC 4.0) License (https://creativecommons.org/licenses/by-nc/4.0/).

217


https://orcid.org/0000-0001-5088-5749

Journal of Environmental & Earth Sciences | Volume 06 | Issue 03 | October 2024

1. Introduction

1.1 Background

Integrating digital technologies into the water sector al-
lows for better management and provision of water resources.
Driven by innovation in information technology, this change
completely revolutionizes how daily operations within water
utilities are carried out, making the process more effective,
reliable, and scalable. Until recently, water management
was a manual process, making it time-consuming and labor-
intensive. But a lot of necessary progress has been made
with digitalization, which has incorporated new automation

technologies such as SCADA, GIS, and metering systems.

For instance, SCADA systems enable operators to con-
trol and oversee water treatment and distribution in real
time['l. Such systems can be helpful to operators in prevent-
ing problems from arising or having the problems solved
or solutions implemented before a disruption occurs. GIS
technology helps in the geographical mapping of water net-
works and aids in effective planning and responses. This
development of smart meters has gone a long way to change
the affected water usage monitoring by offering specific data
used to an area as used in demand management and leakage
detection.

Adoption levels are unique, with higher adoption in
developed countries due to better infrastructure and invest-
ment capacities. Advanced developed countries such as the
United States, Germany, and Japan adopt intelligent water
management systems to improve performance and reduce
water losses. On the other hand, financial constraints, poor
infrastructure, and a lack of technical acumen are some fac-
tors that put a leash on the digitization of the water sector in
developing countries (%,

This paper builds upon the state of knowledge at the
intersection of cybersecurity and migration by comprehen-
sively examining how cyber incidents in the water sector
can force migration. Unlike previous research, which has
focused mainly on single cases, this work integrates several
case studies across various regions, thus offering a more gen-
eral perspective. Moreover, the study bridges the literature
gap concerning practical considerations in melding cyber-
security and migration policies, specifically for resource-

constrained regions.

1.2 Statement of the problem

Although it is perceived that digitizing the water sector
has several benefits, this ushering in digital implementation
spirals up the level of cyber threats. Intrusion into water
facilities might lead to the unavailability of potable water
and contamination, ultimately posing a risk to life and health.
This impacts the short term by immediately halting water
system operations and, in the long term, by disrupting com-
munities .

For example, in 2021, a ransomware attack targeted
Florida’s Oldsmar water treatment facility. An unauthorized
user accessed the plant’s control system remotely and at-
tempted to raise the levels of sodium hydroxide significantly.
Although the attack stopped in time and no harm was done, it
raised concerns about safety and cyber resilience for essential
water infrastructures.

Public health crises contaminating the water supply
can force mass migrations of communities to safer environ-
ments... Industries and agriculture depend on these services,
which disrupts their operations and leads to instability in
the economy. This follow-up cascading effect indicates the
need for urgent comprehensive prevention regarding cyber-
security vulnerabilities to avoid forced migration and assure

community resilience.

1.3 Scope

The study will involve geographically different parts,
and it is only in this way that it will be possible to better un-
derstand cybersecurity incidents in the water sector. Specific
case studies will be drawn from regions such as North Amer-
ica, Europe, the Middle East, and Africa, offering a broad
perspective on the impacts and responses to cyber threats in
different contexts.

In North America, concerns will be directed toward
incidents like the Oldsmar water treatment plant attack and
the Lansing Board of Water & Light phishing attack. These
cases emphasized the vulnerabilities of advanced water sys-
tems and the need for solid cybersecurity implementation.
While in Europe, the focus will be shifted to the Ryuk ran-
somware attack on Volue in Norway and how such incidents
can disrupt water services within developed countries.

The most interesting region is the Middle East, where

highly complex geopolitical attributes and water scarcity is-
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sues make it peculiarly attractive. This paper will attempt
to analyze how insecurity may result from a series of cyber
incidents that hit the water system in Israel over the year
2020. Regarding Africa, an analysis is presented regarding
the vulnerabilities of water infrastructure in cases of chronic

scarcity, followed by consequences for migration patterns.

1.4 Objectives

General objective

e To explore the relationship between cybersecurity vul-
nerabilities in the water sector and their implications

for human migration.
Specific objectives

1. To review and document notable cybersecurity inci-
dents in the water sector.

2. To analyze the impact of these incidents on public
health, economic stability, and quality of life.

3. To investigate how these impacts drive migration.

4. To propose policy recommendations for enhancing
cybersecurity measures in the water sector and ad-
dressing migration issues related to cyber disruptions.

1.5 Study questions

1. What has the water sector faced the most significant
cyber incidents in recent years?

2. How did these cyber incidences affect this region’s
public health, economic well-being, and quality of
life?

3. How have the water services disruptions by cyber-
attacks affected human migration patterns?

4. What policy measures can be taken to improve cyber-
security in the water sector and prevent migration due
to cyber disruptions?

5. How can cross-disciplinary collaboration among ex-
perts in cybersecurity and migration, along with poli-
cymakers, support enhancing the level of resilience in

water infrastructures to manage migration effectively?

2. Literature review

2.1 Migration perspective

The growing reliance of the water sector on digital tech-

nologies has introduced severe weaknesses to cybersecurity

in a manner that can permit interruptions of such an essential
service. This will, in turn, have cascading impacts on public
health, economic stability, and quality of life. For this rea-
son, as living conditions deteriorate for communities with
malfunctioning water systems, migration becomes a norm
for many affected populations. This section now highlights
some significant cybersecurity incidents within the water
subsector and their effects on migration using specific case

studies .

2.2 Notable cybersecurity incidents and their
impact on migration

Ryuk ransomware attack on Volue, Norway,
2021

The Ryuk ransomware targeted the technology com-
pany serving public water systems in 2021. An attack that
seriously affected approximately 200 public water systems
and hindered them from their normal functioning weakened
their service capacity to produce sound, potable waterl].
The ransomware encrypted critical data, brought the system
down to a stop, and even terminated the treatment processes.
The immediate effect of this act was an essential public health
risk since the water quality could not be adequately handled.
Given this, an incident like that demonstrated the vulnera-
bilities to cyberattacks that digital systems within the water
sector show and highlighted the imperative need for vigorous
cybersecurity measures.

The implications of the Ryuk ransomware attack went
further than just the challenges experienced in restoring nor-
mal operations. Local people associated with this water
relied on these systems and were exposed to potential health
hazards, which heightened the sense of insecurity. Forced
migration became probable as access to clean and safe water
was unpredictable. Residents needed to factor in moving
into the region with more reliable water infrastructure that
will support both their daily lives and health and safety. This
is a clear example of how cyber vulnerabilities in critical
infrastructures can drive migrations, and it focuses on the

urgency of combining cybersecurity with migration policies.

Credential misuse and outdated systems in San
Francisco and Florida, USA, 2021

In 2021, cybersecurity incidents in the USA exposed
glaring vulnerabilities in the water sector of San Francisco
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and Florida. Hackers used login information from former em-
ployees to gain unauthorized access to these water treatment
plants[®). These outdated, unsecured systems could provide
an easy target for cybercriminals. These incidents revealed
that updating security protocols for system access needed to
be continuous and consistent—otherwise, there existed the
potential for unauthorized access that could sabotage water

infrastructure.

The implications of these breaches were much broader
than the technical failures suffered. Public confidence in the
safety and reliability of water services was severely under-
mined, creating an environment of uncertainty and fear. In
such communities, the slightest possibility of contamination
or break in service can drive the people to look for greener
pastures elsewhere. These vulnerabilities were what was
being exploited and showed the interplay between cyberse-
curity and migration — people moving to areas where they
think the infrastructure is better or where cybersecurity mea-
sures are likely to be stronger. This, therefore, emphasizes
the need for proactive cybersecurity strategies to prevent

forced migration due to a breakdown in critical services.

Phishing attack on Lansing Board of Water &
Light, Michigan, USA, 2016

In 2016, ransomware hit Lansing Board of Water &
Light in Michigan. Taking critical systems offline and bring-
ing the delivery of vital services to a standstill, in totality,
paralyzes all utility functions!”!. The employees were duped
into clicking malicious links that opened the network for
cyber thugs, who encrypted vital data. The event has laid at
the forefront the vulnerability factor as a human factor in cy-
bersecurity and spoke of continuous training and awareness

programs to minimize such risks.

The ransomware attack paralyzed the entire community,
and the residents were exposed to probable contamination
and supply disruption from the water service disruption. This
public health and safety threat can affect how families will
resettle in an area with better infrastructures that are much
safer and more resilient. As demonstrated by the Lansing
case, one critical indirect implication of cyber-attacks on
critical infrastructures is their potential to strike at immigra-
tion. Therefore, full-proof cybersecurity for life-sustaining

services in every community is required.

Ransomware attacks on Onslow Water and
Sewer Authority, North Carolina, USA, 2018

In 2018, ransomware attacked the authority of Onslow
Water and Sewer of North Carolina, USA, completely dis-
rupting service delivery. Critical data of importance for water
and sewer operations were encrypted, which meant these vi-
tal operations underperformed, with the authority failing to
deliver the essential services as expected®). This high level
of immediate response, toward which the operational diffi-
culties were also relatively significant, included restoring
affected systems and implementing contingency measures

to ensure continued water supply.
These ransomware attacks had broader implications for

community stability and security. Uncertainties and prob-
able health risks associated with using an impaired water
supply might drive the residents to shift their reliance on
comparatively safer and dependable alternatives. With the
community facing extended service outages, it became evi-
dent that quality of life must have been sorely impacted, and
families possibly shifted to other places where the infrastruc-
ture is more robustly kept. The Onslow incident illustrates
that strong cyber defenses for public utilities are needed to

prevent forced migration in the water sector.
There was a series of cyber-attacks on the Israeli water

systems. The cybersecurity incident happened in 2020 when
the scope of the attack threatened to adjust the water quality,
posing an immense risk to public health®. That was an
attributed state-sponsored attempt to fiddle with chemicals
in the water supply in a way that would have exposed tens
of thousands to grave danger. These attacks brought to the
fore the notion that cyberattacks were not supposed to be just
an inconvenience but that they could deliberately introduce

threats to public health by contaminating water supplies.
Immediate public health and safety threats have ripple

effects that generate fear and panic. A group grappling with
the issues of contaminated water supplies may also opt to
move to another settlement, where such vulnerability risks
in their infrastructure are secure and less prone to effects.
The facts arising out of Israel make it very clear how seri-
ous migration is interwoven with cybersecurity in modern
times: the unavailability of essential services forces people
to migrate into other environments wherein they can pro-
tect themselves. This situation only confirms that critical

infrastructure security must be enhanced to protect human
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life from being forcefully migrated.

Insider attack on sewage treatment plant (Ma-
roochy, Australia, 2000)

In this case, the attacker released 265,000 gallons of
raw sewage into those parks and rivers, which had severe
environmental and public health repercussions. The access
to the system they achieved was unauthorized, using vulner-
able login information about a flaw in the software!%l. This
is a pure insight into governmental levels of critical extreme
measures that can prevent insider threats, including access
controls, qualified staff, and monitoring critical systems.

The Maroochy incident had environmental implica-
tions because the contaminated water sources were opened
into that area, threatening people’s health. Long-term low
living standards and accompanying health impacts would
drive them to settle into other less dangerous habitats. This
scenario highlights how insider threats pose critical service
disruption and further build-up situations that eventually
arouse migration pressure. This further insinuates that strict
cybersecurity setups should be laid upon critical infrastruc-

tures to prevent such instances.

Cyberattack on an American Water Treatment
Plant (Oldsmar, Florida, 2021)

The Oldsmar Water Treatment Plant in Florida experi-
enced a remote breach in 2021 when an intruder attempted
to poison the city’s drinking water supply by raising the lev-
els of sodium hydroxide to alarming heights. According
to Greenberg!!'!], the attackers used remote access tools to
manipulate how lye and other chemicals are added to the
water supply. As such, the incident revealed just how vital
critical infrastructure was in the face of such vulnerabilities,
so strict cybersecurity protocols, periodic security audits, and
elaborate training programs for all staff must be ensured to
prevent unauthorized access or manipulations of the most
critical water infrastructure.

The potential that the Oldsmar attack resulted in
widespread harm set the stage for a weighty magnitude pub-
lic health threat birthed into a local crisis of water supply
safety. The residents may consider living in a city where this
kind of event can happen again, risking people’s lives, and
these cities can shift from places with more reliable water
infrastructures. This gives a perfect example of why good

cybersecurity is paramount: to secure the services that come

with the vital infrastructure and go ahead without fear of com-
promise since it can spiral into mass migrations. It further
alludes to the need for lessons learned from various incidents
along the path of progressive strengthening of resilience in
water utilities against threats from inside and outside.

The case studies, as presented in Table 1 below, clearly
prove the devastating effects of cybersecurity incidents
within the water sector on migration patterns and point out
an urgent need for integrated policies on cybersecurity vul-
nerabilities and how the latter can drive migration.

3. Methodology

3.1 Exploring the link between migration pat-
terns and cybersecurity

This chapter examines the links between cybersecurity
vulnerabilities in the water sector and human migration. In
other words, it focuses on cyber incidences as a migration
force from risks to public health, economic instability, and
decreased quality of life. To do this analytically and power-
fully, this research uses case study methodology, selecting
diverse regions and incidents so that the study will provide
substantial insights into the interplay between cybersecurity

and migration.

3.2 Selection of case studies

Case studies were chosen by applying a criterion-based
approach; hence, the case study has to give some unique
insight into the broader research questions. The criteria are
derived from:

1. Geographical Diversity: Regions covered in the re-
search study are from Africa, Asia, and the Middle
East, an approach brought out to infer that cyberse-
curity threats are global and affect migration. This
geographical diversity will set the ground for a com-
parative analysis of how different regions in the world,
with various levels of infrastructure development and
political stability, respond to water sector cybersecu-
rity incidents.

2. Cyber Incident Severe Impact: Incidents that have
impacted public health and the economic stability of
countries or have caused significant migration. One

such incident is the Ryuk ransomware incident in Nor-
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Table 1. Table summary of the incidents and impact on migration.

Description

Impact on Migration

Ryuk ransomware attack im-
pacted nearly 200 public water
systems, disrupting operations
and compromising water qual-

Potential health hazards and uncer-
tainty increased the risk of forced
migration to areas with more reli-
able water infrastructure.

Hackers leveraged former em-
ployees’ login information to tar-
get outdated systems, compro-
mising water treatment facili-

Public trust in water safety is com-
promised, potentially driving resi-
dents to relocate to areas with bet-
ter cybersecurity measures.

Phishing attacks led to ran-
somware deployment, disrupt-
ing utility functions and halting
essential services.

Public health and safety threats
could prompt families to relocate
to regions with more secure water
infrastructure.

Ransomware interfered with wa-
ter and sewer operations, imped-
ing the authority’s ability to de-
liver critical services.

Prolonged service disruptions im-
pacted quality of life, potentially
leading to migration to areas with
better-protected infrastructure.

Cyberattacks aimed at altering
water quality pose a significant
public health risk.

Fear of contaminated water sup-
plies could drive populations to
seek safer environments with se-
cure and resilient infrastructure.

Insiders leaked 265,000 gallons
of raw sewage into area parks
and rivers, causing significant
environmental and public health
consequences.

Environmental and health impacts
led to deteriorated living condi-
tions, compelling residents to seek
safer environments.

Hacker attempted to poison the
city’s water supply by increas-

Incident Location Year
Ryuk Ransomware At-
tack on Volue Norway 2021
ity.
Credential Misuse and San  Francisco 2021
Outdated Systems and Florida, USA
ties.

Phishing Attack on
Lansing Board of Water ~ Michigan, USA 2016
& Light
Ransomware Attacks North Carolina,
on Onslow Water and USA 2018
Sewer Authority
Series of Attacks on Wa- Isracl 2020
ter Systems
Insider Attack on Maroochy, Aus-

. 2000
Sewage Treatment Plant  tralia
Remote Access Attack .
on Water Treatment Oldsmar, Florida, 2021

Plant

USA

ing sodium hydroxide levels to
hazardous amounts.

Public health threats created a cri-
sis of confidence in water safety,
potentially driving residents to re-
locate to areas with secure water
systems.

way, and another is the set of incidents targeting water

3.3 Methodological framework

systems in Israel.

. Relevance to Migration: The chosen cases had to ev-
idence a clear and unambiguously established link
between cyber incidents and migration, either as di-
rect forced migration due to public health crises or
through indirect economic and social factors. This
ensures that each case adds meaning to understanding
the research questions.

. Data Availability: Cases for which comprehensive
reports were available were chosen. This ensured
that the analysis would be based on something tangi-
ble, making the study more reproducible and credible.
This criterion is fundamental to allowing for detailed

incident analysis.

222

The research is based on a multi-case study approach

that allows a comprehensive study in different contexts. The
methodological framework for this study encompasses the
following:

1. Data Collection: The data were collected from diverse

sources, including government reports, incident logs,
and media reports, as well as secondary sources such
as academic papers and expert analyses. This aspect
of multisource data collection ensures that there is a

holistic understanding of each of the cases.

. Cybersecurity Incident Analysis: Elaborate on the cy-

bersecurity incident in the two cases to explain the
nature of the attack, the technologies involved, and
the immediate impact on the water sector. Consider
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the implications beyond the water sector for public
health, economic stability, and migration.

3. Impact Assessment on Migration: The paper then as-
sesses cybersecurity incidences’ direct and indirect
impacts on migration patterns. An assessment would
further consider forced migration because of imme-
diate public health threats, economic migration due
to job loss, and social migration due to deteriorating
living conditions.

4. Comparative Analysis: The selected case studies
are compared to draw common themes and identify
unique challenges in the different regions. This should
allow for generalizable conclusions regarding the re-
lationship between cybersecurity and migration.

5. Policy Implications and Recommendations: Finally,
the step involves synthesizing the findings to develop
policy recommendations that would alleviate the cy-
bersecurity vulnerabilities in the water sector. The
recommendations respond to the specific needs and

challenges in the regions studied.

3.4 Case studies overview
Case study: Africa

In Africa, the intersection of cybersecurity vulnera-
bilities and migration is prominently observed. Kariuki et
al.['2] explicate how serious cybersecurity threats on small-
scale African migrant traders make them vulnerable. Usually,
water infrastructure in several African countries is underde-
veloped and protected insubstantially: cyberattacks result
in strong disturbances of services to provide water. These
attackers are not only health hazards but also leave local
economies vulnerable. Hence, most people will be forced to
move to cities and neighboring countries with better water
provisions.

The level of weak cybersecurity in these areas makes
them more prone to attacks. The minute the water systems
are attacked, migration from the rural areas to the urban
sector results immediately. Migration is a ripple effect of a
cybersecurity attack in rural and urban settings. This will be
especially devastating in rural communities with little or no
option for water supply or recovery facilities. It also fuels the
migration to urban areas, which are already stressed further

by poor urban water infrastructure since cyber vulnerabilities

exist in this sector.
Case study: Asia

An ever-increasing rate of urbanization and climate
change in Asia has escalated the impact on the vulnerabil-
ity of the water sector. These warnings have been taken up
by Bhandari et al.!'3], who further observe that increased
reliance on digital technologies in water management is not
without its demerits. Cyber incidents could devastate water
supplies to urban areas with high population densities and
cause health and economic disruption. The instability that
results breeds migration as those affected seek safer zones in
the countryside or elsewhere where it is perceived that such
threats are at a minimal level.

This is an addition to the complexity of managing water
security in Asia due to the resultant layering of the urban-
rural migration, with the compounded effect being the rise of
the cyber threat. This means that these so-called urbanized
areas turn distressing when their water services are tampered
with by cyber threats, consequently triggering reverse mi-
gration back to rural areas even when there are no possible
amenities and economic opportunities. This makes it very
critical that the robustness of urban water services is sup-
ported by robust cybersecurity to avoid such migrations and
ensure that the urban growth experienced is sustainable and
robust against cyber threats.

Integrated policy and mitigation

The impacts of migration due to cyber security vulner-
abilities in the water sector require a policy that integrates
responses in dealing with such challenges. Petersen and
Wieltschnig['4] further argue that sound Cybersecurity mea-
sures should balance with technological innovation. In this
regard, the policies have to firmly establish cyber-security
concerns in policies on water management and migration at
large so that weaknesses are fully taken care of. Building
within such a policy provides an opportunity to reduce the
risks of forced migration due to the enhanced resilience of
essential water infrastructure.

Indeed, such policies would be welcomed if the pro-
posed solutions are viable and would bridge this gap between
cyber and migration. For that to happen, integrating forces by
policymakers, cybersecurity specialists, migration scholars,
and water management authorities in developing full-fledged

strategies on these two fundamental aspects would be essen-
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tial: securing water infrastructure from cyber threats and
dealing with migration root causes. By so doing, this work
will ensure comprehensiveness in policy measures toward
service delivery in both technological and social dimensions

concerning water security and migration.
Better security arrangements

Enhanced cooperation between cybersecurity re-
searchers, migration experts, and policymakers emerges
clearly. Mishra et al.['> expound on interdisciplinary strate-
gies when landscapes change associated with water security.
Stakeholders would target integrated solutions to protect wa-
ter services from cyber threats and reduce migration pressure
from compromised infrastructures.

It involves interdisciplinary collaboration to harness
several diverse views and competencies to solve a problem.
Cybersecurity experts could explain the technical aspects
of protecting water systems, and migration scholars could
illuminate the social and economic imperatives driving mi-
gration. Such policymakers can incorporate such insights
into their operational strategies to secure and make water
sources resilient, reducing forced migration needs presented

by cyber-induced water crises.
Technological solutions

In the water sector, advanced technological solutions
are essential; otherwise, any cybersecurity vulnerability
could have dire consequences. Technologies incorporating
artificial intelligence and machine learning can analyze be-
haviors and patterns. Simultaneously, real-time detection of
anomalies will enable immediate action on detected threats.
Blockchain technology offers a decentralized and secure
method for managing data transactions, ensuring that critical
data remains tamper-proof and reducing the risk of unau-
thorized access!!'%l. Additionally, Internet of Things (IoT)
devices continuously monitor water infrastructure compo-
nents, allowing for automatic adjustments and responses
to emerging threats, which helps maintain the integrity of
essential services.

However, the cost of implementing these technological
solutions is high, specialized technical expertise is required,
and integrating such technologies with the existing systems
is complex. Besides, with the evolution of tactics by cyber
attackers, improvements and upgrades in security measures

need to be made at regular intervals. Despite these chal-

lenges, investment and deployment of these technologies are
critical to making water infrastructure more resilient, pro-
tecting communities, and reducing the risk of cybersecurity
incidents that may otherwise force people to migrate.

Resilience through technological advancements

Investments in state-of-the-art cybersecurity technolo-
gies toward a resilient water infrastructure. Bhandari et al. [!3]
confirm that innovations must run every time in their cyber-
physical-human systems to fill present gaps and take security
to another level. Assurance for using current cybersecurity
mechanisms could prevent the attack, maintain water ser-
vice delivery, and keep any forced migration at a minimum.
These advances will, of course, have to be supplemented
with regular in-service capacity building and training pro-
grams so that local bodies and communities are armed with
the right skills that would make them capable of delivering
on cyber defense.

However, such advanced technologies will thus safe-
guard water systems from present and future threats. The
resilient infrastructure that can withstand cyberattacks will
ensure communities have water access and lower migration
probabilities. Equally important is regular training and ca-
pacity building for the local authorities to keep these systems
updated and to ensure they can deal with potential cyber inci-
dents. It is a proactive approach since it creates stable, secure
environments and mitigating factors causing migrations.

Future research and policy development

Future research must consider the relationship between
cybersecurity vulnerabilities in water services and migration.
Intensive policy creation and well-developed case studies
most effectively incorporate water security’s technical and
human dimensions. Petersen and Wieltschnig!'#! argue that
there exists a need to realize a balanced scenario between
innovation and vulnerability management. Beyond that, fu-
ture research may link such approaches at the nexus between
critical infrastructure protection strategies and cybersecurity-
human protection measures for mitigating cyber-attack in-
cidents that impact human migration. This can improve
resilience in infrastructures and how communities concerned
are to inform policy development toward mitigated issues
that might re-emerge from cyber incidents.

Subsequent findings suggest designing best practices

combining migration management strategies with cyberse-
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curity measures. Effective and sustainable solutions should
be designed according to local needs by first carrying out
baseline studies to fully comprehend the vulnerabilities that
characterize a particular region. Through collaborative ef-
forts with policymakers and researchers, the outputs should
yield actionable policy matters for enhancing water security,
protecting public health, and preventing forced migration
from cyber threats. The two work toward making it hard for
their communities to alter cybersecurity threats to their water

systems.

4. Discussion

Implications for Policy and Practice:

The synergy between the cybersecurity and migration
policy is vital to ensure that infrastructure vulnerabilities,
among the causes of forced migration, are effectively ad-
dressed. Since cyber threats tend to worsen over time, their
implications for delivering essential services and infrastruc-
tures have rendered urgent, among other things, an integrated
policy framework that can regulate and reveal the associated
risks effectively and prevent their possible consequences on
population groups while increasing resilience to these risks.

4.1 The interconnectedness of cybersecurity
and migration policies

The underlying causes of migration, especially cyber-
attacks targeting critical infrastructures®! like water systems,
call for better coherence between cybersecurity and migra-
tion policies. Cyber-attacks could cause catastrophic failures
in service delivery, induce public health emergencies, and
most likely cause economic dislocation that catalyzes migra-
tion. Thus, integrating cybersecurity with migration policies
can help develop more resilient infrastructures and aid in
community protection from cascading incidents within the

cyber domain.

4.2 Integration in practice

Even though cybersecurity is a relatively new concept,
it has already been integrated with migration policy within
the frameworks of some past initiatives. For instance, after
cyber-attacks on Israeli water systems in 2020, the govern-
ment sought to harden critical infrastructure by integrating

cybersecurity with already integrated migration policies!”).

This involved close collaboration between cybersecurity ex-
perts, migration scholars, and policymakers to develop sus-
tainable frameworks that prevent service disruptions and
reduce the need for forced migration.

For instance, Estonia is one of the governments that has
been very proactive in digital resilience and cybersecurity.
The measures the Estonian government has adopted have
been critical for safeguarding fundamental infrastructure,
including water systems, through applying advanced cyber-
security measures!'®]. The government of Estonia has also
aimed at synchronizing these efforts with policies that would
not allow migration due to the instability of the economic
sector, as happened when computers attacked Estonia’s key

services.

4.3 Challenges in integration:

Thus, the attempts to link cybersecurity and migration
policies seem pretty straightforward, though this has yet to
happen. The lack of strategic policy guidelines also makes it
challenging to nurture the integration of these two domains.
For instance, while cybersecurity strategies involve guarding
infrastructure, migration policies concern themselves with
antecedents that spur migration. Merging those two points
of view into one position has been an impossible endeavor
seen more often as the Sisyphean task and usually calls for
teamwork and interdisciplinary.

Equally, resources are under-allocated. This is limited,
particularly in most regions within the developing world,
by inadequate capital to invest in security infrastructure and
sound migration policies!'?]. This may result in what is re-
ferred to as overarching priorities, which effectively mean
neglecting one area in favor of the other, which can be very
damaging and bring into question the entire concept of inte-
gration.

Implementation is always challenging, especially if po-
litically sensitive areas are involved. The practical form of
real integration can stem from the agreement made by dif-
ferent concerned groups formed by government agencies,
private sectors, and international organizations. There is
always a challenge when it comes to getting a consensus
on how the integration has to be undertaken in situations
where there are divergent interests or where there is little
trust between two parties or more.
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Hence, it is important that policies focus on issues of
coordination, resource allocation, and stakeholder engage-
ment in developing this exhaustive and integrated policy on
protecting critical infrastructure and managing forced mi-
gration. With examples like the Israeli and Estonian cases,
other countries can find ways to strengthen infrastructures
and communities to decrease migration dangers.

4.4 Integrated policy frameworks

Mitigating the impact occasioned by migration due to
cybersecurity vulnerabilities will also require policy coher-
ence. These are required to cover preventive and proactive
activities to build up necessary cybersecurity and immediate
response mechanisms to respond to cyber events in addition
to systems for affected populations. In this manner, the pol-
icymakers will then be able to confront the risks provided
by cyberattacks and the future impacts on migration and
community cohesiveness.

For instance, the value of systematic reviews on the
availability of data about the understanding of cyber risks and
the formulation of strategies toward cybersecurity was under-
lined by Cremer et al.[?%). This will indicate, in an inclusive
manner, the development of integrated policy frameworks
that build up cybersecurity and consider the socio-economic
drivers for migration. For instance, policies need to be set
so that security protocols are updated routinely, investments
are made in the cybersecurity infrastructure, and personnel

are trained to handle cyber threats.

4.5 Addressing root causes of migration

There is no single solution to address the root causes of
infrastructure-related vulnerabilities. For example, critical
infrastructure vulnerabilities such as water systems cause
untold suffering in communities and, ultimately, force mi-
gration. Addressing these vulnerabilities by policymakers
will reduce the likelihood of migration being triggered by a
cyber incident.

Gilodi et al.l?'l critically examine how vulnerabil-
ity and economic stability can be considered. Their work
presents a new conceptual model for understanding and ad-
dressing migration-driving factors. More comprehensive
strategies in this model would address the physical vulnera-

bilities to infrastructure and the socio-economic factors in-

fluencing migration. The union of these perspectives would
provide policymakers with effective response mechanisms
for cyber threats affecting migration.

4.6 Building resilience through collaboration
of stakeholders

There is a need for collaboration between cybersecu-
rity professionals, migration scholars, and policymakers to
develop comprehensive strategies for protecting critical in-
frastructures and managing migration. This could lead to
crafting robust policy frameworks in cybersecurity and the
human dimensions of migration.

A case in point is that McLeman & Hunter??! advanced
the need to understand migration in vulnerability and adap-
tation in the view of climate change, calling for similar ap-
proaches in understanding cybersecurity. These are strategies
that policymakers can acquire through climate change adap-
tation insights and the development of resilient communities

to cyber threats.

5. Recommendations

As societies depend increasingly on interdependent
technologies, the resilience of critical infrastructures, such
as water systems, to cyber threats becomes a public need.
This goes hand in hand with the global migration challenges
because infrastructure vulnerabilities?*! often force popu-
lations to relocate. These recommendations aim to foster
a robust cybersecurity framework, integrate cybersecurity
within the policy framework on migration, and enhance co-
operation among stakeholders. This is crucial to ensure that
critical services continue stably and securely against any
mass disorder due to migration.

5.1 Enhance cybersecurity measures

Recommendation: Enhance the digitized protections
for water systems to deter cyberattacks, ensuring business
continuity of essential services.

Rationale: Water systems are part of critical national
infrastructure; their disruption would thus automatically re-
sult in dire public health and safety ramifications. Strengthen-
ing cybersecurity will lower the risks of service interruptions

and later require emergency migrations. This is done using
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up-to-date state-of-the-art security technologies and regular
software updating and patching to address system vulnera-
bilities.

Practical Implementation:

Cost-Effective Solutions: Cybersecurity solutions in
low-resource settings can be executed at minimal costs. For
instance, constant staff training in cybersecurity, basic in-
trusion detection systems, and strong passwords and access
controls can be implemented at minimal cost.

International Collaborations: Countries with less capac-
ity can tap into international collaboration or collaboration
with developed countries to access advanced cybersecurity
technologies and skills. For example, Kenya has worked
with international donors to enhance water security using
modest cybersecurity measures.

Action Steps:

1. Perform periodic security audits and vulnerability as-
sessments to uncover and fix possible security gaps.

2. Advanced encryption techniques and intrusion detec-
tion systems should be in place to prevent unautho-
rized access.

3. Very tight access controls and authentication proto-
cols must be in place to ensure that only authorized

personnel get access to the critical systems.

5.2 Policy integration

Recommendation: Cyberspace issues should be in-
tegrated into migration policies to prevent situations where
infrastructure weaknesses continue to precipitate migration.

Rationale: Incorporating cybersecurity into migration
policy frameworks will help governments prepare for manag-
ing the severe consequences of infrastructure breakdowns on
migration, as expected. This integration assists in developing
proactive policies that contain the challenges as they emerge.

Practical Implementation:

Resource Allocation: One can establish priorities for
important areas and gradually increase cybersecurity cov-
erage in regions with limited resources. Depending on the
availability of resources, governments can expand their ac-
tivities in the most vulnerable infrastructures.

Community Involvement: Policies may be much more
effective if the local communities are involved in their formu-
lation and implementation. This can lead to more accessible

approaches and enhanced sustainability due to the people’s

localized understanding of their needs.

Example of success: Estonia’s integration of cyberse-
curity into public safety and broader migration policies offers
a beneficial model. Though a small state with few resources,
Estonia has succeeded in establishing a vital, robust digital
infrastructure because it has placed cybersecurity at the top
of public policy.

Action Steps:

1. Policies with direct links to migration should be drawn
to incorporate cybersecurity measures into routine
planning and infrastructure maintenance as a standard
practice.

2. Policy dialogue by the cybersecurity agencies with
the migration departments to strategize and share in-
telligence.

3. To ensure that these aspects are addressed, funds for
cybersecurity will be appropriated in the different bud-
gets for migration and infrastructure development.

5.3 A call for collaborative

Collaboration between cybersecurity experts, migra-
tion scholars, and policymakers is needed to develop an
inclusive approach to protecting critical infrastructure and
managing migration.

Justification: Collaboration between various disci-
plines and sectors may bring about more innovative and ef-
fective responses to complex problems at the intersection be-
tween cybersecurity and migration. Partnerships are needed
to combine interdisciplinary knowledge with both fields’
unique yet complementary strengths to devise comprehen-
sive security and human mobility approaches.

Practical Implementation:

Multidisciplinary Task Forces: Cybersecurity and mi-
gration are multidimensional, so task forces are most apt
for developing technically reasoned and socially informed
strategies.

Capacity Building: An investment in capacity building,
such as workshops and training, would develop cybersecu-
rity measures’ implementation and management skills locally.
That can be important in resource-poor environments, where
minimal experts are outside the ranks.

Example of success: Estonia’s joint efforts in resilience
in the digital domain have shown that multidisciplinary

approaches can work even in resource-constrained envi-
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ronments. For instance, Estonia has developed a model
that has mainstreamed cyber resilience in the public sec-
tor through continuous collaboration between government
agencies, academia, and the private sector.

Action Steps:

1. It convened multidisciplinary task forces to devise
strategies that address challenges arising from both
cybersecurity and migration.

2. It can organize regular workshops and conferences
to facilitate sharing of information and best practices
among cybersecurity, migration, and policy experts.

3. Encourage joint research projects and pilot programs
to test the effectiveness of an integrated approach to

manage cyber threats and migration issues.

6. Conclusion and future research

The interplay of cybersecurity vulnerabilities in the
water sector regarding human migration is another critical
area of the holistic perspective. This study identified several
critical findings, and further research is being conducted to

develop the most effective measures and policies.

6.1 Key findings

Cybersecurity vulnerabilities and migration

Cyber-attacks on water systems disrupt critical services
that are upheld with public health crises and economic in-
stability, degrading living standards. It would, therefore,
usually call for the migration of populations into areas they

12,131 The cascading

feel safer and assured about living in!
effects of such disruptions underscore the critical need for a
robust cybersecurity system to protect water infrastructures
and significantly prevent forced migration. The incidents
analyzed in this study manifest the weaknesses of digital wa-
ter systems and how these have immense impacts on human
migration patterns.

However, such cyber-attacks on the water system cause
a loss of trust in utilities. Moreover, such erosion might lead
to a decision to migrate in search of more reliable and secure
climes. These dynamics further explain how the understand-
ing gained from this level would allow policymakers to target
strategies to improve cybersecurity in the Water sector, miti-
gate risks of forced migration, and build resilience among

communities against various cyber threats.

Implication on public health and safety

The potential for cyber incidents to cause a compromise
in water services is enormous due to the risk levels exposed
to public health. Poor-quality water poses an immediate
health threat to the community. Similarly, supply disruption
exposes the communities to immediate risks; hence, reloca-
tion is possible to a region with better security features or
more secure and functional water infrastructure[!4). Most re-
locations are usually super urgent and imminently necessary
for survival away from such health threats. The interface be-
tween public health and cybersecurity is at a critical junction,
underlined by massive, urgent movements in this sector.

Cyberattacks on the water infrastructure could result
in a public health crisis, which adds to the pattern of long-
term migration as the affected population seeks to avoid such
events in their locality. Thus, this calls for including the
public health dimension in a cyber security strategy target-
ing water infrastructure. Ensuring that cyber threats do not
affect a water system ensures good health among the public,
hence eliminating forced migration that may destabilize or

diminish a community’s resilience.

Economic and social implications

The economic manifestations of water service disrup-
tions are enormous and undermine industries and agriculture
with substantial job losses and financial instability, stalling
growth and fuelling migration. According to Mishra et al. ['],
when water services become compromised, such an eco-
nomic shock in the form of community livelihoods can be-
come disturbed by financial strain, which often compels
people to migrate elsewhere for better opportunities where
the situation regarding water infrastructure and economy

appear promising.

The social implications of cyber-attacks on water sys-
tems include daily challenges in access to and quality of
water that lessen the quality of life and community stability.
Continuous stress and uncertainty can scrape away social co-
hesion or community resilience, cause constant outmigration,
and add more burden to the receiving areas accommodating
such populations. These economic and social impacts call
for a comprehensive approach to wind cybersecurity with
other broad social and economic policies to foster community

resilience.
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Need for integrated policies

Cybersecurity issues must be integrated into migration
policies to address the root causes of infrastructure vulnera-
bilities. As Petersen and Wieltschnig[!'* put forth in 2020,
integrated policies can also reduce the impact of cyber inci-
dents on vulnerable populations. Tying cybersecurity with
the migration framework will only develop links with proac-
tive measures protecting critical infrastructure against forced
migration risks.

Integration makes the infrastructure and communities
more resilient, able to sustain better and recover from cyber
threats. Such policies must be formulated in sectoral and
disciplinary collaboration among cybersecurity, migration,
and water. This cooperation can offer fertile ground for in-
novation in responding to the technical and human sides of
cybersecurity and migration. To this end, partnerships can be
established, and knowledge can be shared to execute strate-
gies to protect infrastructure for supplying water, support
vulnerable populations, and guarantee stability and security
for communities affected by cyber threats.

6.2 Future research directions

Detailed case analyses

Future research should be based on the case analysis
of frontline cybersecurity incidents in the water sector. Pro-
found studies of specific incidents occurring in Norway, the
USA, and Israel can provide prolific information about di-
verse direct and indirect impacts on further migration pat-

22,241 The in-depth investigation of these cases has the

terns!
potential to reveal how best practices might be identified and
deleterious effects mitigated regarding cyber incidents upon
water infrastructure and human migration.

These case studies should be based on diverse geo-
graphical regions and time frames. In understanding various
contexts and responses, nuance will be given to discern the
factors that drive post-cyber incident migration. That knowl-
edge can, in turn, be used to develop targeted strategies
and policies that look toward resilience building in water
systems—systems that will undeniably help cut the risk of
forced migration.

Research should prioritize questions such as: What
specific factors in different regions most strongly influence

migration after a cybersecurity incident in the water sector?

How do varying levels of infrastructure development impact
the severity of migration outcomes following such incidents?
These inquiries will enable a comprehensive understanding

of the complex dynamics at play.
Integrated policy frameworks

To this extent, it is essential to set up integrated policy
frameworks that consider cybersecurity and migration fac-
tors. Such frameworks should consider proactive measures
to strengthen such aspects as cyber security, rapid response
strategies about a cyber incident, and assistance mechanisms
for the affected population[?”). In this way, policymakers,
through such an endeavor, would develop comprehensive
strategies addressing the issues of technology and social
aspects of Cybersecurity and Migration.

Policymakers should also evaluate the effectiveness of
these integrated policy frameworks in mitigating the impacts
of cyber incidents. This evaluation can provide valuable
feedback to refocus and tabulate such policies to protect
critical infrastructure effectively and sustain vulnerable pop-
ulations. Governments can continuously assess and update
policy frameworks to enhance resiliency in water systems
and deter forced migration due to cyber threats.

Key research questions include: What are the most ef-
fective components of an integrated policy framework that
addresses cybersecurity and migration? How can policy-
makers balance the immediate need for cyber defense with
long-term strategies for community resilience? These ques-
tions will guide the creation of robust policies protecting

infrastructure and populations.
Collaborative research

Encouraging collaborative research between cyberse-
curity experts, migration scholars, and policymakers can
lead to the development of innovative solutions applicable to
technical and human dimensions. In such respects of collab-
orative efforts, the resilience of their critical infrastructure
and management of migrating flows become enhanced due
to cyber threats[!?]. can strengthen the resilience of critical
infrastructure and improve the management of the flows of
migration driven by cyber threats. In this respect, collabo-
rative research through joint efforts can be helped by using
scholars who represent divergent views and expertise toward
holistic approaches in cybersecurity and migration.

Future studies should also address the potential of new
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technologies in improving cybersecurity and reducing vul-
nerabilities within critical infrastructures. What role tech-
nologies such as Artificial Intelligence, Blockchain, and IoT
can assume will be investigated here to realize new insights
on how such innovations exist or can be retrofitted to pro-
tect water systems from cyber incidents. If researchers and
policymakers are to remain at the forefront of technological
development, it will help come up with strategies that enable

better security and resilience for water infrastructure.
Roadmap for future studies

1. Cross-disciplinary Approaches: Future research
should focus on interdisciplinary methods to explore
the multifaceted impacts of cyber incidents on mi-
gration. Collaboration among cybersecurity experts,
social scientists, and policymakers is essential for de-
veloping comprehensive and holistic solutions.

2. Longitudinal Studies: Longitudinal studies that mon-
itor the effects of cyber incidents on migration over
time will provide deeper insights into its long-term
impacts and sustainability in solutions applied.

3. Evaluation of Policies: Further research should see
how effective an integrated policy framework would
be in mitigating the impacts of cyber incidents and
managing migration. Researchers will help build
more solid and pragmatic frameworks by pointing
out the successes and limitations of the existing poli-
cies.

4. Technological Innovations: The role of new technolo-
gies in cybersecurity research must be addressed, as
these also help to minimize the vulnerabilities associ-
ated with critical infrastructure. The research agenda
should address the practical application of such tech-
nologies and their potential to prevent forced migra-
tion.

Research Questions:

e In what ways do emerging technologies perform, es-
pecially in resource-constrained environments?

e What are the possible unintended consequences of
using leading-edge cybersecurity technologies within
critical infrastructures?

e How could policy frameworks be revised to include
technological innovations and ensure protection from
all cyber threats?

In conclusion, the interaction between the cybersecurity

vulnerabilities of the water sector and migration provides
numerous challenges and opportunities. Future research
areas should focus on detailed case analyses, creating inte-
grated policy frameworks, collaborative research initiatives,
and exploring various technological innovations. Address-
ing these critical areas will enable researchers to develop a
deeper understanding of the complex dynamics that obtain
and, thus, propose actionable solutions to protect vulnerable
populations by making the critical infrastructure resilient.
Comprehensive research, well-integrated policy, and collab-
orative efforts will create a stable and secure environment

for everyone.
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