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ABSTRACT
Traditional collaborative signature schemes face significant challenges in resisting quantum computing attacks, se-

curing private keys in distributed architectures, and balancing operational efficiency, which are critical requirements for 
modern electronic and information systems like IoT, blockchain, and federated learning. This paper proposes P-CSNKS, 
a novel post-quotum collaborative signature scheme featuring a non-linear private key splitting technique. Unlike linear 
secret sharing, P-CSNKS partitions the master private key into multiple interdependent subkeys using multiplicative 
inverses and modular arithmetic, ensuring algebraic interdependencies prevent full key reconstruction even if attackers 
compromise sufficient shares. Simultaneously, the scheme embeds hash-based post-quantum signature components di-
rectly into the collaborative ECDSA signing workflow. This hybrid design maintains backward compatibility with stand-
ard ECDSA verification while establishing dual security layers: one for classical security and another providing prov-
able existential unforgeability against quantum adversaries in the quantum random oracle model. Crucially, P-CSNKS 
achieves this quantum resistance without incurring prohibitive computational costs. Rigorous experimental evaluations 
demonstrate that P-CSNKS significantly outperforms lattice-based while also showing efficiency gains against hash-
based scheme. The optimized algorithms for key generation, signing, and verification ensure lightweight performance 
suitable for latency-sensitive applications. Thus, P-CSNKS delivers enhanced security against both classical and quan-
tum threats while meeting the stringent efficiency demands of next-generation distributed systems.
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1.	 Introduction

In the era of intelligent electronic systems and ubiq-
uitous information networks, securing distributed archi-
tectures, such as the Internet of Things (IoT), blockchain 
platforms, and federated learning frameworks, has become 
a critical challenge. These systems rely heavily on digital 
signature techniques to ensure authentication, data integ-
rity, and non-repudiation across heterogeneous devices 
and communication channels. However, the rapid evolu-
tion of quantum computing poses an existential threat to 
classical cryptographic schemes, particularly in resource-
constrained environments such as embedded circuits, 
distributed sensor networks, and edge computing nodes. 
Traditional digital signature algorithms depend on discrete 
logarithm assumptions that are vulnerable to Shor’s algo-
rithm [1], jeopardizing the security foundations of modern 
electronic and information systems.

Collaborative signature schemes, designed to de-
centralize signing authority across multiple parties, offer 
a promising solution to mitigate single points of failure in 
distributed systems, as shown in Figure 1. Over the past 
decade, significant efforts have been devoted to develop-
ing collaborative variants of ECDSA and SM2 [2–4], aiming 
to strike a balance between efficiency and decentralized 
trust. Nevertheless, existing solutions face critical limita-

tions. First, most schemes adopt linear secret sharing [5] for 
private key splitting, where the master key can be recon-
structed through simple linear combinations of subkeys. 
This approach exposes systems to collusion risks and 
partial key compromise, as intercepting a sufficient num-
ber of shares directly reveals the secret. Second, while  
post-quantum collaborative signature schemes [6,7] have 
been proposed to address quantum vulnerabilities, their 
computational overhead—stemming from complex poly-
nomial operations and large key sizes—renders them 
impractical for latency-sensitive applications. Third, cur-
rent collaborative frameworks often neglect seamless in-
tegration of post-quantum components, resulting in either 
incompatibility with legacy systems or weakened security 
guarantees.

The advent of quantum computing exacerbates these 
challenges. Quantum algorithms, such as Grover’s and 
Shor’s [1], threaten to break classical cryptographic hard-
ness assumptions within polynomial time, necessitating 
urgent adoption of quantum-resistant techniques. Among 
post-quantum candidates, hash-based signatures [8,9] of-
fer provable security rooted in the collision resistance of 
cryptographic hash functions, a property considered robust 
even against quantum adversaries. However, integrating 
such mechanisms into collaborative signing protocols 
while maintaining efficiency remains an open problem.

Figure 1. Data protection model in electronic and information systems.
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To address these challenges, we propose P-CSNKS, 
a post-quantum collaborative signature scheme that syn-
ergizes non-linear private key splitting with hash-based 
quantum resistance. Unlike linear secret sharing, our non-
linear segmentation mechanism employs multiplicative 
inverses and modular arithmetic to partition the master pri-
vate key into interdependent subkeys, ensuring that partial 
compromises cannot lead to full key recovery. Simultane-
ously, we embed hash-based signature components into the 
collaborative signing workflow, achieving dual verification 
layers: one for classical ECDSA compatibility and another 
for post-quantum security. This hybrid design not only 
resists quantum attacks but also retains operational effi-
ciency.

Figure 2 illustrates the technical roadmap of the 
scheme proposed in this paper. The roadmap outlines two 
primary development paths addressing critical require-
ments. The first path focuses on ensuring the integrity and 
security of the private key, with the objective of preventing 
partial reconstruction of the private key, achieved through 
the use of non-linear private key segmentation technology. 
The second path addresses the requirement for quantum 
resistance and compatibility, to achieve post-quantum se-
curity without loss of compatibility, realized by embedding 
a hash-based post-quantum signature. These two paths are 
interconnected through Mutual Improvement, highlighting 
the synergistic design of the scheme. In summary, our con-
tributions include the following three points:

1. Non-Linear Private Key Splitting: A novel seg-
mentation technique that thwart partial key reconstruction 

through algebraic interdependencies among subkeys, en-
hancing resilience against collusion and side-channel at-
tacks.

2. Post-Quantum Collaborative Signing: A protocol 
integrating hash-based signatures into the ECDSA frame-
work, enabling dual verification without sacrificing com-
patibility with existing infrastructure.

3. Practical Efficiency: Optimized algorithms for key 
generation, signing, and verification, validated through rig-
orous experimentation to outperform state-of-the-art post-
quantum solutions.

The proposed scheme not only enhances security 
against quantum and classical threats but also achieves 
practical efficiency, making it deployable in latency-sensi-
tive electronic and information systems.

Organization: This paper begins with an intro-
duction that provides background, motivation, and an 
overview of the P-CSNKS scheme. Chapter 2 covers pre-
liminaries, including the ECDLP assumption, two-party 
collaborative signature, and hash-based post-quantum sig-
nature. Chapter 3 presents the security model, focusing on 
EUF-CMA security and additional goals. Chapter 4 details 
the scheme’s detailed construction, including key genera-
tion, collaborative signing, and verification processes. 
Chapter 5 includes correctness and security analysis with 
a proof of existential unforgeability. Chapter 6 evaluates 
performance by comparing computational metrics with 
those of existing schemes. Finally, Chapter 7 concludes the 
paper and suggests future work.

Figure 2. Technology roadmap of P-CSNKS.
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2.	 Preliminaries

2.1.	 Elliptic Curve and ECDLP Assumption

To provide a comprehensive understanding of the 
elliptic curve cryptography (ECC) foundation for the P-
CSNKS scheme, this supplementary section delves deeper 
into the mathematical constructs and properties of elliptic 
curves over finite fields, with a particular emphasis on 
elements directly relevant to the subsequent formulas and 
security assumptions utilized in the paper. Concretely, an 
elliptic curve E over a field �p (where p is a large prime 
number) is defined by the equation: y2 ≡ x3 + ax + b mod 
p, where a, b ∈ �p are curve parameters satisfying the 
condition 4a3 +27b2 ≠ 0 mod p. This condition ensures that 
the curve is non-singular, meaning it has no cusps or self-
intersections, which is essential for cryptographic applica-
tions.

The set of points E (�q) on the elliptic curve consists 
of all pairs (x, y) ∈ �q × �q  that satisfy the curve equation, 
along with a special point � , referred to as the point at 
infinity. This point at infinity serves as the identity element 
for the elliptic curve group operation. The elliptic curve 
group operation, often called point addition, is defined as 
follows:

1. Identity Element: For any point P ∈ E (�q), P + �  
= �  + P = P.

2. Inverse Element: For each point P = (x, y) ∈ E (�q), 
there exists a point – P = (x, – y mod p) such that P + (– P) 
= � .

3. Point Addition: Let P, Q ∈ E (�q) be two distinct 
points. The sum R – P + Q is computed geometrically by 
drawing a line through P and Q, finding the third intersec-
tion point R’ with the curve, and then reflecting R’ over the 
x-axis to obtain R. Algebraically, this is expressed as:

� =
�� − ��
�� − ��

mod �,

�� = �2 − �� − �� mod �,

�� = � �� − �� − �� mod �.

� =
3��2 + �

2��
mod �,

�� = �2 − 2�� mod �,

�� = � �� − �� − �� mod �.

4. Point Doubling: When adding a point P to itself (R 
= P + P = 2P), the process is called point doubling. The 
formula for point doubling is:

� =
�� − ��
�� − ��

mod �,

�� = �2 − �� − �� mod �,

�� = � �� − �� − �� mod �.

� =
3��2 + �

2��
mod �,

�� = �2 − 2�� mod �,

�� = � �� − �� − �� mod �.

These operations endow E (�q) with an abelian 
group structure, where the group operation is associative, 
commutative, and has an identity element and inverse ele-
ments.

Definition 1 (ECDLP Assumption) Let E be an el-
liptic curve defined over a finite field �p, where p is a large 
prime. Let G denote a cyclic subgroup of E (�q) with prime 
order n. The Elliptic Curve Discrete Logarithm Problem 
(ECDLP) Assumption is defined as follows: Given two 
points P and Q = k ·  G on E, where k ∈ [1, n – 1], it is 
computationally infeasible to determine the integer k. The 
hardness of ECDLP forms the foundational security as-
sumption for elliptic curve-based cryptographic schemes, 
including ECDSA. This assumption asserts that no polyno-
mial-time adversary can solve ECDLP with non-negligible 
probability under classical computational models.

2.2.	 Two Party Collaborative Signature

Taking the collaborative signature scheme based on 
ECDSA digital signature [10] as an example. A two-party 
collaborative signature scheme extends the classical ECD-
SA protocol to distribute the signing authority between two 
entities (e.g., a client and a server). The scheme comprises 
three polynomial-time algorithms defined at a high level as 
follows:

(i) (skshare, pk) ← KenGen(1λ):
Input: Security parameter λ.
Output: A set of private key shares skshare = (sk1, sk2) 

and public key pk.
The master private key is generated and split into 

two shares using a secure secret-sharing mechanism. The 
corresponding public key pki = ski · G is computed and 
published.

(ii) σ ← Sign(M,{ski}i∈{0,1}):
Input: Message M, private key shares sk1 (held by 

the client) and sk2 (held by the server).
Output: A collaborative signature σ.
The client and server interactively compute partial 
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signatures using their respective shares. The client gener-
ates a nonce k1 , computes r as the x-coordinate of the 
elliptic curve point Q = k1 · G . The server uses sk2 to com-
pute intermediate values s1 , s2. The client then computes s 
using s1, s2. The final signature σ = (r, s) is derived through 
secure combination of these components.

(iii) {0,1} ← Verify(M, σ, pk):
Input: Message M, signature σ, and public key pk.
Output: A bit b∈ {0,1}, where 1 indicates validity.
The verifier reconstructs the elliptic curve point R 

from r and s. The signature is valid if R. x mod n = r.

2.3.	 Hash-Based Post-Quantum Signature

Hash-based post-quantum signatures represent a 
class of cryptographic methods that leverage the inher-
ent security properties of cryptographic hash functions to 
resist attacks from quantum computers. These schemes 
are fundamentally different from traditional digital signa-
tures, which often rely on the difficulty of mathematical 
problems, such as integer factorization or discrete loga-
rithms—problems that quantum algorithms, like Shor’s, 
can efficiently solve. Instead, hash-based signatures derive 
their security from the collision resistance and preimage 
resistance of hash functions, properties that are currently 
believed to be robust even against quantum adversaries.

At the core of hash-based signatures is the concept 
of hash chains. A hash chain is constructed by iteratively 
applying a cryptographic hash function to an initial secret 
value, creating a sequence of hash values. The beauty of 
this approach lies in its simplicity and security. While it is 
easy to compute each subsequent hash value in the chain 
given the previous one, it is computationally infeasible 
to reverse the process and determine earlier values in the 
chain from later ones. This one-way property ensures that 
even if a portion of the hash chain is exposed, the entire 
chain—and thus the underlying secret key—remains se-
cure.

One of the most well-known hash-based signature 
schemes is the Lamport one-time signature (OTS) scheme. 
In a Lamport OTS, the private key consists of multiple 
pairs of random values, and the public key is derived by 
hashing each of these values. To sign a message, the signer 
reveals a subset of the private key values corresponding to 
the bits of the message hash. The security of this scheme 

stems from the fact that each private key can only be used 
to sign a single message; reusing the key would compro-
mise security. While Lamport OTS is simple and secure, 
its drawback is the relatively large size of the public key 
and signatures, making it less practical for some applica-
tions.

To address these limitations, more advanced hash-
based signature schemes have been developed, such as the 
Merkle signature scheme and the SM3-OTS scheme [11] 
mentioned in our paper. The Merkle scheme introduces a 
hierarchical structure, allowing for the signing of multi-
ple messages with a single public key while maintaining 
security. It achieves this by combining multiple OTS keys 
under a single public key using a Merkle tree, a binary tree 
where each leaf node contains the hash of an OTS public 
key and each internal node is the hash of its children. The 
root of the tree serves as the master public key. When sign-
ing a message, the signer reveals the OTS public key used 
for that specific signature, along with the authentication 
path (a set of hash values) that connects the OTS public 
key to the root of the tree. This approach significantly re-
duces the size of the public key and enables the signing of 
multiple messages, albeit with some increase in signature 
size and computational overhead.

The SM3-OTS scheme, which we reference in our 
paper, builds upon these principles but incorporates the 
SM3 hash function, a Chinese standard cryptographic hash 
function. It follows a similar approach to other hash-based 
OTS schemes but is optimized for performance and secu-
rity in specific environments. In SM3-OTS, the master pri-
vate key is split into multiple secret blocks, each of which 
is processed through a hash chain of a fixed length. When 
signing a message, specific nodes from these hash chains 
are selected based on the hash digest of the message. Veri-
fication involves reconstructing the public key fragments 
through complementary hash iterations. This design en-
sures that even if part of the hash chain is compromised, 
the entire key remain intact, thereby providing strong secu-
rity guarantees.

3.	 Security Model

The security of P-CSNKS is formalized via a game 
between a probabilistic polynomial-time (PPT) adversary 
� and a challenger � :
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Setup: �  generates system parameters (G, n), splits 
sk into (sk1, sk2, sk3) using non-linear private key splitting 
technique and publishes pk = sk · G.

Queries: � adaptively requests signatures on mes-
sage Mi.�  simulates the collaborative signing protocol and 
hash-based post-quantum signature mechanism, returning 
valid signatures σi.

Forgery: � outputs a forgery σ* on a message M* ∉
{Mi}.

The adversary wins the game above if the signa-
ture σ* is a legitimate signature of the message M. Our P-
CSNKS achieves existential unforgeability under adaptive 
chosen-message attacks (EUF-CMA) if no PPT adversary 
� wins with non-negligible probability.

Additional security goals include keyword secrecy 
and quantum resistance.

(i) Key Secrecy: Even if � corrupts the client or the 
server, it cannot recover sk from leaked subkeys sk1, sk2 or 
sk3.

(ii) Quantum Resistance: Hash-based components in 
hash-based post-quantum signature mechanism remain se-
cure against quantum adversaries, assuming the used hash 
function H is a quantum-random oracle.

4.	 Constructions

This chapter will give the detailed structure of the 
scheme. The flow chart of interaction between roles is 
shown in Figure 3, which depicts the three main 
phases of interaction: key generation, where the 
master private key is split into subkeys; collabo-
rative signing, where the client and server inter-
actively compute the signature components; and 
signature verification, where the validity of the 
signature is confirmed using reconstructed public 
key fragments.

4.1.	 Key Generation

The system initializes by selecting elliptic 
curve parameters (G, n), where G is the base 
point an n is the curve order. A master private 
key sk ∈[1, n] is generated, and its corresponding 
public key pk = sk · G is computed. Using a non-
linear segmentation mechanism, sk is split into 

three subkeys sk1, sk2, sk3 satisfying Equation (1):

	 �� ≡ ��2 ⋅ ��1
−1 + ��2 ⋅ ��3

−1 mod �.	 (1)

where sk1, sk3 are non-zero random values. Subkey sk1 is 
securely distributed to the client, while sk2 and sk3  are al-
located to the server, and sk is irrevocably deleted to elimi-
nate central storage risksa. The public key pk is broadcast 
globally.

Figure 3. Flow chart of interaction between roles 
in the system.

4.2.	 Collaborative Signing

To sign a message M, the client and the server en-
gage in a dynamic three-phase protocol:

Phase 1 (Client): The client hashes M to obtain e = 
H(M), generates a random nonce k1 ∈[1, n – 1] and com-

a Secure deletion follows industry standards (e.g., NIST SP 800-88) 
enforced via trusted hardware modules.
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putes Q = k1 · G. with r = Q. x mod n. Using sk1, the client 
calls Algorithm 1 to generate a hash-based post-quantum 
signature component σ1. The tuple (e, Q, σ1) is sent to the 
server.

Phase 2 (Server): The server generates k2 ∈[1, n – 1], 
computes intermediates s1= k2 · (sk3 · e + r · sk3) mod n and 
s2= k2 · sk2 · sk3 · r mod n , and generates its post-quantum 
component σ2 by calling Algorithm 1 with input sk2, M, r 
similar to the SM3-OTS scheme [11]. The server returns (r, 
s1, s2, σ2) to the client.

Phase 3 (Client): The client computes s = k–1
1  (s1 + 

sk–1
1  · s2) mod n then finalizes the signature as (r, s, σ1, σ2).

4.3.	 Signature Verification

As shown in Equations (2) and (3), the 
verifier reconstructs the client’s and the server’s 
public key fragments pk'1  and pk'2 by applying 
residual hash iterations to σ1 andσ2.

	
��1

' = �255−�0 �1,0 ,⋯⋯,�255−�31 �1,31 ,�255−�0 �1,32 ,⋯⋯,�255−�15 �1,47 .

��2
' = �255−�0 �2,0 ,⋯⋯,�255−�31 �2,31 ,�255−�0 �2,32 ,⋯⋯,�255−�15 �2,47 .

��1
' = �255−�0 �1,0 ,⋯⋯,�255−�31 �1,31 ,�255−�0 �1,32 ,⋯⋯,�255−�15 �1,47 .

��2
' = �255−�0 �2,0 ,⋯⋯,�255−�31 �2,31 ,�255−�0 �2,32 ,⋯⋯,�255−�15 �2,47 .

	 (2)

	

��1
' = �255−�0 �1,0 ,⋯⋯,�255−�31 �1,31 ,�255−�0 �1,32 ,⋯⋯,�255−�15 �1,47 .

��2
' = �255−�0 �2,0 ,⋯⋯,�255−�31 �2,31 ,�255−�0 �2,32 ,⋯⋯,�255−�15 �2,47 .

��1
' = �255−�0 �1,0 ,⋯⋯,�255−�31 �1,31 ,�255−�0 �1,32 ,⋯⋯,�255−�15 �1,47 .

��2
' = �255−�0 �2,0 ,⋯⋯,�255−�31 �2,31 ,�255−�0 �2,32 ,⋯⋯,�255−�15 �2,47 .

	 (3)

If pk'1 and pk'2 are consistent with pre-broadcast pk1 
and pk2 confirms the legitimacy of the post-quantum com-
ponents. Then, the verifier computes u1 = e · s–1  mod n  
and u2 = r · s–1  mod n , derives R' = u1 · G + u2 · pk. The 
signature is valid iff R' x mod n = r.
Algorithm 1 Hash-Based Post-Quantum Signature Generation

Input: Secret key ski (i ∈ {0, 1}), Message M, The abscissa r of point Q 
on the elliptic curve.
Output: Signature σi (i ∈ {0, 1}).

1: Split ski as {ski,0 , ski,1 ,......, ski,47};

2:
Iteratively compute 255 hash-chain layers for each of the 47 
secret key segments as 

3: ��� = �255 ���,0 ,�255 ���,1 ,⋯⋯,�255 ���,47 , then 
broadcast the pki;

4:
5:

Calculate the joint hash value h = H(M || r) then encode h into 
binary and hexadecimal forms, respectively;

6:
7:

Convert binary form of h to 32 decimal numbers a0,......, a31 and 
sum the position index of each character in hexadecimal form and 
modulo 255 to obtain 16 step sizes b0,......, b15;

8:
Compute signature 
�� = {��0 ���,0 ,⋯⋯,��31 ���,31 ,��0 ���,32 ,⋯⋯,��15(���,47)}.

5.	 Correctness and Security Analysis

5.1.	 Correctness Analysis

The correctness relies on the deterministic recon-
struction of public key fragments (pk1, pk2) and the alge-
braic consistency of the non-linear private key splitting 
mechanism. Firstly, If σ1 and σ2 are generated correctly, 
applying H255 – aj(σi, j) recovers the pre-broadcast pki, val-
idating the hash chains. Secondly, during collaborative 
signing, the client computes s= k–1

 · (s1 + sk–1
1  · s2) mod n , 

where s1= k2 · (sk3 · e + r · sk2) mod n  and s2= k2 · sk2 · sk3 ·  
r mod n . Substituting s1 and s2 into s, we derive s ≡ k–1

1  ·  
[k2 · sk2 · (sk3  · e + r · sk2) + sk–1

1  · k2 · sk2 · sk3 · r] mod n. 
Simplifying using Equation (1), this reduces to s ≡ k–1

1  · k2 · 
sk · (e + sk · r) mod n, which matches the standard ECDSA 
structure [12]. Verification reconstructs R' = u1 · G + u2 · pk 
where u1 = e · s–1 mod n  and u2 = r · s–1 mod n . Substi-
tuting u1, u2, pk, we obtain R' = (e + sk · r) s–1 · G = k1 · G, 
ensuring R’. x mod n = r.

5.2.	 Security Proof

Theorem 1 (Existential Unforgeability): The pro-
posed scheme P-CSNKS is existentially unforgeable under 
adaptive chosen-message attacks in the random oracle 
model, assuming the hardness of ECDLP.

Proof. Formal Definitions:
EUF-CMA Security: A signature scheme is EUF-

CMA secure if no PPT adversary � , given access to a 
signing oracle and hash oracle, can produce a valid signa-
ture on a new message M* ∉ Qsign with non-negligible prob-
ability ϵ, where Qsign is the set of signing queries.

ECDLP Hardness: For G of order n, given (G, Q = 
k · G), finding k ∈ [1, n – 1] is intractable for all PPT algo-
rithms.

Simulator Construction: S receives an ECDLP in-
stance (G, Q = k · G) and aims to compute k. S interacts 
with � :

Key Generation: S generates the master private key 
sk via the non-linear splitting mechanism in Equation (1). 
It sets the public key pk = sk · G and splits sk into subkeys 
sk1, sk2, sk3 as per Section 4.1. S provides � with pk1.

Hash Queries: S maintains a list LH of tuples (Mi , r, h) 
to simulate the random oracle H. For each query Mi, if (Mi , · 
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h) ∈ LH, S returns h. Otherwise, randomly samples r ← ℤn  
and adds (Mi , r, h) to LH then returns h.

Sign Queries: For a message M, S simulates the 
collaborative signing protocol as follows. S computes e = 
H(M) and generates nonce k1, k2 as in Section 4.2., then 
derives r from Q = k1 · G and computes s using Equation (1) 
and the simulated subkey. S generates σ1 , σ2 via Algorithm 
1, leveraging precomputed hash chains. Finally, S returns σ =  
(r, s, σ1, σ2).

Probability Analysis: After � outputs a forgery 
σ* = (r*, s*, σ1

*, σ2
* ) on M ∉ {Mi}, S extracts e* = H(M) and 

checks consistency with LH. S replies � with a different 
hash e’ ≠ e* to obtain another forgery σ’ = (r*, s*, σ1’, σ2’ 

). S solves for sk algebraically, which reduces to solving 
the ECDLP instance. If � succeeds with probability ϵ, 
S solves ECDLP with probability ϵ 2/qH, where qH is the 
number of hash queries. Since ECDLP is hard, ϵ must be 
negligible. 

Theorem 2 (Key Secrecy): Under the non-linear 
private key splitting mechanism, the master private key 
remains computationally hidden from any PPT adversary 
that corrupts one of the two parties (client or server) and 
obtains his subkey(s).

Proof. Without loss of generality, assume � cor-
rupts the client, obtaining subkeys sk1. To recover sk, � 
must solve Equation (1): sk ≡ (sk2 · sk–1

1  + sk2 · sk–1
3  ) mod 

n, where sk2 and sk3 remain unknown to �. The Equation 
(1) introduces a non-linear dependency among the subkeys 
due to the multiplicative inverses sk–1

1  and sk–1
3 . Specifically, 

� faces a system of two equations with three variables (sk2, 
sk3, sk): 

sk2 · sk–1
1  ≡ a mod n, 

sk2 · sk–1
3  ≡ b mod n, 

where a + b ≡ sk mod n. However, � only possesses sk1, 
leaving sk2 and sk3 as independent unknowns. Even if � 
attempts brute-force attacks or algebraic manipulation, 
the non-linear structure prevents direct isolation of sk. For 
instance, solving for sk2​ requires knowledge of sk3​, and 
vice versa, creating a circular dependency. Additionally, 
the secure deletion of sk ensures no residual traces of the 
master key exist post-splitting. Even with partial subkey 
compromise, the algebraic interdependencies and infor-
mation-theoretic gaps introduced by the non-linear split-
ting mechanism guarantee that sk remains hidden. Thus, 

the master private key sk remains computationally hidden 
from any PPT adversary.

Theorem 3 (Quantum Resistance): The hash-based 
post-quantum signature components in P-CSNKS are ex-
istentially unforgeable against quantum adversaries in the 
quantum random oracle model, provided the hash function 
H is post-quantum collision-resistant and one-way.

Proof. Let � be a quantum adversary with access 
to a quantum random oracle H. The hash-based signature 
components output by the Algorithm 1 rely on iterated 
hash chains H aj(ski, j). To forge a signature, � must either 
find a preimage of H255 – aj(σi, j) to recover pki , or generate a 
valid hash chain σi without knowing sk1. In quantum ran-
dom oracle, quantum queries to H provide no advantage 
in finding collisions or preimages due to the lower-bound 
security of hash functions against Grover’s algorithm. By 
the one-way function and collision resistance of H, the 
probability of � forging σ1 or σ2 is negligible. The hybrid 
design ensures that breaking quantum resistance requires 
simultaneously solving ECDLP and inverting the hash 
chains, which is computationally infeasible. Hence, P-
CSNKS achieves quantum resistance under the quantum 
random oracle model.

6.	 Performance Analysis

To evaluate the practical efficiency of the proposed 
P-CSNKS scheme, we conduct a comprehensive perfor-
mance analysis, comparing it with two state-of-the-art lat-
tice-based schemes [6,7] and a hash-based signature scheme 
[8]. We focus on computational complexity, algorithm 
execution time, and resource utilization, with a particular 
emphasis on the claimed improvements in computational 
overhead.

The performance evaluation is conducted in a con-
trolled environment, where both the client and server are 
implemented on standard computing platforms with com-
parable hardware specifications. The experimental setup 
ensures consistent conditions for all schemes, allowing 
for fair comparisons. The experiments were conducted 
on a standardized hardware platform equipped with an 
Intel(R) Core(TM) i5-10505 CPU @3.20 GHz processor 
and 32 GB of RAM. The software stack utilized the Java 
Runtime Environment (JRE) version 10.0.1, integrated 
with the Bouncy Castle cryptography library (v1.70) to en-
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able efficient elliptic curve operations (e.g., ECDSA) and 
SM3 hash algorithm implementations. All schemes were 
implemented using the same elliptic curve parameters and 
security level. The results in Figure 4 demonstrate that P-
CSNKS achieves a significant reduction in time cost dur-
ing the key generation phase, collaborative signing phase, 
and signature verification phase. This improvement is at-
tributed to the lightweight nature of the non-linear private 
key splitting mechanism and the efficient integration of 
hash-based post-quantum components.

Table 1 summarizes the comparison of computa-
tional complexity and algorithm execution time (in mil-
liseconds) for key generation, collaborative signing, and 
signature verification across the three schemes, where n 
denotes the bit length of the elliptic curve order or lattice 
dimension in the comparative schemes. The results demon-
strate that P-CSNKS not only exhibits the lowest compu-
tational overhead but also demonstrates efficiency in terms 
of memory and bandwidth usage, making it highly suitable 
for resource-constrained environments.

This paper proposes P-CSNKS, a novel post-quantum
collaborative signature scheme that utilizes a non-linear 
private key splitting technique. The scheme presents sev-
eral remarkable advantages. Firstly, the non-linear private 
key splitting technique effectively prevents partial key re-
construction, significantly enhancing the resilience against 

collusion and side-channel attacks compared to traditional 
linear secret sharing. It ensures that even if attackers inter

7. Conclusions
-

cept a certain number of shares, they cannot directly reveal 
the secret, thereby significantly improving the security of 
private key management. Secondly, P-CSNKS successfully 
integrates hash-based post-quantum signature components 
into the collaborative signing process while maintain-
ing compatibility with dynamic verification. This hybrid 

Figure 4. Time cost comparison of each scheme.

Table 1. Comparison of computational complexity and algorithm execution time.

Scheme
Client Computational 
Complexity

Server Computational 
Complexity

Key Generation
Collaborative 
Signing

Signature 
Verification

Memory 
Usage 
(MB)

Bandwidth 
Usage (KB/
sig)

P-CSNKS � (n) � (n) 14.46 7.74 20.41 15.2 1.2

[6] � (n2) � (n2 log n) 25.33 39.02 31.05 23.7 2.1

[7] � (n3) � (n3) 37.23 33.97 42.56 32.4 2.8

[8] � (n) � (n) 18.50 25.31 22.44 19.8 1.8
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design not only provides robust resistance to quantum at-
tacks but also achieves provable security against quantum 
adversaries without requiring extensive cost. It effectively 
bridges the gap between classical cryptographic schemes 
and post-quantum cryptography, ensuring the security 
of digital signatures in the era of quantum computing. 
Thirdly, the scheme demonstrates practical efficiency. Ex-
perimental evaluations demonstrate that P-CSNKS incurs 
a lightweight computational overhead compared to lattice-
based alternatives and the SM3-OTS-based Collaborative 
Signature Scheme. Specifically, P-CSNKS outperforms the 
lattice-based scheme in Chen et al. [7] by more than 40% 
and the scheme in Li et al. [6] by 30% in computational 
overhead. When compared to the hash-based signature 
scheme in Liu et al. [8], P-CSNKS also exhibits a slight 
computational efficiency advantage across all phases, mak-
ing it highly suitable for latency-sensitive applications in 
electronic and information systems, where efficient crypto-
graphic operations are crucial.

Compatibility with existing cryptographic frame-
works is a key consideration. P-CSNKS has been designed 
to maintain compatibility with existing infrastructure by 
preserving the standard ECDSA structure and enabling 
seamless integration with legacy systems. This enables 
a smooth transition to post-quantum security without 
requiring a complete overhaul of current cryptographic 
implementations. However, there are still some challenges 
that need to be addressed. For instance, the adoption of 
new cryptographic schemes often requires updates to cryp-
tographic libraries and APIs, which may involve signifi-
cant development and testing efforts. Additionally, the in-
tegration of P-CSNKS with existing protocols may require 
careful consideration of key management and certificate 
infrastructure.

Regarding the feasibility of implementation within 
real-world security architectures, P-CSNKS shows great 
potential. In blockchain networks, the collaborative nature 
of the scheme can enhance transaction signing security 
by distributing signing authority among multiple partici-
pants, thereby reducing the risk of single points of failure. 
Its compatibility with existing verification mechanisms 
ensures that it can be integrated into blockchain systems 
with minimal modifications. For IoT networks, P-CSNKS’s 
lightweight computational overhead and resistance to 

quantum attacks make it suitable for resource-constrained 
devices. The non-linear private key splitting technique also 
helps mitigate the security risks associated with device 
compromises in IoT environments. Nevertheless, the prac-
tical implementation of these architectures may require 
addressing additional considerations, such as network la-
tency, scalability, and interoperability with other security 
protocols.

In future work, we plan to extend P-CSNKS from 
two-party to multi-party scenarios[13-16] by adapting the 
non-linear splitting mechanism to a hierarchical struc-
ture. Specifically, the master key will be split into m 
subkeys using modular multiplicative inverses, satisfying 

�� ≡ �=1
� ��� ⋅ �≠� ���

−1∏ mod �∑ . This ensures that re-
constructing sk requires colluding at least t+1 parties (with 
t as the threshold), while maintaining EUF-CMA security 
by extending the security proof to multi-party collusion. 
Efficiency will be optimized via batch hash chain compu-
tations and parallel signing protocols. For practical deploy-
ment, we can develop adapters for integrating P-CSNKS 
with existing blockchain frameworks (e.g., Ethereum 
2.0) and IoT protocols (MQTT), preserving ECDSA ver-
ification interfaces, and propose a distributed key gen-
eration (DKG) protocol combining non-linear splitting 
with threshold cryptography to eliminate single points 
of failure in key distribution, validating performance on 
resource-constrained devices (e.g., ARM Cortex-M4) and 
evaluate latency in edge computing networks.

Challenges and Solutions. Security challenges in 
multi-party settings: Collusion risks increase with more 
parties. We propose a layered security model: 1)Dynamic 
threshold adjustment: Adapt the collusion threshold based 
on system trust levels using secure multi-party computa-
tion (MPC); 2)Post-quantum key insulation: Periodically 
refresh hash chains using quantum-resistant pseudoran-
dom functions (QR-PRFs) to mitigate key exposure over  
time.

Scalability. Signature size and computation overhead 
may increase with the number of parties. Solutions include: 
1)Aggregated hashing: Compress multi-party signatures
via Merkle tree aggregation, reducing verification com-
plexity to � (logm); 2)Hardware acceleration: Implement
hash chain iterations on FPGAs to speed up post-quantum
components by 2–3x.
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In future evaluations, we will expand testing scenari-
os to include more diverse real-world applications. We will 
specifically assess the scheme’s performance and security 
in complex environments such as large-scale IoT networks 
and cross-organizational blockchain systems. Furthermore, 
we will briefly discuss the scheme’s resilience against side-
channel attacks, such as timing analysis, by evaluating its 
performance under different timing conditions and analyz-
ing the effectiveness of the non-linear private key splitting 
technique in mitigating such risks. These expanded tests 
will provide a more comprehensive understanding of P-
CSNKS’s practical effectiveness, robustness, and security 
against various attack vectors.
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