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ABSTRACT

Much of the commercial and research writings on healthcare Real-Time Location Systems (RTLS) have concentrated
on the considerable benefits of this technology for locating assets, patients and staff, with many applications developed,
particularly for asset tracking. Less has been written about who is authorised to query and analyse healthcare RTLS data,
including historical location data. We categorise use cases for the interactions which have been proposed and indicate
further desirable authorisations which could be provided by extending Attribute Based Access Control (ABAC). The
ABAC extensions we propose are: to authorise access to information protected at increasing levels of security by invoking
break-glass overrides; to enable the denial of access through the use of separately-specified negative permissions, possibly
at different levels of security; and supporting hierarchically-structured attribute values for users (e.g., teams and roles),
operations and protected objects. We describe algorithms for rule selection and processing, largely at the conceptual level.
They take account of architect-specified attribute weightings, the order of rule evaluation, and query modification if the
database forms the basis for implementation. We show that our sorting strategy can reduce rule search space by over 90%
compared to a naive policy evaluation, while enabling fine-grained emergency access that current ABAC frameworks lack.
We illustrate with an example of technician teams locating and maintaining sophisticated medical equipment in a large
healthcare setting. Privacy, confidentiality and security become especially sensitive if technicians need to inspect medical
data produced by the equipment, maybe in emergency situations. When fully implemented, our approach does not require

additional application programming to provide the extended authorisation functionality described.
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1. Introduction
1.1. RTLS in Health Service Computing

Healthcare providers are under increasing pressure to
embrace digital transformation to cope with healthcare de-
mands and to improve an aging infrastructure!. Harness-
ing solutions such as the Internet of Things (IoT) within
healthcare systems improves quality of patient care and

1531 Use of con-

makes financial and efficiency savings!
nected internet-accessible devices provides the means to
collect, store and share data relating to patients’ health, ex-
periences and care, and the management of the healthcare
facility. One such technological solution is Real-Time Lo-
cation System (RTLS) based tracking of assets, staff and
patients, which provides wide-ranging benefits, especially
when integrated with other IT systems.

We begin by summarising the capabilities of some ad-
vanced commercially available healthcare RTLS systems

and applications:

. Supporting staff and patient safety. Summoning assis-
tance very quickly when faced with physical threats or
other emergencies. Alerting patients entering restricted
areas, especially relevant to patients with dementia. The
capability to automatically lock doors in extreme circum-
stances such as a suspected baby abduction. Enforcing
hand hygiene compliance. Generating contact tracing
reports in the event of possible infection from persons
or equipment. Quickly locating medical equipment.

. Supporting wayfinding, enabling patients to find their
way to clinics and facilities using turn-by-turn direc-
tions.

. Supporting analytics to improve workflow. The ob-
jectives include reducing wait times, identifying over-
crowding, scheduling, and cost reduction by optimising

the use of resources.

These capabilities suggest that many kinds of users
could profitably use the resulting data. The data generated
by RTLS becomes particularly sensitive where knowledge

about a patient’s condition or their history could be inferred

from their locations at given times. The data can also es-
tablish whether a patient has been attended by medical staff
during critical time periods. For these and other reasons,
access to RTLS healthcare data must be carefully controlled
by authentication and authorisation. Comparatively little
has been written about solutions for the privacy issues that

46

tracking of assets, staff and patients introduces™* 1, aside

from cybersecurity solutions to protect the data held from

malicious attacks!’?!

. The legal requirements for access
to healthcare data, including break-glass emergency access,
were addressed in the work of Longstaff(!%! and elsewhere.
Further reading on potential RTLS applications in healthcare
and patient safety can be found in Blackstock, Holt, the BBC

article and McCracken 11141,

1.2. Authorisation Systems

An authorisation system, based on a model such as
Attribute Based Access Control (ABAC), authorises access
to data, applications, and system functionality. The cen-
tral idea of ABAC is that access is determined based on
various attribute values presented by a user. Permissions
(often referred to as rules) specify conditions under which
access is granted or denied. ABAC is an established access
control approach ') with an OASIS XACML standard['®].

U7 and

Commercial software is available, e.g., Axiomatics
many research variations have been developed, e.g., Tale-
gaon et al. 8], Utilising an ABAC architecture enables the
decoupling of applications from authorisation polices, with
benefits including centralised policy design and reductions

in application coding.

1.3. Methodology and History

The objective of this paper is to show how an enhanced
ABAC scheme can facilitate complex authorisations in large
applications, such as RTLS healthcare. The project has its ori-
gins in previous projects to model and implement electronic
patient records and access controls using object-oriented
databases and SQL Server. These were carried out in collab-
oration with healthcare professionals and reported in confer-
ences and other publications, including an ACM SACMAT
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paper. A major project to investigate patients’ specifying ac-
cess control preferences on their medical records was funded
by the Information Commisioner’s Office. We also carried
out a small-scale RTLS project with a local industrial com-
pany. Based on the experience and evaluations of these
projects, we embarked on the present project to investigate
ABAC access control for a large RTLS healthcare applica-
tion. We firstly conducted extensive literature research into
academic and commercial RTLS applications, followed by
design, modelling and implementation work. The evalua-
tions of the user aspects of our previous projects directly
apply to this project. We have carried out further implemen-
tation and testing of the new ABAC rule selection scheme
reported in this paper, concluding that substantial perfor-

mance can be achieved over published schemes.

1.4. Contents

The paper is structured as follows:

In Section 2, we define use cases centred on the track-
ing of assets, staff and patients actioned by a range of NHS
personnel, such as technicians, clinicians, and management.
These cover use cases which have appeared in the commer-
cial and research literature, and also potentially useful more
complex ones. They serve as examples throughout the paper.

Section 3 presents our enhancements to conventional
ABAC models and practise. These support authorisation
by individuals (subjects), teams and roles, with levels of
protection reached by break-glass overrides. The complex-
ity of such functionality has received comparatively little
attention in the literature. Authorising functionality for iden-
tities/individuals for decentralised access control is an active
research area!!”). Also, using separately-specified negative
permissions (sometimes called negative authorisation) is
often preferred over rule models with complemented con-
ditions, particularly for large applications?l, Our ABAC
extensions are based on an object-oriented model, TCM2 2!,
which provides a basis for developing ABAC and other ac-
cess control models.

In Section 4, we develop the representation of our use
case examples in the form of enhanced ABAC (TCM2) per-
missions. In doing this, we include additional data required
for the ABAC/TCM2 permissions processing described in
subsequent sections.

Section 5 introduces a formal methods representation

of our enhanced ABAC model, which we illustrate with the
use case examples.

Section 6 presents the additional processing required to
implement our ABAC model extensions. A difficulty previ-
ously noted in ABAC is the proliferation of permissions (rules)
in industrial-scale applications. We describe an efficient way
of permissions (rule) selection which involves assigning pref-
erences to attributes, attribute values, and permissions.

Finally, the remaining sections offer evaluations, re-

views of related work, and a conclusion.

2. RTLS Use Cases

2.1. Use Case Classification

We now give several use cases of the kind that have
appeared in healthcare RTLS research and commercial litera-
ture. They demonstrate the complex interplay of users, teams
and roles which need to be supported, either at the present

time or in the future. They may be categorised as follows:

¢ Cl—Querying current location/data for tracked objects.

. C2—Alerting to an emergency.

. C3—Monitoring occurrence of events within time peri-
ods.

. C4—Querying and analysing historical location/data

for tracked objects.

To illustrate the power of our ABAC approach, we add
the following:

. C5—Denying access to tracked object data but permit-
ting access at a higher level of security,

We list the use cases by role, individual user or team
(user or team) + role, and indicate the use case category as
specified above. C5 involves the use of negative permis-
sions, which is an extension of the usual notion of ABAC.
Data about the tracked object and (detected) location is to be
queried and returned unless otherwise indicated. In several
cases, medical data might be retrieved, sometimes by further
break glass queries.

2.2. By Role

UCI. As a doctor or nurse, I need to find med-

ical equipment to provide treatment. (C1)
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Locating medical equipment is perhaps the
most common of current RTLS healthcare ap-

plications.

UC2. As an administrator or technician, I need
to locate equipment. (C1)
This is concerned with the locating of assets of

any type.

UC3. As an RTLS app, I need to alert hospital
staff if a vulnerable patient leaves their ward.
(C2)

There are many stories of tragedies involving
mental health patients absconding or wander-

ing into prohibited areas!'/ .

UC4. As a member of the medical or security
staff, I need emergency access to location data
to find a patient who has wandered off. (C1)
We are treating this as a break-glass (or over-
ride) query, which will be subject to additional
auditing.

UCS5. As a nurse, I want to be able to summon
assistance in an emergency. (C2)

This is stated as a necessary and important
RTLS functionality.

UC6. As a receptionist, switchboard operator,
or administrator, I need to access a patient’s
location at ward/department level, to respond
to queries. (C1)

Hllustrates a general access query returning a
zone, which is less accurate than a detected

location.

UC7. As a member of the medical staff, I need
to be able to determine how long a patient has
been waiting in a consultation room. (C3)

A time-monitoring application, one of many.
E.g., suggesting whether a patient has been

attended to by a nurse or doctor.

UCS8. As an RTLS Technician, I wish to access
detailed Location Records to identify faults
and maintenance requirements. (C4)

No details of objects (person or asset) associ-

ated with tags to be provided.

2.3. By User/Team

UC9. As a member of the Hospital Manage-
ment Team, I wish to query and analyse his-
torical Location Records to identify inventory
needs by zone. (C4)

It would be unusual in this scenario to autho-
rise access without a role being specified, but

this is possible using our ABAC scheme.

2.4. By User/Team and Role

UCI10. As a member of the Hospital Manage-
ment Team with the Administrator role acti-
vated, I wish to query and analyse historical
location and medical records to identify in-
stances where persons (patients, medical staff,
non-medical personnel) have come into contact
with an infected person or asset to a specified
level of proximity. (C4)

This has been stated to be an important func-

tion of both current and future RTLS systems.

2.5. Complex Authorisations with Negative Per-
missions

We use the following examples to illustrate the type of
functionality which would be useful in large, complex ap-
plications. We show in subsequent sections how our ABAC
extensions handle these examples.

Any Technician is authorised to locate and maintain
Transport Class equipment. Technician Team 1 is to be pre-
vented from carrying out pump maintenance. Technician
Team 3 is permitted to locate and perform pump mainte-
nance, but not infusion pump maintenance. However, Bob,
a member of Technician Team 3, is permitted to perform
infusion pump maintenance, but only on a Level 1 Override.
(C5)

3. TCM2 Model Basics

3.1. Model Overview

In previous publications, we have called our extensions
to the ABAC model TCM2. Previous descriptions of our
TCM2 model can be found by Longstaff and Noble?!1, with
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more detail in the work of Longstaff and Howitt[22].

TCM2 supports hierarchically-structured attribute val-
ues (called Classifier Values) for users, operations and pro-
tected objects; authorising access to information protected
at increasing levels of security; and enabling the denial of
access through the use of separately-specified negative per-

missions.

3.2. Model Elements

In Figure 1, all rectangles represent classes, and
rounded rectangles additionally represent classifiers (cor-
responding to ABAC attributes); the single-headed arrows
are one-to-many associations, and the lines are one-to-one as-
sociations. The dashed line indicates the potential inclusion

of a classifier and its value in a T Permission.

Figure 1. TCM2 Model.

The following are depicted in Figure 1:

User—Users are teams, persons or applications. Ex-
amples are RTLS Technician, Hospital Security Officer,
RTLS App CalcWait.

Session—Denotes an individual User Session and is
associated with Active Session User Classifiers and their
classifier values.

Protected Object (PO)—This can be any object which
is subjected to authorisation controls, e.g., a data model ob-
ject, an entire database, an application. It is accessed and
used by the operations it provides. In this paper, the pro-
tected object is Location Data, which is an aggregation of
other classes. A component of Location Data, e.g., Tracked
Object can also be a Protected Object.

Operation—This can range from a read or up-

date operation defined for a Protected Object (class), to

executing an application. Examples are Read (Loca-
tion_record), Read Zone2level (Location record), Exe-
cute RTLS App CalcWait.

Classifier—A Classifier describes an authorisation
model object. In their simplest form, classifiers take the form
of attributes in ABAC. Examples of classifiers are User _id,
UserName, UserRole, PO_id, PO _Type, PO_Location. A
security architect must define the importance of classifiers re-
garding authorisation, for example, User_id is preferred over
User Role when determining access to a Protected Object.
This importance level is held in the variable cfiesq, Section
5.2.

Classifier Value (cvalue)—Classifier values can be
structured in hierarchies pictured as inverted trees. For ex-
ample, the classifier value <UserRole, Doctor> could have
daughter roles <UserRole, GP>, <UserRole, Opthamolo-
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gist>, <UserRole, Psychiatrist>, etc. Classifier Value Hi-
erarchies provide additional structure representing relative
importance for determining authorisation outcomes. They
often correspond to class diagram structures for the applica-
tion, but not necessarily. The variable posin CVH is used to
hold the position of a classifier value in the tree. Classifier
values which are not hierarchically structured can be present.

T Permission (TP)—This corresponds to an ABAC
permission or rule. It is a set of classifier values, mapped
onto a permit or deny value, and a Permit/Deny Level (see
Section 3.3 below). A TP states that a user is permitted/de-
nied to execute an operation on a protected object (often
a defined set of data). TP examples are given in Sections
4.3-4.4 below.

3.3. Deny/Permit Levels

TPs can be specified at increasing levels of power,
which are called Deny and Permit Levels (DP Levels).
A transaction must have a DP Level specified when it is
executed—the default level is Level 1 (L1). The qualifying
TPs would include the Deny TPs and Permit TPs for that
level and lower levels, the Deny TPs of higher levels, but
not the Permit TPs of higher levels. A Deny TP operates at
its own level and all lower levels. Therefore, data could be
denied to users at Level 1 who might be able to access it
at Level 2 by overriding (if so authorised); more sensitive
data might be only available to more senior users who were

authorised to override to higher levels.

3.4. T Permissions Consistency

Authorisation requires a consistent set of TPs. During
policy development, the TCM2 system will check each new
TP with the already-validated TP set and will alert the secu-
rity architect to any discrepancies for resolution before the
TP is accepted. A consistent TP set will have the following

properties:

*  No totally identical TPs exist, within the same or dif-
fering DP Levels.

e ADeny TP and a Permit TP which are otherwise identi-
cal cannot exist in the same DP Level.

*  ADeny TP can exist with an otherwise identical Permit
TP existing at a higher DP Level. (An authorised user
could therefore override access to the more-restricted

information.)

Messages can be attached to TPs for display when the
TP is matched during transaction execution. Messages can
give more information, directions, and advice to override

access to sensitive information at a higher level.

4. TCM2 RTLS Scenario

4.1. Scope

We use this scenario to illustrate authorisation by role,
individual user and team. Role structures with inheritance
are used in large complex organisations to facilitate access
to functionality and data. Additionally authorisations might
be defined for individual identities, maybe by creating new
roles, resulting in role proliferation. Individuals may be as-
signed to teams, where the teams have their own hierarchical
structures. Members of teams may be at different stages
of training/competence, which may affect the functionality
they can activate. Additionally, there may be a team leader
and deputy leader. There might be specific authorisations
for a team assigned to a particular department. Therefore,
there can, in general, be a very rich interplay of authorisa-
tions, requiring a well-defined approach for TP searching
and selection.

We assume all technicians have authorisation to alert
medical staff if they discover malfunctions in pumps. They
can examine anonymised patient readings to discover errors.

4.2. Classifier Values for RTLS Scenario

The following classifier values are used in the examples

given in this paper.
4.2.1. Classifier Values for User/Team

Firstly, the User/Team classifier has an importance rat-
ing of 1 (this is its value in the classifier sequence (cfiersq)
featured in Section 5.2) (Figure 2).

Here its classifier values are (unique) names, suitable
for expository purposes. They are shown with their position
in the Classifier Value Hierarchy (posin_ CVH, Section 3.2).

4.2.2. Classifier Values for UserRole

The UserRole classifier has an importance rating
(cfiersq) of 2 (Figure 3).
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Figure 2. User/team classifier value hierarchy showing importance ratings.

Figure 3. UserRole classifier value hierarchy showing importance ratings.

4.2.3. Classifier Values for PO with Location

This is a partial model indicating the required data for
location tracking in healthcare facilities.

For authorisation purposes, they are regarded as a PO
with the classifier PO_Type and classifier values as shown.
Authorising access to Location Data protected objects also
provides access to the other protected objects shown (Figure
4).

Location Data—The aggregated data for location
tracking, which needs to be authorised for access in most
cases.

Location—The actual detected location, which is the
most precise location identifiable.

Zone—Zones are hierarchically structured. Larger
zones can contain smaller ones. A location may be asso-

ciated with a single zone, which itself may be contained

within a zone hierarchy.

Location_record—A Location_record is created when
a movement of a tracked object is detected. Attributes in-
clude the precise Location, Date/Time, Tag_id, for an object
being tracked. The time interval between creation of Loca-
tion_records can be set as a RTLS parameter. When near
real-time data is required, this interval will be short.

Tracked Object—This contains Tag_id and other tag
data, which is inherited by its specialisations.

Patient—Data provided from patient records. Just the
data necessary for location tracking applications. This might
include details of mobility, vulnerability, a brief statement of
current medical condition, and urgent medications. This and
any further data might require privileged access facilitated
by break glass override permissions.

Staff—Specialisations include Healthcare Profession-
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users, as defined for the TCM2 model.
Asset—Specialisations for the Equipment Class are

als, managers and administrators, and technical staff. Just
the data needed for location tracking is included. Attributes

include Role (hierarchically structured). Some staff may be shown.

Location Data (1)

X
[ [ ] ]

Tracked | Location . Location (2)
Object (2) Record (2) Zone (2)
P
| ] 1
Asset(3) Staff (3) Patient (3)
lr &
I Al
Eq“'p”‘(j;“ Class Doctor (4) Nurse (4)
iy
l Bl
Tra"SD{%’)t Class Medical Class (5)
Pump (6)
o
I ] ]
Infusion Pump (7) Syringe Pump (7) Feeding Pump (7)

Figure 4. PO_Type classifier values showing importance ratings.

4.3. TPs for Scenario

We use a notation which is suitable for explanatory
purposes, representing database queries on the data models
presented above.

Most of the operations are applications which access
Location_Data, and were developed by security architects
using dialogues (which we do not show).

The following TPs are specified for the set of hospital
users and the Location_Data object and its defined opera-
tions. A component of a TP (a classifier value) signifies a
selection on that component. Projections on POs indicate

data which is to be returned to the operation.

UC1. Doctor, Nurse Finding Medical Equipment.
TP1 Permit TP (L1):

{<UserRole, Medical Staff>,
<UserLocation, Hospital Zone>,
<Op_id, Find_Equipment ()>,
<PO_Type, Medical Equipment>,
PROJECT Medical Equipment,
PROJECT Location}

This permits Medical Staff (and all its subclassifer val-
ues, e.g., Doctor, Nurse) to use the Find Equipment appli-
cation for Medical Equipment (and subclassifier values) at
security Level 1.

T Permissions matching and firing involves determining
whether a TP matches active session classifier values. So if

the following active classifier values describe the transaction:

(<UserName, Jill>, <UserRole, Nurse>, UserLocation, Hos-
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pital Zone 3>, <Time, 21:32>, <Op _id, FindEquipment ()>, <Op_id, R>,
<PO_Type, Medical Equipment>) <PO_Type Asset>,
PROJECT Location}

Then the previous TP would grant access to this data,
because for every classifier in the TP there is at least one clas- UC9. Hospital Management Team member analysing his-
sifier value common to the TP and the active session values. torical Location Records to identify inventory needs by
(Paraphrase of an expression from the TCM2 formal specifi- zone.

cation), Note that the cvalue Medical Staff is an ancestor of TP Permit TP (L1):

Nurse in the classifier value hierarchy for UserRole. {<User id, Hospital Management Team>,

UC3. As an RTLS app, I need to alert Hospital Staff if a <Op_id, R>, '
vulnerable patient leaves their ward. <PO_Type Location_Data>,
PROJECT Location}

TP3 Permit AlertTP (L1):

{<User _id, MonitorAlertApp>, UC10. A hospital manager/Administrator (Bill) with the
<Op_id, MonitorAlert ()>, Administrator role analysing historical Location Records to
<PO_Type, Patient>, identify possible instances of infection.

PROJECT Location, .
. TP10 Permit TP (L1)
PROJECT Patient} -

{<User _id, Bill>,

UC4. Any member of hospital staff to find a vulnerable <UserRole, Administrator>,
<UserLocation, Hospital Zone>,

<Op_id, IdentifyContacts (Infected Person tag id)>

<PO_Type, Location_Data>,

patient in an emergency (break glass override).

TP4 Permit TP (L1 Ovr):
{<UserRole, HospitalStaff>,

PROJECT Person,
<UserLocation, Hospital Zone>, PROJECT Location}
<Op_id, AlertFindVulnerablePatient (PatientName or
tag_id)>, 4.4. TPs to Illustrate Processing
<PO_Type, Patient>,
PROJECT Location, Again, referring to the model diagrams, we express the
PROJECT Patient} following use cases.
Any Technician is authorised to locate and maintain
UCS. Nurse summoning emergency assistance. Transport Class equipment. Technician Team 1 is to be pre-
TP5 Permit_AlertTP (L1): vented from carrying out pump maintenance. Technician
{<UserRole, Nurse>, Team 3 is permitted to locate and perform pump mainte-
<UserLocation, Hospital Zone>, nance, but not infusion pump maintenance. However, Bob,
<Op _id, NurseAlert (tag_id)>, a member of Technician Team 3, is permitted to perform
<PO_Type, Nurse>, infusion pump maintenance, but only on a Level 1 Override.
PROJECT Location, The T Permissions are:
PROJECT Nurse} TP12 Permit TP (L1)

{<UserRole, Technician>,

UCS. RTLS Technician accessing Location_records to iden- <UserLocation, Hospital Zone>,

tify fault int i ts. . o
ify faults and maintenance requirements <Op. id, LocateMaintain ()>,

TP8 Permit TP (L1): <PO_Type, Transport Class>,
{<UserRole, RTLS Technician>, PROJECT Location,
<UserLocation, Hospital Zone>, PROJECT Transport_Class}
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TP13 Deny TP (L1)

{<User id, Technician Team 1>,
<UserRole, Technician>,
<UserLocation, Hospital Zone>,
<Op_id, LocateMaintain ()>,
<PO_Type, Pump>}

TP14 Permit_TP (L1)

{<User_id, Team_ 3>,
<UserRole, Technician>,
<UserLocation, Hospital Zone>,
<Op_id, LocateMaintain ()>,
<PO_Type, Pump>,

PROJECT Location,

PROJECT Pump}

TP15 Deny TP (L1)

{<User id, Team_ 3>,
<UserRole, Technician>,
<UserLocation, Hospital Zone>,
<Op_id, LocateMaintain ()>,
<PO_Type, Infusion Pump>}

TP16 Permit TP (L2 (L1_Ovr))
{<User id, Bob>,
<UserRole, Technician>,
<UserLocation, Hospital Zone>,
<Op_id, LocateMaintain ()>,
<PO_Type, Infusion Pump>,
PROJECT Location,
PROJECT Infusion Pump}

4.5. Transactions to Illustrate Processing

The following transactions are used to illustrate T Per-
missions processing in the following sections.

T1. Bob, a member of Technician Team 3, searches for
the Infusion Pump IP36 he has been asked to inspect. (The
data about the pump and its location is not returned.)

T2. Bob performs the same query using L1 override to
L2. This time the data is returned.

For both these transactions, the active classifier values

are:

(<UserName, Bob>, <UserRole, Technician>, UserLocation,
Hospital Zone>, <Time, 21:32>, <Op_id, LocateMaintain

(>, <POid, IP36>, <PO_Type, Infusion Pump>)

T3. A member of Team 3 (not Bob) located in the Hos-
pital Zone requests details of pumps, some of which may be

infusion pumps and some of other types:

(<UserName, Team_3>, <UserRole, Technician>, UserLoca-
tion, Hospital Zone>, <Time, 21:32>, <Op _id, LocateMain-
tain ()>, <PO_Type, Pump>)

5. T Permissions Processing Princi-
ples

In this section, we summarize further aspects of the
TCM2 formal model. Longstaff and Howitt?*! define more
advanced forms of classifiers and classifier value matching
than are covered in this paper, including range matching.

TPs processing depends on two main principles: TP

Match, and Nearer Match, which we describe below.

5.1. TP Match

Firstly, a T Permission will match (i.e., qualify to po-
tentially authorise a transaction) if all its classifier values are
contained in the active classifier values defining the transac-
tion. This can be expressed formally using the B specification

language notation by the following definition:

TP_Matched(tp, acvals) £

bool(dom(acvals N ad[tp]) = dom(tp))

where:

acvals is the transaction active classifier values (classifier
values specifying the transaction, example given in Section

4.5), and tp is a validated T Permission.

The set ad[tp] contains the original ancestor classifier
values as well as the set of all descendant classifier values.
Its definition is: ad € cvalues x cvalues, with the constraints
that any pair (cvaluel, cvalue2) would have the same clas-
sifier, and cvaluel is the ancestor of cvalue2. An example
was given in Section 3.2.

This definition includes all derived TPs—these are TPs
not explicitly appearing in the TPs set, but which can be
generated by inserting classifier values lower down in the
appropriate value hierarchies.

Therefore, access is granted if for every classifier in
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the domain of tp there exists at least one classifier value in
common between the active classifier values acvals and the

classifier values of tp and all their descendants.

In the examples in Table 1, both TP15 and TP16 would
qualify to potentially authorise transaction T1 (see Section

4.5 for more information about transaction T1).

Table 1. Example of TP Match.

Examples

T1 Bob, member of Technician Team3, searches for Infusion Pump
1P36

TP15 Deny TP (L1)

{<User _id, Team_3>,

U(<ser_id, Bob>, <UserRole, Technician>
<UserLocation, Hospital Zone 3>,
<Time,21:32>, <Op_id, LocateMaintain ()>,
<POid, IP36>, <PO_Type, Infusion_Pump>)

<UserRole, Technician>,
<UserLocation, Hospital Zone>,
<Op_id, LocateMaintain ()>,
<PO_Type, Infusion_Pump>}

TP16 Permit TP (L1_ovr)

{<User_id, Bob>,

<UserRole, Technician>,

<UserLocation, Hospital Zone>,

<Op_id, LocateMaintain ()>,

<PO_Type, Infusion_Pump>,

PROJECT Location PROJECT Infusion_Pump}

dom(TP16) = {User _id, UserRole, UserLocation, Op_id, PO_Type}

dom(T1 N TP16) = {User_id, UserRole, UserLocation, Op_id,
PO_Type}

These are identical, therefore, TP16 matches. Same result for TP15,
because <User_id, Team 3>,<User id, Bob> is in ad.

5.2. Nearer Match TP

The second principle concerns determining which of
two TPs (taken from a set of matched TPs) is the stronger or
nearer match to the transaction. This nearer match TP would
then have a higher priority in determining the authorisation
outcome.

There is an ordering cfiersq on the classifiers that is
set by the security architect in consultation with the users,
and is a mapping of the set of integers 1,2,3,4... to the set of

classifiers.
cfiersq € iseq (cfiers)

cfiersq = (1..User _id, 2..UserRole, 3..UserLocation,
4..0p _id, 5..PO_Asset_id, 6.PO_Type, 7..Time)

For two TPs in our examples:

CFIERL(TP16) = User id
NCFIER, (TP16) = 1
VCFIERy (TP16) = <User id, Bob>

Therefore, given a set of matched TPs tps, the (set of)
nearest match(es) is determined as follows.

To compare two TPs tp1, tp2 to find the nearest match
(from the set of all TPs which match the active classifier
values), we first look at NCFIER[ (tp1) and NCFIER (tp2).

If these are not the same, then the most important clas-

sifier, i.e., the lowest number, takes priority. If they are the

We also require the posin_CVH values for the relative
importance of determining authorisation outcomes. These
are determined by the security architect.

Given the ordering on the classifiers, then for any set
of classifier values cvs there exists a classifier for that set
which is the most important classifier, i.e., the lowest in the

ordering.
CFIER( (cvs) = cfiersq(min(cfiersq ' [dom(cvs)]))

There also exists an associated ordering number for

that classifier and an associated value:
NCFIER| (cvs) = min(cfiersq ' [dom(cvs)])

VCFIER( (cvs) = cvs[CFIER (cvs)]

CFIERL(TP15) = User id
NCFIER(TP15) = 1
VCFIIER (TP15) = <User_id, Team3>

same, then we consider VCFIER (tpl) and VCFIERy (tp2).
If these are not the same, then we determine if they are
related through the ancestor/descendant relationship, and if
so, the descendant value takes priority.
If they are the same, then the number and value of the
next most important classifier are compared.

Therefore:
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NearerMatch(tps) £ {nmtp | nmtp € tps A
—Jtp.(tp € tps A
(
NCFIERL (nmtp)>
NCFIERL(tp)
Vv
VCFIERy (nmtp) —
VCFIERL(tp) € ad)
)
}

where ad is the ancestor/descendant relationship.

TP16 is a Nearer Match than TP15 because
NCFIER, (TP16) = NCFIER, (TP15)

and the pair

(VCFIERL(TP16), VCFIER (TP15))

is not contained in ad.

6. T Permissions Processing Algo-
rithms

6.1. Overview

The algorithms would be used at the early stages of
authorisation determination, and are largely described at the
conceptual level. Their potential use with schemes described
in the literature are examined later. Note that in the follow-
ing, overrides are authorised by TPs in exactly the same way
as other overrides. An override will only succeed if an exact
match with an override Permit TP occurs. In an operational
application, both attempted overrides (where an override but-
ton is supported and used) and successful overrides (where
an override T Permission has fired) are recorded for audit
purposes. The existence of an override TP can be used to
generate a message indicating the existence of more sen-
sitive data, and providing an override button and advising
on its use!'”. Time constraints on access are implemented
using classifiers, and attempted violations are recorded and

analysed, as is any override activity.

6.2. Sort T Permissions

The TPs in the policy set undergo at least a two-stage
sorting process, and are then maintained in the resulting order.
The first stage sorts the TPs according to their Most impor-

tant Classifier value ratings NCFIER, given below. This
order is consistent with the cfiersq sequence and will almost
universally start with User_id and UserRole. This sort stage
produces a list in which the NCFIER comparisons in Sec-
tion 5.2 have been effected. The second stage evaluates the
VCFIERL comparison, just for classifiers appearing more
than once in the first stage list. Following this, we now have
a list in which the most restrictive TPs appear at the begin-
ning. Note that this process will not absolutely guarantee a
unique ordering of TPs according to restrictiveness because
it is possible that two TPs might have the same NCFIER| and
VCFIERy values. This is unlikely to occur when working
with the most important classifiers, such as User or UserRole,
which have low cfiersq ratings. Therefore, in most cases,
a two-stage sort is sufficient for reducing the search space
for later matching. Should a more precise list be required,
the further stages described in Section 5.2 can be followed.
Matching T Permissions can now be identified quickly by
searching the list.

The TP Sort Criteria for our example are:

User_id/posin CVH
UserRole/posin. CVH
PO _id/posin CVH
PO_Type/posin CVH
TP Type

Permit or Deny

TP _DP Level

The sorted T Permission list for our example below is
therefore:

TP12 Permit TP (L1)
TP13 Deny TP (L1)

TP14 Permit TP (L1)
TP15 Deny TP (L1)

TP16 Permit TP (L1 ovr)

6.3. Matched T Permission Lists

This is carried out for individual classifiers, and may
involve searching classifier value hierarchies. An exam-
ple might be matching a transaction with a <UserRole, Se-
nior Nurse> classifier value, which would be authorised by
a TP with an ancestor value of <UserRole,Medical Staff>.

This permission would need to be found by searching the
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UserRole classifier value hierarchy with <UserRole,Se-

nior Nurse>. The search algorithms can utilise the strict

T1. L1 (tp_sort_list)
TP14 Permit TP (L1)
TP15 Deny_TP (L1)

T2. L2 (tp_sort_list)
TP14 Permit TP (L1)
TP15 Deny TP (L1)

sort order of the TP set and also the position of classifer

values in the hierarchy (posin CVH).

T3. L1 (tp_sort_list)
TP14 Permit TP (L1)
TP15 Deny_TP (L1)

TP16 Permit TP (L1 _ovr)

The remaining classifier values (for operations and
POs) are not hierarchically structured in these examples, and

therefore would not alter the sort order.

6.4. Handling Override T Permissions

The sorted TP list might contain TPs which operate at
different DP Levels. Depending on the DP Level at which the
transaction is to be executed, certain TPs will be discarded
during the search, according to the following criteria.

L1 Processing:

Leave L1 Permits. Remove L2 and higher Permits.
Leave Denys at all levels.

L2 Processing:

Leave L1 and L2 Permits. Remove L3 and higher Per-

mits. Leave all Denys.

T1. L1 (tp_auth_list)
TP15 Deny_TP (L1)

For Transaction T3, the last most restrictive TP will be
a Deny TP (for infusion pumps) and the prior matched TP a
Permit TP (for all the pumps). Then the authorisation will
consist of evaluating this list of two TPs.

6.6. Database Implementation

Considering a centralised authorisation system, there
are two ways of implementing authorisation enforcement.

The first is to augment a query language representation of

Transaction T2 Data Retrieval
SELECT Location FROM Tracked Object
WHERE ID = ‘IP6’

6.7. Further Implementation and Scalability

The sorted T Permissions list lends itself to large appli-

cations and scaling due to its fixed and predictable structure.

T2. L2 (tp_auth_list)
TP16 Permit TP (L1 _ovr)

L3 Processing:
Leave L1, L2 and L3 Permits. Remove L4 and higher
Permits. Leave all Denys.

(Repeat for higher levels).

6.5. T Permissions Searching

Search TPs from most restrictive to most permissive
until a match is found. This TP, together with any permis-
sions below it, determines the authorisation outcome. The
search process terminates when a TP matching the query
target (not necessarily the PO) is found; otherwise, it con-
tinues, reaching higher nodes in relevant hierarchies. Note
that the classifier precedence is preserved in the result of
the search. The matching TPs are indicated below for our

examples.

T3.L1 (tp_auth_list)
TP14 Permit TP(L1)
TP15 Deny_TP(L1)

the transaction with additional restrictions derived from the
matched T Permissions list—this was covered in the study
of Longstaff and Noble[?!. The second is to insert authori-
sation restrictions into the query execution plan(s) produced
by the data storage system, at an early stage of optimisation.
Further optimisations, such as choosing indexes and access
procedures, would follow. For often-run transactions, pre-
optimised and pre-compiled execution plans could be used.

The SQL representations are shown as follows.

Transaction T3 Data Retrieval
SELECT Location FROM Pump
WHERE PO_TYPE ! = ‘Infusion_Pump’

T Permission processing takes place at the first stage of au-
thorisation, and can be subjected to local implementations
and optimisations. It can be applied within highly distributed
networked environments; many applications now distribute
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functionality and processing, even across countries or conti-
nents. Depending on the circumstances, ordering TPs in the
way described in Section 6.2 could enable standadised distri-
bution of TPs and processing to facilities where they would
exclusively be used. Should more global authorisation be
required, this could be achieved by combining TP sequences.
A further possibility would be to maintain separate TP sets
for users, teams and roles, which could be matched in paral-
lel; this would depend on the nature of the application and
an analysis of the benefits which would result.

Generally speaking, distributed database technology
provides extensive functionality for implementing ABAC
in large, distributed applications. This includes distributed
query processing and optimisation, transaction management,
and fault tolerance. Especially for providing and maintaining
classifier value (or attribute value) provision across nodes in

a network.

7. Alternative Processing Strategy
Compared

Reducing the number of comparisons between attribute-
value pairs in access requests and ABAC rules during rule
matching is stated as an important implementation issue 2324],
However, very little research has been reported in this
areal?3?%l. The PolTree ABAC system (%] rearranges the
rule order in increasing relevance so that the rule which sat-
isfies most requests is tested first, etc. Then it rearranges
the order of attribute-value pairs in the rules so that the least
frequently used attribute value pair is compared first, leading
to early rejection of rules not satisfying the access request.
This is based on the assumption that the access requests are
uniform. Two tree structures for storing ABAC rules are
presented to facilitate fast searching against access requests.
Note there is no provision for hierarchical attribute value
structuring and separately-specified negative permissions,
which as we have shown requires maybe several TPs to be

evaluated in a defined order.

We now offer a comparison between early most-
frequently-used (Poltree type) rule selection and TP matching
using the models in Section 4, which have three classifiers
with hierarchically-structured classifier values. We only con-
sider rule/TP ordering and assume that subsequent optimisa-
tions can be used with both schemes.

To do this, we need to approximate the corresponding
number of TPs with hierarchical structuring to a flattened
ABAC rule set. This is given by

No of TPs =

No of ABAC Rules
E[H(User_id)] x E[(UserRole)] x E[(PO_Type)] x M x U

Where:

E[H(Att)] Expected average coverage of leaf values for

the attribute, taking account of all levels in the

hierarchy.

The mergeable fraction (often 0.3-0.7), i.e.,

the number of rules capable of being merged.

All non-hierarchical attributes must be the

same for merging to take place. Large-
domain atomic attributes can completely
negate hierarchy-based reduction.

U The utilisation factor: Designers don’t always

generalise maximally (often 0.5-0.8).
This is a reduction approximation consistent with con-

cepts in ABAC, role mining, and combinatorial factorisation.
It is an abstraction based on the Generalisation and Merging
algorithms presented in Xu and Stoller’s work 2], We as-
sume the attributes are independent, enabling multiplication
of hierarchical attribute reduction estimates. It is accurate
enough for our hypothetical scenario.

Considering the example models and transactions in
Section 4, we make the following assumptions for a hypothet-
ical full-scale implementation of the concepts in this paper
(Table 2).

Table 2. Scenario characteristics.

Characteristic Value Rationale/Assumption
No. of ABAC Rules in policy, with no hierarchical structuring. 1,000  Realistic for a large healthcare facility.
Equivalent number of TPs, with Team/User _id, UserRole, 100 Reduction approximation with E[H(User_id)] = 2(shallow hierarchy)

PO_Type hierarchically structured.

E[(UserRole)] = 3(moderate hierarchy)
E[(PO_Type)]= 5(deep hierarchy)

M = 0.5(half of rules mergeable)

U = 0.7(corresponds to practice)
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Table 2. Cont.

Characteristic Value  Rationale/Assumption

Average no. of Authorisations by UserRole. 70% Many authorisations by medical and administrative staff are expected
to be by role.

Average no. of authorisations by User/Team. 20% Medical and healthcare staff often work in teams. Specialised staff may
have individual authorisations.

Average no of User/Team + UserRole Authorisations. 10% Specialist authorisations for team members who have activated a

specific role.

The numbers of rules and equivalent TPs seem to be
intuitively sensible for the models in Section 4; other approxi-
mations can be derived by varying the input parameters to the
reduction formula. Let us denote an ABAC Rule set ordered
and searched by most-frequently-used as RuleF. We now esti-
mate the number of RuleF/T Permission comparisons needed
for comparing the example transactions and permissions base
(Section 4), leading to a matched RuleF rule or TP.

Regarding TP hierarchical classifier value matching,

this can be implemented efficiently utilising the strict TP
multi-level sort order (Section 6.2), and classifier value lev-
els within hierarchies: the number of transaction classifier
value and TP classifier value comparisons can be substan-
tially reduced. These techniques could not be used with the
most-frequently-used ordering.

In Table 3, Transactions T1-T3 have no direct autho-
rising mechanism in standard ABAC and would need to be

implemented by applications accessing the relevant rule(s).

Table 3. Estimated performance comparison.

Transaction  Transaction No. of RuleF Rules No. of TPs Compared Comments
Authorisation Criteria Compared (Linear (Enhanced Search on
Search on 1,000 Rules) 100 TPs)
UCl1, TP1 UserRole 50 3 General query, accessing one frequently used
rule.
ucC9, TP9 User/Team 700 10 Specialist user activity, just one of several
transactions accessing a relatively rarely-used
rule.
ucCl10, TP10 User/Team + UserRole 900 10 Highly specialised analytical access. One
transaction of several accessing rarely-used
rules.
T1, TP15 User/Team + UserRole, 800(?) + additional 10 Additional processing costs for RuleF
with negative TPs processing processing. Deny TP reached.
T2, TP16 User/Team + UserRole, 800(?) + additional 12 Additional processing costs for RuleF
with negative TPs processing processing. Override TP reached.
T3, TP14, User/Team + UserRole 800(?) + additional 13 Additional processing costs for RuleF
TP15 with negative TPs processing processing. Permit TP and Deny TP reached.

A further ABAC rule selection scheme determines
the order of matching attributes based on the number of
attribute values[?*l. All attributes appearing in rules are
assigned binary identifiers, as are attributes in incoming
requests. Rules satisfying a request are determined without
using string matching by comparing attribute identifiers.
Then a decision tree structure is created using attribute val-
ues from the request, and is used to identify matching rules.
The number of comparisons is minimised by selecting paths
referencing attributes with decreasing numbers of values.
Again, there is no accommodation for negative permissions,
hierarchical attribute value structuring, and levels of break-

glass security.

8. Evaluation

The ICO funded a project to explore the setting of
restrictions on accessing medical records by professionals,
which was based on an implementation of the concepts de-
scribed in this paper, including break glass emergency ac-
cess[!%; the legal context was extensively addressed. (Mul-
rine et al.[?”] give details of a related project).

The following concepts were directly evaluated in this
project:

Hierarchically-structured classifier (i.e., attribute) val-
ues. A hierarchy of NHS roles understandable by the general
public was implemented, and also a team hierarchy to repre-

sent healthcare professionals working in teams. Extensive
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explanations and help functionality were provided. The hier-
archical role/team structuring was able to be used by focus
group members. Work since has concentrated on efficient
searching of TPs based on the ordering described in Section
6.2.

The cases for authorising access for teams, and emer-
gency access were established. A different type of break
glass access was identified—one in which opinions, require-
ments and additional information were to be read prior to
invoking access; this was implemented by associating mes-
sages with TPs prior to activating TPs granting override. An
override button was not displayed if the user did not match
a Permit TP, thereby preventing the user from even know-
ing that higher security level data existed. We were able to
demonstrate how TCM2/ABAC could support the privacy
and confidentiality aspirations of focus groups consisting of
members of the public. This work was carried out in col-
laboration with Newcastle University Medical School, with
many discussions with practising healthcare professionals.

In the presence of architect-specified classifier order-
ing and hierarchical classifier values, the conceptual TPs
matching approach described in Section 6 is optimal in that
it reduces the search space for TPs to a minimum. It is dif-
ficult to compare performance with other implementations,
as no other implementation we are aware of includes hierar-
chical structures, negative TPs, and overrides to increasing
levels of protection. For a large range of user interactions
in our earlier project(!%), we determined that our sorted TPs
searching scheme offered in excess of 90% saving when
compared with searching the full TP policy set. Implemen-
tation additionally requires further careful choices of data

structures and indexes.

9. Related Work

An authorisation system is said to implement a particu-
lar authorisation model: a comprehensive definition is given
in NIST Information Technology Laboratory Computer Se-
curity Resource Center[?®. To date, the most widely used
authorisation model has been Role Based Access Control,
or RBAC?1, which is used in operating systems, databases,
access control systems for specialized applications, and de-
velopment environments. Attribute Based Access Control or

ABAC, is generally seen as an important way forward for

authorisation model development!'3). It is regarded as one
of the most generalized, scalable, and reliable access control
models*”) with many applications. XACML is an estab-
lished ABAC standard['®!, has many applications, and forms
the basis of ABAC middleware systems, e.g., Axiomatics!!7].
XACML defines an architecture which includes Policy En-
forcement Points (PEPs) and Policy Decision Points (PDPs),
which have their equivalents in other ABAC architectures '],
Authorising functionality for identities/individuals for decen-
tralised access control is an active research areal!®]. Also,
using separately-specified negative permissions (sometimes
called negative authorisation) is often preferred over rule
models with complemented conditions, particularly for large
applications %,

Environment conditions such as time of day and lo-
cation are an important feature in ABAC models. A com-
prehensive description of ABAC is given in NIST SP 800-
1621321, An implementation of ABAC for an object-oriented
database is described by Gupta et al.[33]; this includes the use
of Attribute Authorities to securely provide current attribute
values.

An industrial scale implementation of ABAC involves
attribute engineering, attribute assignment to the user and

1341 There are potential dif-

objects, policy engineering, etc.
ficulties for permissions review/risk exposure—potentially
large numbers of rules, and their processing, must be consid-
ered. Huang et al.[®] propose a combination of ABAC and
RBAC, in which the permissions available to a user are the
intersection of permissions provided by RBAC active roles
and ABAC rules. Our model extends the ABAC approach
in that classifiers (which can represent ABAC attributes) are
defined for operations and objects, in addition to users; this
separation facilitates permissions review.

Acrelated area of security is Attribute Based Encryption
(ABE)Pl_in which users encrypt and decrypt data based
on user attributes. The ciphertext-policy attribute-based en-
cryption (CP-ABE) is the most widely used version. Data is
encrypted with an ABE public key with a policy in terms of
attributes. Users are issued with a secret key containing their
attribute, which must match the policy to enable decryption.
The ASCLEPIOS project'®”! combines ABE and ABAC in a
medical records application. Firstly, an ABAC component
produces a permit/deny decision, and in the case of permit,

an ABE policy is evaluated before recovering the resource’s
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symmetric decryption key.

A further area to which ABAC has been applied is to
control access to information stored securely in distributed
Blockchain ledgers. ABAC permissions authorise access
to the transactions, which are immutable and processed us-
ing cryptographic and consensus mechanisms. These can
involve high overhead costs. A comprehensive survey, with
references to many recent projects, is given by Ullah et al. [*8.
A further study by Wu et al.[3%),

Recently, Relationship-Based Access Control or Re-
BACM™ which defines access decisions based on the rela-
tionships between subjects or objects, has found applications
in social networks. Graph systems implement hierarchies
and inheritance. These systems naturally support hierarchical
and inherited relationships. Inheritance is modelled explic-
itly via graph traversal. An example is Google Zanzibar !,

The OASIS standard (XACML) and its associated
developer-friendly language ALFA do not natively include hi-
erarchical structures with inheritance like traditional RBAC
systems do. The objective of Hierarchical ABAC models
is to naturally represent structure, reduce rule sets and fa-
cilitate explanations. These models have used hierarchical
attributes with inheritance, e.g., sensor — temperature sensor
— industrial sensor[*>*3]. We have used hierarchical object
structures in a different but similar way to indicate relative
strengths for the PO_Type classifier values in determining
authorisation during searching sorted lists of T Permissions.

Hierarchical ABAC models have been achieved
through extensions, hybrids (RBAC + ABAC), and graph-
based models. Within RBAC+ABAC hybrid systems, roles
exist and can be hierarchical (RBAC-style). ABAC policies
use role attributes and Inheritance happens externally or be-
fore ABAC evaluation. Hierarchical processing is not part
of the ABAC system. An example is the NIST ABAC model
extensions#4],

Some ABAC engines allow dynamic attribute deriva-
tion, which enables inheritance-like behaviour. Axiomatics
(XACML-based) requires explicit modelling. “Derived at-
tributes” are implemented through Policy Information Points
(PIPs) that dynamically retrieve, combine, or compute at-
tributes from multiple sources during policy evaluation. This
system also supports complemented (negative) conditions
within rules, which provide similar functionality to our neg-

ative permissions [,

The application of Al to access control is becoming
increasingly prominent. It is being used to derive ABAC
policies from access logs, RBAC roles, natural language
documents and system configurations3461, Additionally,
to detect inconsistencies, identify unreachable rules, predict
policy conflicts, and automatically generate test cases. This
helps to support difficult and time-consuming tasks.

Machine-learning models have been used to estimate
missing or dynamic attributes—such as device trust levels,
user risk scores, or behavioural profiles—based on observed
activity. This enables risk-adaptive ABAC, where access de-
cisions incorporate real-time predictions rather than relying

solely on static attribute values 4743,

10. Conclusions

We have described a scheme which extends ABAC au-
thorisation to support permission (rule) selection for autho-
rising access to complex applications. The scheme offers
additional control through classifier (attribute) importance
ratings, and can provide substantial performance advantages
through maintaining a sorted permissions base. Our scheme
supports negative permissions, particularly useful for authori-
sations for hierarchical structures, and break glass overrides
to data permitted at higher security levels. Similar although
reduced functionality has been provided by other applications,
mostly through programming external to the ABAC system.
Where such functionality is part of the ABAC language and
system, our approach is simpler to use. We described in con-
ceptual terms how our scheme can be implemented. An early
implementation of our ABAC techniques was previously used
to explore patients’ preferences for accessing their health data,
and we have extended this work to include teams accessing
sensitive data according to location. Future work will investi-
gate the tailoring of T Permissions matching according to the
results of mining the acceptability of authorisation outcomes,

and the use and attempted use of overrides.
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